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thém théng tin vé Traffic Light Protocol Giao (Quy udc Bén Tin hiéu Giao théng), xem tai trang mang http://www.cisa.gov/tlp/.
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TLP:CLEAR
KHAI QUAT: DE B] TAN CONG THEO THIET KE

Cong nghé duoc két hop vao hau hét trong moi khia canh clia cudc séng hang ngay. Cac hé théng st dung
mang internet duoc két ndi v&i cac hé théng quan trong truc tiép anh hudng dén su thinh vuong kinh té, doi
sdng va tham chi sttc khde clia ching ta, tir quan ly danh tinh cd nhan dén chdm sdc y té. LAy mot vi du, cac
cudc tan cong mang d3 dan dén viéc bénh vién phai hdly bd cac ca phdu thuat va chuyén hudng chdm séc
bénh nhan trén toan cau. Cong nghé khdng an toan va cac 16 hdng trong cac hé théng quan trong cé thé I3
‘mdi nh{r’ cho cac cude xam nhap mang déc hai, dan dén nhitng rdi ro an ninh! tiém an nghiém trong.

Hién nay, hon bao gid hét, cic nha sdn xuit cong nghé phai dit trong tdm cho tinh Bdo mat theo Thiét ké va
Bdo mat theo M3c dinh trong qud trinh thiét ké va phat trién san pham. Mot sb nha cung cip da cé nhitng
tién bd déng ké trong viéc thuc day nganh céng nghiép trong viéc bdo ddm phan mém, trong khi mot s
khéc lai dang cham lai phia sau. Cac co quan tac gid manh mé& khuyén khich cac nha san xuat cong nghé nén
thiét k& san pham cla minh mdt cach that an toan, dé khach hang khdng can phai lién tuc thuc hién viéc
giam sat, cap nhat dinh ky va kiém soat thiét hai trén hé thdng cla ho dé giam thiéu cac cudc xam nhap
mang. Cac nha sdn xuat dugc khuyén khich dam nhan trach nhiém cai thién két qua an ninh cho khach hang
clia ho. Trong qua kh, cac nha san xuit cong nghé d3 phu thudc vao viéc stra cac 16 héng duoc tim thay sau
khi khach hang trién khai san pham, doi hdi khach hang phai tén cong strc, thdi gian dp dung cac ban va do.
Chi bang viéc tich hop cac thuc hanh Bado mat theo Thiét ké, ching ta mdi cé thé phd v& vong 1an quan cla
viéc tao ra va cai dat cac ban va.

Pé dat duoc cac tiéu chuan cao cho an ninh phan mém, céc co quan tac gid khuyén khich cac nha san xuat
nén uu tién tich hap an ninh sdn pham nhu mot diéu kién tién quyét quan trong trudc cac tinh ndng va tbc
d6 dua san pham ra thi trudng.Theo thdi gian, cac nhdm ki su' s& tao cho minh mét nhip dd lam viéc mai,
trong dé van dé an ninh s& thuc su duoc tich hop vao thiét k&, va khdng tén nhiéu cong strc dé bao tri. Phan
anh quan diém nay, Lién minh chau Au cling ¢ tdm quan trong cla an ninh san pham trong Dao luat Kha
nang Thich &ng Mang (Cyber-Resilience-Act), nhdn manh rang cac nha san xuat nén trién khai an ninh trong

subt vong ddi san phadm, nham ngdn nglra cac nha san xuat dua ra thi trudng cac san pham dé bi tn cong.

Dé tao ra mdt twong lai cho cong nghé va cac san pham lién quan an toan hon cho khach hang, cac co quan
tac giad thic day cac nha san xuit cai tién chuong trinh thiét k& va phat trién cla ho, dé chi cho phép céc san
pham duoc Bdo mat theo Thiét ké va Bdo mat theo Mic dinh (Secure-by-Design and Secure-by-Default)
duac chuyén giao dén khach hang. Cac sdn pham Bdo mat theo Thiét ké 1a nhi*ng san pham ma su an toan
cla khach hang 1a muc tiéu kinh doanh chinh, khéng chi la mot tinh nang k§ thuat. Cac san pham Bao mat
theo Thiét ké duoc bat ngudn véi muc tiéu d6 trudce khi giai doan phat trién bat dau. Cac san pham Bao mat
theo Mac dinh 1a nhitng san pham an toan dé s dung “ngay sau khi m& hép” ma khéng can thay d6i cau
hinh nhiéu, va tinh ndng bdo mat d3 cd s3n ma khéng can phai tra thém chi phi. Hai nguyén tic nay clng
nhau gitp chuyén phan I6n gdnh ndng bao mat dén nha san xuit, déng thdi gidm thiéu ty 1& khach hang tré

1 C4c co quan tac gia nhan thdy rang thuat nglt “an toan” cé nhidu y nghta khac nhau tly thudc vao nglt canh st dung. B5i véi muc

dich cla huwéng dan nay, “an toan” s& d& cap dén viéc nang cao tiéu chudn an ninh cong nghé dé bao vé khach hang khai cac hoat
dong tan cong mang doc hai.
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thanh nan nhan cla céc vu vi pham an ninh mang do ciu hinh sai, hay qua chdm trong viéc cap nhat ban va
hodc nhiéu vin dé thong thuong khac.

Co quan An ninh Mang va An ninh Ha tang Ca s& (CISA), Co quan Tinh bdo Quéc gia (NSA), Cuc Diéu tra Lién
bang (FBI) cling vdi cac dbi tac qubc té2 sau day dua ra cac khuyén nghi trong hudng dan nay nhu mot 16
trinh cho cac nha san xuit cong nghé nham bao dam an ninh cho sdn pham cla ho:

e Trung tdm An ninh Mang Uc chau (ACSC)

e Trung tam An ninh Mang Gia N& Dai (CCCS)

e Trung tdm An ninh Mang Quéc gia Vuong Quéc Anh (NCSC-UK)
¢ Cuc An ninh Mang Lién bang Burc (BSI)

e Trung tdm An ninh Mang Québc gia Ha Lan (NCSC-NL)

* D6i Phan rng Khan cap May tinh Tan Tay Lan (CERT NZ) va Trung tdm An ninh Mang Qubc gia Tan
Tay Lan (NCSC-NZ).

Céc co quan tac gia thira nhan nhidu déng gép cla nhiéu dbi tac tu nhan trong viéc thuc day Bao mat theo
Thiét ké va Bdo mat theo Mic dinh. Muc dich cta tai liéu nay nham thic ddy mot cudc dbi thoai qubce té vé
cac wu tién cot 18i, dau tu va cac quyét dinh can thiét dé dat duoc mot twong lai, trong dé cong nghé an
toan, bdo mat va linh hoat theo thiét ké va mac dinh. Nham dat duwoc muc tiéu d6, cac co quan tac gia mong
muén nhan dugc phan hdi tr cac bén lién quan vé tai liéu nay, va cé v dinh triéu tdp mot loat cac phién hop
dé tiép tuc hoan thién, xac dinh rd va nang cao hudng dan clia ching t6i, nham dat dwoc muc dich chung
cla chung ta.

Dé biét thém thdng tin vé tAm quan trong cla van dé bao mat sdn pham, xin xem bai viét cla CISA, Tdn
that clia Cong nghé Khdng An toan va Nhitng gi Ching ta Cé thé Lam vé Diéu nay (The Cost of Unsafe
Technology and What We Can Do About It.)

B3do mat theo Thiét ké

“Bao mat theo Thiét k&” cé nghta |a cac san pham céng nghé duoc thiét ké theo cac phuong phap bao vé
hop ly dé chéng lai cac hanh ddng xdm nhap ctia nhitng ké tan cong mang ddc hai nhdm truy cap vao cac
thiét bi, dit liéu va hé thdng két nbi. Cac nha san xudt phan mém nén thuc hién danh gid rdi ro dé xac dinh
va liét ké cdc mdi de doa mang phé bién dbi vdi cac hé théng quan trong, sau dé dua céc bién phap bdo vé
vao ban thiét ké san pham nham déi dau véi bbi canh cadc mébi de doa mang dang lién tuc xay ra.

Céac phuong phdp phat trién cong nghé thdng tin an toan (IT) va nhiéu I8p phong thd — duoc goi la phong
th( sau (defense-in-depth) — cling duwoc khuyén nghi dé ngan chin cac hoat dong cla ké xAm nhap mang
doc hai, tlr viéc tAn cong vao cac hé théng hodc truy cdp trai phép vao dit liéu nhay cdm. Céc co quan tac gia
khuyén nghi cac nha san xuat s& dung mé hinh cac mdi de doa phu hop trong giai doan phat trién sadn pham,

2Sau day s& duoc goi la “cac co quan tac gid”.
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dé gidi quyét tat ca cac mbi de doa tiém an dbi vai hé théng, va tinh dén quy trinh trién khai cda tirng hé
théng.

Céc co quan tac gid kéu goi cac nha san xuat thuc hién phuong phap bdo mat toan dién cho cac san pham va
nén tang cla ho. Viéc phat trién Bado mat theo Thiét k& doi hoi sy dau tu cac ngudn luc dang ké tir cac nha
san xudt phan mém & mébi tAng trong qua trinh thiét ké va phat trién sdn phdm vén khéng thé duoc “gan
thém vao” sau nay. Diéu nay doi hdi su 1anh dao manh m& tir cac nha quan ly kinh doanh hang dau cla nha
san xuat dé dua viéc bado mat trd thanh mot uu tién trong kinh doanh, ma khéng chi 1a mét tinh nang k¥
thuat. Su hop tac gitta cac nha I3nh dao kinh doanh va cac nhédm kj thuat kéo dai tir giai doan ban dau cla
thiét ké va phat trién, thong qua budc khach hang trién khai va bao tri. Cac nha san xuat duoc khuyén khich
dua ra nhitng su danh d6i va dau tu kho khdn, bao gdm cac dau tu “v6 hinh” dbéi vai khach hang, chdng han
nhu chuyén sang ngdn ngit 1ap trinh cé kha ndng loai bd cac 16 hdng phd bién. Ho nén wu tién cho céc tinh
nang, co ché va cach trién khai cac cong cu bdo vé khach hang thay vi cac tinh n&ng san pham cé vé hap dan
nhung lam tang dién tich tan cong.

Khéng cd mot gidi phap don 1& nao dé cham dirt cac méi de doa lién tuc tir cac ké tan cdng mang doc hai loi
dung cac 16 hdng cong nghé, va cac san pham “Bao mat theo Thiét ké” s& tiép tuc mac phai cac nhuoc diém;
tuy nhién, mot tp hap 16n cac nhuoc diém 1a do su tap hop tuong ddi nho clia nhiéu nguyén nhan gbce. Céc
nha san xuat nén phat trién céc 16 trinh viét tai liéu d& ddng bd hda danh muc sdn pham hién cé cda ho vdi
cac phuong phap “Bao mat theo Thiét k&”, va chi sai léch trong cac trudng hop bat kha khang ma thoi.

C&c co quan tac gia thira nhan rang nhan phan trach nhiém vé viéc bao dam két qua an ninh cho khach hang
va bdo dam murc d6 bao mat nay cé thé lam ting chi phi phat trién. Tuy nhién, dau tu vao cac phuong phap
“Bao mat theoThiét ké” trong qud trinh phat trién sdn pham cdng nghé mdi, va duy tri cac sdn pham hién cd
c6 thé cai thién dang ké tu thé an ninh cla khach hang va giam xdac suat bi tAn cong. Nguyén tic Bdo mat
theo Thiét ké khong chi lam vitng tuv thé bdo mat cho khach hang va tdng cudng uy tin thuong hiéu cho cac
nha phat trién, ma con gidm céc chi phi bdo tri va va |16i cho cdc nha san xuat vé lau dai.

Phan Khuyén nghi cho cac Nha San xuat Phdn mém duoc liét ké dudi day bao gdm mdt danh sach cac
phuaong phap, va chinh sach phat trién san pham duoc dé nghi dé cac nha san xuat cd thé xem xét.

Bao mat theo Mac dinh

“Bao mat theo Mac dinh” cé nghta |a san pham duoc thiét k& dé chdng chiu cac k§ thuat loi dung 16 héng
pho bién ngay khi duoc dua vao st dung ma khéng can phai trd thém chi phi. Nhitng sdn pham nay duoc
bao vé tir nhitng mbi de doa va céc 16 hdng pho bién ma ngudi dung khong can phai thuc hién thém bat ky
budc nao dé bao vé ching. Cac sdn pham Bao mat theo Mac dinh duoc thiét ké nham gilp cho khach hang
hiéu rd rang, khi ho di chéch khéi mac dinh an toan, ho dang lam ting kha nang bi tAn cong trir khi ho trién
khai cac bién phap khac dé bu vao.

* Cau hinh bdo mat nén 1a co s& méc dinh an toan cdn ban. Cac san pham Bao mat theo Méc dinh tu
déng kich hoat cac bién phap kiém sodt bao mat quan trong can thiét nhat dé bao vé doanh nghiép
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tir nhitng ké ddt nhap mang ddc hai, cling nhu cung cip kha nang st dung va thiét 1ap thém cdac bién
phdp kiém soat bdo mat ma khdng phai trd thém chi phi.

e MUrc d6 phirc tap cla ciu hinh bdo mat khdng nén 1a van dé ctia khach hang. Cac nhan vién cong
nghé théng tin cla cac t6 chirc thudng xuyén bi qua tai vdi cac trach nhiém bdo mat va van hanh, do
d6 din dén viéc ho khéng cé dl thai gian dé tim hiéu va trién khai cac bién phap gidm thiéu can thiét
dé c6 mot hé thdng an ninh mang manh m&. Qua viéc ti wu hda cau hinh sdn phdm bdo mat — bao
mat “I6 trinh méc dinh” — cac nha sdn xuat cé thé gitp d& khach hang cla ho bang cach bdo dadm cac
san pham cla ho duoc san xuat, phan phdi va st dung an toan theo tiéu chuan “Bado mat theo Mic
dinh”.

Céc nha san xuat sdn pham “Bao mat theo Méc dinh” khdng tinh thém |1& phi dé trién khai cac cau hinh bao
mat bd sung. Thay vao dé, ho bao gdm chuiing trong san pham co ban nhu nhitng day an toan duoc bao gom
trong tat ca cac chiéc 6 t& mdi. Bdo mat khéng phai la mot tuy chon sang trong ma 1a tiéu chuan ma moi
khach hang nén mong doi ma khéng can phai thuong luong hodc tra thém tién.

KHUYEN NGH| CHO CAC NHA SAN XUAT PHAN MEM

Hudng dan lién danh nay dua ra cac khuyén nghi cho cac nha san xuat vé viéc phat trién mot 16 trinh viét tai
liéu dé thuc hién, va bdo dam an ninh cdng nghé théng tin. Cac co quan tac gid khuyén nghi cac nha san xuat
phan mém thuc hién cac chién lugc dugc trinh bay trong cac phan sau day dé ddm nhan trach nhiém cho
cac két qud an ninh cla khach hang thédng qua cac nguyén tic Bao mat theo Thiét ké va Bdo mat theo Mic
dinh

Cac Nguyén tac Bdo mat Sdn pham Phan mém

Cac nha san xuat cong nghé duoc khuyén khich ap dung moét trong tam chién lugc dé wu tién cho an ninh
phan mém. Cac co quan tac gid d3 thiét ké ba nguyén tic cbt 18i dudi day dé hudng dan cac nha san xuét
phan mém tich hop tinh an ninh phan mém vao qua trinh thiét ké cta ho trudc khi phat trién, thiét 1ap cau
hinh va chuyén giao sdn pham.

1. Trach nhiém vé bdo mat khong nén chi thudc vé khach hang. Cac nha san xuit phan mém nén
chiu trach nhiém vé két qua bado méat cho céc san pham ma khach hang mua cda ho va phat trién
sdn pham cla minh sao cho phu hop.

2. Nang cao tinh minh bach va trach nhiém cip tién. Cac nha sdn xuat phan mém nén tu hao vé viéc
cung cip sdn pham an toan va bao mat, dong thoi tao su khac biét gitta ho vdi cong dong céc nha
san xuat khac dua trén kha ndng cda ho. Didu nay cd thé bao gdm viéc chia sé théng tin ma ho
hoc duoc tir qua trinh trién khai ctia khach hang, chdng han nhu viéc st dung céc co ché xac thuc
manh theo mac dinh. Diéu nay cling bao gdm mot cam két manh m& dé bao ddm céc tw van vé 16
hdng va cac ho so luu vé 16 hdng va mirc d6 phoi nhiém phé bién (CVE) lién quan 1a day da va
chinh xac. Tuy nhién, can can trong va khdng nén xem sb luvong CVE nhu 1a mot chi s6 tiéu cuc, vi
nhitng con s6 do cling la dau hiéu cla mdt cdng dong phan tich ma va kiém tra ma manh mé.
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3. Xay dung co ciu tb chirc va 1anh dao dé dat duoc nhitng muc tiéu nay. Trong khi chuyén mén k¥
thuat 13 diéu quan trong dbi vdi viéc bado mat san pham, cac nha 1anh dao cao cdp la nhitng ngudi
quyét dinh chinh dé thuc hién cac thay d6i trong mot td chire. Su cam két clia cac nha 13nh dao
cao cip danh cho cadc nha san xuat phan mém d&t vu tién bao mat nhu moét yéu td quan trong
trong qua trinh phat trién sadn pham, doi hoi sy phat trién quan hé déi tac véi khach hang clia td
chirc dé hiéu:

a. Hudng dan khudn kho trién khai san pham cung véi mé hinh de doa tuy chinh

b. Dé xuat trién khai cac bién phap kiém soat bao mat dé phu hop véi cac nguyén tac
Bao mat theo Mac dinh

c. Céc chién luvoc phan bd ngudn luc phu hop véi mirc dd quy mé clia cong ty va kha
nang thay thé cdc phuong phap phat trién cli bang cac phuong phap Bao méat theo
Thiét ké

d. Can duy tri mot dudng day lién lac m& réng cho cho nhitng v kién déng gép ndi bo va

bén ngoai (vi du: y kién déng gdp clia nhan vién va khach hang) lién quan dén céc van
dé& bdo mat san pham. An ninh phan mém nén duoc nhidn manh trong céc dién dan
ndi bd (vi du: tat ca cac thanh vién hodc cac cudc hop nhd khdng chinh thirc), cling
nhu tiép thi san pham bén ngoai va tuwong tac vdi khach hang.

e. Péanh gia hiéu qua trong viéc trién khai cla khach hang. Cac nha |3nh dao cao
cip s& mubdn biét cac khodn dau tu vao bdo mat theo thiét ké va mic dinh dang gilp
ich gi cho khach hang bang cach gidm tdc do cac ban va bao mat, giam 16i cau hinh va
gidm thiéu dién tich tin cong.

Pé thuc hién ba nguyén tic nay, cac nha san xuat nén xem xét mot sd chién thuat hoat déng dé cai
thién qud trinh phat trién cla ho.

T6 chirc cac cude hop thudng xuyén véi 13nh dao cao cap cla cong ty dé thic ddy tdm quan trong cla
viéc Bado mat theo Thiét ké va Bao mat theo Mac dinh trong té chirc. Nén thiét 1ap chinh sach va
phuong phap dé dong vién cdc nhdm san xuat phat trién sdn pham tuan thi cac nguyén tac nay, bao
gdm viéc trao gidi thudng cho cadc nhédm thuc hién cac phuong phép bdo mat phan mém xuat séc,
hodc khuyén khich vé cac tiéu chuan thang tién va danh gid nang bac.

Hoat ddng xoay quanh tam quan trong cla viéc bdo mat phan mém dbi vdi su thanh céng cla doanh
nghiép. Vi du, can nhac phan cdng mot “ngudi ditng dau an ninh phdn mém” hodc moét “nhdm an ninh
phan mém” nham bao dam céc tiéu chuan an ninh phdn mém va trach nhiém cda nha san xuat duoc
lién két truc tiép vai cac phuong phap kinh doanh va cong nghé théng tin. Cac nha sdn xut nén bao
dam rang ho cé cac chuong trinh tham dinh va dénh gia bado mat san pham manh m&, doc 1ap cho cac
san pham cla minh.

S dung mot md hinh mbi de doa phu hop trong qua trinh phat trién dé wu tién xac dinh cac san pham
quan trong nhat va cé tac ddng 1én nhat. M6 hinh méi de doa xem xét tirng tredng hop st dung cu thé
clia sdn phdm nham gilp cho cdc nhédm phat trién cing cb sdn pham. Cubi cung, 13nh dao cao cip nén
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quy tradch nhiém cho cdc nhdm vé viéc cung cap cac sdn pham an toan, nhu mét yéu td chinh cla san
pham dat pham chét cao, va su xuit sic ctia sdn pham.
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Cac Chién thuat Bdo mat theo Thiét ké

Khung Phat trién Phan mém An toan (SSDF), con duac goi la NIST SP 800-218, clia Vién Tiéu chuan va
Cong nghé Quéc gia, |a mot tap hop cbt I8i clia cac phuwong phap phat trién phdn mém bdo mat cao
cip c6 thé duoc tich hop vao tirng giai doan clia vong doi phat trién phan mém (SDLC). Lam theo céc
phuong phap nay cé thé giip nha san xuat phan mém trd nén hiéu qua hon trong viéc tim va loai bd
cac 16 hdng trong phan mém d3 phat hanh, gidm thiéu tac ddng tiém an cla viéc khai thac cac 16 hong
va gidi quyét nguyén nhan gbc ré ctia cac diém yéu dé ngdn chin su tai dién trong tuong lai.

Céc co quan tac gia khuyén khich viéc s dung cac chién thuat Bao mat theo Thiét k&, bao gdm céc
nguyén tac tham khao céc phuong phap SSDF. Cac nha sdn xuat phan mém nén phat trién mét 16 trinh
viét tai liéu dé ap dung thém cac phuong phap phat trién phan mém duoc Bao mat theo Thiét ké cho
toan bd danh muc sdn phdm ctia minh. Sau day |a mo6t danh sach minh hoa khéng day dt bao gdm cac
phuong phap tbt nhat cla 16 trinh viét tai liéu:

¢ Ngbn ngit Lap trinh An toan Bo nhd (SSDF PW.6.1): Uu tién cho viéc sir dung cac ngbn ngit lap trinh
an toan bd nhé bat c khi ndo cé thé. Cac co quan tac gid cong nhan rang nhitng phuwong phap cu
thé khac dé bao vé bo nhd, chang han nhu ngau nhién héa b cuc khdng gian dia chi (ASLR), tinh
toan ven ludng diéu khién (CFI) va ky thuat kiém th phan mém duoc dé tim kiém céc 16 hdng
(fuzzing) cé ich cho cdc m3 ngudn cli, nhung chua dd dé duoc xem |a Bado mat theo Thiét ké vi ching
khoéng a0 dé ngan chin viéc khai thac. Mot sb vi du vé ngdn ngit an toan bd nhé hién dai bao gdm
C#, Rust, Ruby, Java, Go va Swift. Doc t& thdng tin (information sheet) vé an toan bd nhé cla NSA dé
biét thém chi tiét.

e Nén tang Phan clrng An toan: tich hop cac tinh ndng kién tric cung cap phuong tién dé bao vé
bd nhd cd d6 tinh vi, chdng han nhu cac tinh ndng dwoc mé ta trong Hudng dan RISC Nang cao
Kha nang Phan cing (CHERI) cé thé mé rong Kién tric tap 1énh phan cing thong thudng (ISA). Bé
biét thém thoéng tin, truy cap trang mang CHERI cla Pai hoc Cambridge.
 Bdo mat cac Thanh phan cla Phan mém (SSDF PW 4.1): Thu thap va bdo tri cac thanh phan cla
phan mém duoc bao mat tdt (vi du: thu vién phan mém, mdt don vi m3 tu chira (module), phan
mém nam gilta cac ing dung (middleware), mot bd suwu tap cac don vi ma tu chira va cdng cu cung
cap mot ciu truc cho viéc xay dung cac ¢ng dung phan mém (framework)) tir cdc nha phat trién
thuong mai, ma ngudn md rong va cac bén thit ba khac d3 dugc xac minh dé bao dadm tinh an toan
vé bdo mat trong cac san pham phan mém cho ngudi tiéu dung.

e Khung mau Mang (SSDF PW.5.1): S dung khung mau mang duac trién khai tu dong thoat dau vao
clia ngudi dung dé tranh cac cudc tin cdng mang chang han nhu tap Iénh chéo trang.

e Truy van cé tham sb héa (SSDF PW 5.1): St dung cac truy van duoc tham sb hda thay vi bao gdm
d4u vao clia ngudi dung trong cac truy van, dé tranh cac cudc tan cdng mang nham vao cac co s& dit
liéu va rng dung mang s dung ngdn ngit SQL (SQL injection).

e Kiém tra an ninh (ng dung tTnh va déng (SAST / DAST) (SSDF PW.7.2, PW.8.2):
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St dung céc cdng cu nay dé phan tich m3 ngudn ctia sdn pham va cach thirc ¢ng dung dé phat hién
cac phuong phap dé gay 16i. Cac cong cu nay gidi quyét cac van dé tir viéc quan ly bd nhé khéng ding
cach, dén cac phuong phap tao truy van co s& dit liéu dé gay 16i (vi du: dau vao ngudi dung khong
tranh duoc, dan dén tn cong SQL. Cac cdng cu SAST va DAST cé thé duac tich hop vao quy trinh
phat trién phan mém va chay tu ddng nhu mét phan cla qué trinh phat trién phan mém. Céc cong
cu SAST va DAST nén bd sung cho cac phuong phap kiém tra khac, chang han nhu kiém tra don vi va
kiém tra tich hop, dé bado ddm san pham tuan thd cac yéu cau bao mat du kién. Khi phat hién van dé,
cac nha sdn xuit nén thuc hién phan tich nguyén nhan dé giai quyét cac 16 hdng mét cach cé hé
théng.

* Danh gid m3 ngudn (SSDF PW.7.1, PW.7.2): Ludn nd luc dé bdo ddm rang ma ngudn dua vao san
pham phai trdi qua qua trinh danh gid bdi cdc nha phat trién khac dé bao ddm pham chét cao hon.

e Danh sach Vat liéu Phan mém (Software Bill of Materials (SBOM)) (SBOM) (SSDF PS.3.2, PW.4.1):
Két hop viéc tao SBOMS3 dé cung cap kha ndng hién thi trong bd phan mém dugc dua vao san pham.

e Chuong trinh tiét 16 16 hdng (SSDF RV.1.3): Thiét 1ap chuong trinh tiét 16 16 héng cho phép nha
nghién c*u bdo mat trinh bao cac 16 hdng va dugc mién trach nhiém phap ly. Cac nha cung cip phai
thiét 1ap quy trinh dé xac dinh nguyén nhan gbc ré ctia cac 16 hong duagc phat hién. Quy trinh nay
nén bao gdm viéc xac dinh xem viéc 4p dung bat ky phuong phdp Bdo mat theo Thiét k& nao trong
tai liéu nay (hodc cac phuong phap tuong tu khac) cé thé ngdn chan su xuat hién cla 16 hdng hay
khoéng.

* Hoan chinh CVE (C4c L& hdng va Phoi nhiém Phd bién): Phai chac chan rang cac CVE duoc cong
bd bao gdbm nguyén nhan gbc ré hodc M3 Lbi Phd bién (CWE) nham gilp cho viéc phan tich
nguyén nhan déi véi cac van dé vé bao mat phan mém trén toan nganh céng nghiép. Mdc du viéc
bdo ddm rang mdi CVE déu chinh xac va day dud cé thé tbn thém thai gian, nhung né cho phép
cac thuc thé khac nhau phat hién ra cac xu hudng trong nganh cé loi cho tat ca cac nha san xuat
va khach hang. Dé biét thém thdng tin vé quan Iy 16 hdng, xem hudng dan SVCC danh riéng cho
cac bén lién quan cuta CISA (CISA’s Stakeholder- specific SVCC guidance)
 Phong thi Sau (Defense-in-Depth): Thiét k& ha tang co s& sao cho viéc vi pham moét bdo mat don 1é
khéng din dén tinh trang de doa toan bd hé théng. Vi du, phai bdo dam cac dic quyén danh cho
ngudi dung duoc cung cap trong pham vi hep va danh sach kiém soat truy cap duoc st dung cé thé
lam gidm tac déng cla tai khodn bi xdm pham. Ngoai ra, s& dung k§ thuat phan mém sandboxing dé
c6 1ap mdt ing dung, quy trinh hodc hé thdng cé thé céch ly moét 16 hdng dé han ché su xam pham
cla toan bd &ng dung.

* Ddp ng cdc Muc tiéu Hiéu suat An ninh Mang (CPGs): Thiét ké cac sdn pham dap Ung cac phuong
phdp bdo mat co ban. Cac muc tiéu hiéu suat vé An ninh Mang cla CISA (CISA’s Cybersecurity

Performance Goals) phéc thao cac bién phap an ninh mang co badn ma cac té chirc nén thuc hién.

3 M6t sb co quan tac gid dang kham phé cac phuong phép thay thé dé bao dam an ninh cho chudi cung ¢ng phan mém.
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Ngoai ra, dé cling c6 vi thé an ninh mang cuia td chirc cla ban, hdy xem Khung Danh gid An ninh
Mang ctia Vuong qubc Anh (UK’s Cyber Assessment Framework), cé cac diém tuwong ddng vai cac

Muc tiéu Hiéu suat vé An ninh Mang cla CISA. Néu mdt nha san xuat khdng dap (ng cac Muc tiéu
Hiéu suat vé An ninh Mang (CPG)—chang han nhu khéng yéu cau xac thuc da yéu td chéng lra dao
d6i vdi tat ca nhan vién—thi ho khong thé duaoc coi 1a dang cung cip céc sdn pham Bao mat theo
Thiét ké.

Céc co quan tac gid nhan thay rang nhitng thay ddi nay la nhitng budc chuyén ddi dang ké déi véi quan diém
clia mot to chirc. Do dd, viéc dua nhitng thay ddi nay vao nén duogc vu tién dua trén mdc do quan trong,
murc d6 phirc tap va tac déng kinh doanh. Nhitng phuong phdp nay cé thé duoc ap dung cho phan mém méi
va dan dan m& rong dé bao gdm cac trudng hop si dung va san pham khac. Trong mét sb trudng hop, muic
d6 nghiém trong va tinh trang rdi ro clia moét san pham nao dé cé thé doi hdi mét lich trinh duoc tang téc dé
ap dung nhitng phuong phép nay. Trong cac trudng hop khac, cac ing dung cé thé duoc dua vao mot m3
ngudn cli va khac phuc theo thdi gian.

Cac Chién thuat Bao mat theo Mac dinh

Ngoai viéc ap dung cac phuong phdp phat trién Bdo mat theo Thiét ké, cac co quan tac gid khuyén nghi cac
nha san xuat phan mém nén uu tién ciu hinh Bado mat theo Mac dinh trong sdn pham cla ho. Cac nha san
xuat nén cb gang cap nhat san pham dé tuan tha cac thdng 1& nay khi ching duaoc khoi phuc. Vi du:

e Loai bd cac mat khdu méc dinh: Cac sdn pham khéng nén cé mat khau méic dinh duoc chia sé rong
rai. Dé loai bd mat khadu mic dinh, cac co quan tac gia khuyén nghi cac quan trj vién phai duoc yéu
cau dat mat khau manh trong quad trinh cai d3t va cau hinh san pham.

e Xac thuc Da Yéu t6 B3t budc (MFA)cho ngudi dung cé dic quyén. Chung toi nhan thay
rang cé nhiéu doanh nghiép do cac quan tri vién quan ly chua bao vé tai khoadn ctia ho
bang MFA. Vi quan tri vién la muc tiéu cd gid tri cao, cac san pham phai ldam cho MFA tr&
thanh tuy chon méac dinh thay vi tly chon tham gia. Hon nita, hé thdng phai thudng
xuyén nhac nh& quan tri vién dang ky MFA cho tai khodn cla ho cho dén khi ho d3 kich
hoat né thanh coéng trén tai khodn dé. NCSC clia Ha Lan cé céc hudng dan tuong duong
Vi CISA, hay truy cap To Théng tin Hé thdng Xac thuc d3 duoc Phat trién va Hoan thién
cla ho (Mature Authentication Factsheet) dé biét thém thong tin.

* Dang nhap Mot 1an (SSO): Cac ing dung Cong nghé Thong tin nén trién khai cdng nghé dang nhap
mot 1an théng qua céc tiéu chudn mé rong hién dai. Cac vi du bao gdm Ngon nglt Danh dau Xac nhan
Bdo mat (SAML) hodc Két n6i OpenlID (OIDC.) K§ ndng nay nén duoc cung cap theo miac dinh ma
khong phai mat thém chi phi.

» D3ng nhap an toan: Cung cap nhat ky kiém toan t&t nhat cho khach hang ma khéng tinh thém chi
phi. Nhat ky kiém todn rat quan trong dé phat hién va ting cudng gidi quyét cac van dé bdo mat tiém
tang. Chung cling rat quan trong trong qua trinh diéu tra mdt van dé an ninh ddng nghi ngd hodc d3
duaoc xdc nhan. Xem xét cdc phuong phap tét nhat chdng han nhu cung cap kha nang tich hop dé
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dang vdi hé thdng quan Iy su kién va thdng tin bdo mat (SIEM) vdi quyén truy cap giao dién lap trinh
¢ng dung (API) s&r dung thoi gian quéc té phdi hop (UTC), dinh dang mui gi® tiéu chuan va céc k¥
thuat tai liéu manh mé.

¢ Hd so Uy quyén Phan mém: Nha cung cip phan mé&m nén cung cap cac khuyén nghi vé cac vai tro
0y quyén duac phé duyét va cac trudng hop st dung dé xuat cla chung.

Cac nha sdn xuit nén bao gdm mdt canh bao rd rang dé théng bao cho khach hang vé rui ro gia ting
néu ho di chéch khoi hod so Gy quyén duoc dé xuat. Vi du: Bac st cd thé xem tat cd hd so bénh nhan,
nhung ngudi lap lich hen kham chi cé quyén truy cap vao théng tin dia chi can thiét dé 1én lich hen
ma thoi.

» B3o mat tién tién hon kha ndng tuong thich nguoc: Qua nhiéu tinh ndng cli tuong thich nguoc vai
cac phién ban cli duwgc bao gdbm, va thudng duagc cho phép trong cac san pham méc du diéu nay gay
ra cac rui ro cho viéc bao mat san pham. H3y chon uu tién bao mat hon la twong thich nguoc, trao
quyén cac nhdm bao mat dé ho loai bd céc tinh ndng khéng an toan ngay ca khi diéu nay gay ra céc
su thay d6i khéng tuong thich.

* Theo dai va gidm kich thudc cla “hudng dan tang cwdng bdo mat”: Gidm kich ¢ clia “hudng dan
tdng cudng bdo mat” duoc thiét ké cho cac san phdm nham cb gang dé bao dam rang kich c& giam
theo thdi gian khi céc phién badn mdi cdia phan mém duoc phat hanh. Tich hop cac thanh phan cla
“hudng dan tang cudng bdo mat” nhu 1a cau hinh mac dinh cla san pham. Cac co quan tac gid nhan
thay rang viéc rut ngan hudng dan tdng cudng bao mat la két qua clia mdi quan hé déi tac lién tuc
vdi cac khach hang hién cé va bao gdm cac nd lvc cla nhiéu nhém san pham, ké ca trai nghiém
ngudi dung (UX).

o Xem xét cac hau qua qua trai nghiém cla ngudi dung dbi vdi cai ddt bdo mat: Mbi cai d3t méi déu
tang gdnh ndng nhan thirc cho ngudi dung va nén duoc danh gia két hop vdi lgi ich kinh doanh né
dem lai. Diéu ly twdng nhat la khdng cé cai d&t nao ca, thay vao do, cai dit bdo mat nhat s& duac tich
hop vao san pham theo mic dinh. Khi cau hinh 13 diéu can thiét, tuy chon mic dinh nén duaoc bao
dam an toan rong rai dbi véi cac mbi de doa thong thuong.

Céc co quan tac gid cdng nhan rang nhitng thay ddi nay cé thé anh hudng dén hoat déng cua viéc st dung
phan mém. Do d6, y kién déng gdép ctia khach hang |a diéu rat quan trong dé can bang gilta cac yéu td hoat
dong va bao mat. Cac co quan tac gia tin rang viéc phat trién céc 16 trinh viét tai liéu va su hd tro cla ban
diéu hanh danh wu tién cho nhitng y tudng nay cho céc san pham quan trong nhat cla té chic, 1a budc dau
tién dé chuyén hudng sang cac phuong phap phat trién phan mém an toan. Mac du y kién cla khach hang
rat quan trong, cac co quan tac gid da quan sat thay nhi*ng trudng hop quan trong khi khach hang khéng san
sang hodc khdng thé dp dung céc tiéu chuan cai tién, thudng 1a cac giao thirc mang. Diéu quan trong 1a nha
san xuat nén dua ra cac khich 1& cé y nghta, dé khach hang luén cap nhat va khéng dé ho phai tiép tuc déi
d4u vadi cac 16 hdng mdt cach vo han dinh.
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HUGNG DAN TANG CUONG BAO MAT SO VOI HUGNG DAN NOI LONG

Céac hudng dan ting cudng bdo mat cé thé 1a két qua cla viéc thidu cac bién phap kiém sodt bado mat san
pham duac tich hop vao kién trdc ctia sdn pham tir khi bat dau phat trién. Do do, cac hudng dan tang cudng
cling cé thé 1316 trinh dé cac ké tin cdng mang doc hai xac dinh va khai thac cac tinh ndng khéng an toan.
Thoéng thudng, nhiéu td chirc khdng biét vé cac hudng dan ting cuong, do dé ho dé cai dat ciu hinh thiét b
clia minh & tu thé khdng an toan. Mét mé hinh dao nguoc duoc goi la hudng dan ndi 1dng s& thay thé cac
hudng dan tdng cudng va giai thich nhitng thay d6i ma ngudi dung nén thuc hién, dong thoi liét ké cac rii ro
c6 thé phat sinh tir viéc thuc hién cac thay déi d6i vai hé thdng hodc ing dung.

Thay vi thiét k& cac hudng dan tang cudng bdo mat bao gdm cac phuong phap dé bao vé san pham, céc co
quan tac gid khuyén khich cac nha san xuat phan mém chuyén sang phuong phap Bao mat theo Thiét ké
bang cach cung cap cac hudng dan ndi l6ng. Nhitng hudng dan nay gidi thich cac rii ro kinh doanh cda cac
quyét dinh bang ngdn nglt don gidn, dé hiéu va cd thé nang cao nhan thirc cla td chirc vé rdi ro dbi vdi cac
cudc xam nhdp mang ddc hai. Su danh ddi vé bado mat nén duoc xac dinh bdi cac giam dbc diéu hanh cao
cip ctia khach hang, can bang gitta bdo mat vdi cac nhu cau kinh doanh khac.

KHUYEN NGH| CHO KHACH HANG

Céc co quan tac gia khuyén nghi cac té chirc yéu cau cac nha san xuat cung cip cong nghé cla ho phai chiu
trach nhiém vé két qua bao mat clia sdn phadm cla ho. Nham thuc hién diéu nay cac co quan tac gid khuyén
nghi rang cac giam dbc diéu hanh cda td chirc nén uu tién cho tdm quan trong cla viéc mua cac sdn pham
Bdo mat theo Thiét ké va Bdo mat theo Mac dinh. Diéu nay cé thé thé hién thdng qua viéc thiét 1ap cac chinh
sach yéu cau bd phan cdng nghé théong tin danh gia tinh an toan phan mém ctia nha san xuét trudc khi mua,
cling nhu cho phép bd phan cong nghé théng tin phan khang néu can thiét. Bd phan cdng nghé théng tin (IT)
nén duac trao quyén dé phat trién cac tiéu chudn mua hang nham nhan manh tdm quan trong cla cac bién
phdp Bdo mat theo Thiét ké va Bdo mat theo Mac dinh (ca nhitng bién phdp duoc néu ra trong tai liéu nay
va cac bién phap khac do td chirc khdac thiét ké). Hon nita, b phan cong nghé thong tin (IT) can duoc ban
quan ly diéu hanh hé tro khi thuc thi cac tiéu chuan nay trong cac quyét dinh mua hang. Cac quyét dinh cuda
t& chirc vé viéc chap nhan cdc rdiro lién quan dén cac san pham cong nghé cu thé, phai duoc 1ap thanh van
ban chinh thire, dwoc gidm dbc didu hanh kinh doanh cao cip phé duyét va trinh bay thuong xuyén trudce
Hoi ddng Quan tri.

Céc dich vu cong nghé théng tin (IT) ¢t 16i hd tro tu thé bdo mat cda td chirc chdng han nhu mang ludi
doanh nghiép, danh tinh doanh nghiép va quan ly truy cap, cling nhu cac hoat dong bao mat va kha nang
phan hdi, nén duoc coi la cac chirc ndng kinh doanh quan trong va duaoc tai tro dé phu hop véi tam quan
trong cla ching ddi vdi su thanh cong trong st ménh cla td chirc. Cac té chirc nén xay dung ké hoach nang
cip cac kha ndng nay dé tan dung cac nha san xuit cé xu hudng dp dung cac phuong phap Bao mat theo
Thiét ké va Bdo mat theo Mac dinh.

Néu cé thé, cac to chirc nén cb gang tao dung mdi quan hé dbi tac chién lwoc vdi cdc nha cung cap cong
nghé thong tin (IT) chinh cla ho. Nhitng mbi quan hé nay bao gdm su tin tudng & nhiéu cip dd cla té chirc
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va cung cap cac phuong tién dé gidi quyét van dé va xac dinh cac vu tién chung. Bao mat phai la mot yéu td
quan trong ctia cadc mdi quan hé nhu vay, va cac to chirc nén nd luc dé cling c tam quan trong phuong
phdp Bdo mat theo Thiét ké va Bdo mat theo Mic dinh trong ca khia canh chinh thirc (vi du: hop déng hodc
thda thuan vdi nha cung cap) va khia canh khéng chinh thirc clia méi quan hé. Cac td chirc nén doi hoi su
minh bach tlr cdc nha cung cap cdng nghé ctia ho vé tinh hinh kiém soét ndi bd cling nhu 16 trinh huéng t4i
viéc ap dung cac phuong phap Bao méat theo Thiét ké va Bao mat theo Mic dinh.

Ngoai viéc dua phuong phap Bdo mat theo Mac dinh 1&n hang uu tién trong to chirc, cc nha I13nh dao cong
nghé théng tin cling nén hop tac véi cac dong nghiép trong nganh dé hiéu rd han vé cac san pham va dich
vu nao phu hop véi cac nguyén tac thiét ké nay. Nhitng nha 13nh dao nay nén phdi hop céc yéu cau cla ho
dé gilip c4c nha sdn xuét uu tién cho cac sang kién bdo mat sap t&i clia ho. Bang cach cling nhau lam viéc,
khach hang cé thé gilp dua ra cac y kién déng gép cd y nghta cho nha san xuét va tao dong luc dé ho vu tién
cho viéc bdo mat.

Khi tan dung cac hé théng dam may, céc t6 chirc can chac chan rang ho hiéu ré vé mé hinh chiju trach nhiém
chung vdi nha cung cap cdng nghé clia minh. Diéu nay cé nghta |a td chirc can phai rd rang vé trach nhiém
an ninh clia nha cung cip chit khdng chi |a trach nhiém ctia khach hang. Té chirc nén uu tién chon nhitng
nha cung cip dam may cé tinh minh bach vé tu thé bao mat, kiém sodat ndi bd va kha ndng dap ¢rng cac
nghta vu cla ho theo mo hinh chiu trach nhiém chung.

TUYEN BO MIEN TRU TRACH NHIEM

Théng tin trong phuc trinh nay duoc cung cdp “nhu d3 trinh bay” chi danh cho muc dich tham khao. CISA va
céc co quan tac gid khong bado tro cho bat ky sdn pham hodc dich vu thuong mai nao, bao gdm bat ky chi dé
nao dugc phan tich. Bat ky su dé cap nao dén céc td chirc thuwong mai cu thé, hodc cac san pham, quy trinh,
hodc dich vu thuong mai bang dich vu thuong hiéu, thuong hiéu, hodc nha sdn xuat khac, khéng dai dién
hodc ngu y tng ho, khuyén nghi hodc thién vi bdi CISA va céc co quan tac gid. Tai liéu nay |a mot sang kién
lien danh bai CISA va khong tu dong trd thanh tai liéu quy dinh.

NGUON LUC
CISA

e Hudng dan SBOM cua CISA (CISA’s SBOM Guidance)

e Muc tiéu Hiéu sudt An ninh mang Chéo nganh ctia CISA (CISA’s Cross-Sector Cybersecurity
Performance Goals)

e Hudng dan vé Tuong tac Cong nghé cla CISA (Guidelines on Technology Interoperability)

e CISAva NIST's Phong thd Chdng lai cac cude Tan cdng Chudi Cung ing Phan mém (CISA and
NIST’s Defending Against Software Supply Chain Attacks)

e Chi phi cla Cong nghé Khéng an toan va Nhitng gi Chung ta Cé thé Lam| CISA (The Cost of
Unsafe Technology and What We Can Do About It | CISA)

Hay Ngirng D6 16i Trach nhiém vé viéc Bao mat Mang: Tai sao cac Cong ty Phai Thiét
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https://www.cisa.gov/sbom
https://www.cisa.gov/cpg
https://www.cisa.gov/cpg
https://www.cisa.gov/safecom/technology
https://www.cisa.gov/sites/default/files/publications/defending_against_software_supply_chain_attacks_508_1.pdf
https://www.cisa.gov/sites/default/files/publications/defending_against_software_supply_chain_attacks_508_1.pdf
https://www.cisa.gov/news-events/news/cost-unsafe-technology-and-what-we-can-do-about-it
https://www.cisa.gov/news-events/news/cost-unsafe-technology-and-what-we-can-do-about-it
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ké tinh An toan cho San pham Céng nghé (foreignaffairs.com) (Stop Passing the Buck

on Cybersecurity: Why Companies Must Build Safety Into Tech Products

(foreignaffairs.com))

e Hudng dan Phan loai L& hdng Bdo mat danh riéng cho cac bén Lién quan (SSVC) cla CISA
(CISA’s Stakeholder-Specific Vulnerability Categorization (SSVC) Guidance)

e T8 thoéng tin MFA chbng Ilra ddo cla CISA (CISA’s Phishing Resistant MFA Fact Sheets)

e Hudng dan vé An ninh mang cho Doanh nghiép nho | CISA (Cyber Guidance for Small
Businesses | CISA)

NSA
e T thdng tin An ninh mang vé An toan Bd nhd ctia NSA (NSA’s Cybersecurity Information
Sheet on Memory Safety)
e ESF cla NSA B3o vé Chudi cung &rng Phan mém: Cac Phuong phdp Thuc hanh Tét nhat cho
cac nha Cung cap (NSA’s ESF Securing the Software Supply Chain: Best Practices for Suppliers)
FBI

e Tim hiéu va Phan Ung vdi Cudc Tan Cong Chudi Cung Ung ngudn Nang lvong Gid:
Quan Diém cua Lién Bang M{ (Understanding and Responding to the SolarWinds

Supply Chain Attack: The Federal Perspective)

e Mbibe doa Mang - Phan Ung va Trinh bdo (The Cyber Threat - Response and Reporting)
e Chién lvgc An ninh Mang cla FBI (FBI’s Cyber Strategy)

Vién Tiéu chudn va Cong nghé Quéc gia (NIST)

e Hudng din Nhan dang Ky thuat s clia NIST (NIST’s Digital Identity Guidelines)

e Khung Hudng dan An ninh Mang cla NIST (NIST’s Cyber Security Framework)

e Khung Phat trién Phan mém An toan cla NIST (SSDF) (NIST’s Secure Software Development
Framework (SSDF))

Trung td&m An ninh Mang Uc chau (ACSC)

e Hudng dan clia ACSC d6i vai cac Quy tac Thuc hanh loT danh cho cdc Nha san xuat (ACSC's
loT Code of Practice Guidance for Manufacturers)

Trung td&m An ninh Mang Quéc gia ctia Vuong quéc Anh (UK)

e Khung Danh gid An ninh Mang ctia Vuong qubc Anh (The UK’s Cyber Assessment
Framework)
e Hudng dan Trién khai va Phat trién An toan cla NCSC Vuong qubc Anh (The UK NCSC's

Secure Development and Deployment guidance)
e Hudng din Quan ly L& héng clia NCSC Vuong quéc Anh (The UK NCSC’s Vulnerability
Management guidance)

e BO Codng cu Tiét 16 L6 hdng clia NCSC Vuong qubc Anh (The UK NCSC’s Vulnerability
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https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.foreignaffairs.com/united-states/stop-passing-buck-cybersecurity
https://www.cisa.gov/news-events/alerts/2022/11/10/cisa-releases-ssvc-methodology-prioritize-vulnerabilities
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/small-business
https://www.cisa.gov/small-business
https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF
https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_SOFTWARE_MEMORY_SAFETY.PDF
https://media.defense.gov/2022/Oct/31/2003105368/-1/-1/0/SECURING_THE_SOFTWARE_SUPPLY_CHAIN_SUPPLIERS.PDF
https://www.fbi.gov/news/testimony/understanding-and-responding-to-the-solar-winds-supply-chain-attack-the-federal-perspective
https://www.fbi.gov/news/testimony/understanding-and-responding-to-the-solar-winds-supply-chain-attack-the-federal-perspective
https://www.fbi.gov/news/testimony/understanding-and-responding-to-the-solar-winds-supply-chain-attack-the-federal-perspective
https://www.fbi.gov/investigate/cyber#Respond-and%20Report
https://www.fbi.gov/news/stories/wray-announces-fbi-cyber-strategy-at-cisa-summit-091620
https://csrc.nist.gov/publications/detail/sp/800-63/4/draft
https://www.nist.gov/cyberframework
https://csrc.nist.gov/publications/detail/sp/800-218/final
https://csrc.nist.gov/publications/detail/sp/800-218/final
https://www.cyber.gov.au/acsc/view-all-content/publications/iot-code-practice-guidance-manufacturers
https://www.cyber.gov.au/acsc/view-all-content/publications/iot-code-practice-guidance-manufacturers
https://www.ncsc.gov.uk/collection/caf
https://www.ncsc.gov.uk/collection/caf
https://www.ncsc.gov.uk/collection/developers-collection
https://www.ncsc.gov.uk/collection/developers-collection
https://www.ncsc.gov.uk/guidance/vulnerability-management
https://www.ncsc.gov.uk/guidance/vulnerability-management
https://www.ncsc.gov.uk/information/vulnerability-disclosure-toolkit
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Disclosure Toolkit)

e CHERI cuia Bai hoc Cambridge (University of Cambridge’s CHERI)

e Hen gdp lai va cdm on quy vi d3 cung cap thdng tin - NCSC.GOV.UK (So long and thanks for
all the bits - NCSC.GOV.UK)

Trung tam An ninh Mang Gia Na bai (CCS)

e Hudng dan cla (CCCS) vé viéc Bdo vé Chéng lai cac cude Tan cdng Chudi Cung ¢ng Phan
mém (CCCS’s Guidance on Protecting Against Software Supply Chain Attacks)

e Chudi Cung i‘ng Mang : Mot Phuong phdp Danh gia cac Rui ro (Cyber supply chain: An
approach to assessing risks)

e Hudng din vé M3 doc Téng tién CONTI clia Trung tdm An ninh Mang Gia N3 Dai (Canadian
Centre for Cyber Security’s CONTI ransomware guidance)
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https://www.ncsc.gov.uk/information/vulnerability-disclosure-toolkit
https://www.cl.cam.ac.uk/research/security/ctsrd/cheri/
https://www.ncsc.gov.uk/blog-post/so-long-thanks-for-all-the-bits
https://www.ncsc.gov.uk/blog-post/so-long-thanks-for-all-the-bits
https://cyber.gc.ca/en/guidance/protecting-your-organization-software-supply-chain-threats-itsm10071
https://www.cyber.gc.ca/en/guidance/cyber-supply-chain-approach-assessing-risk-itsap10070
https://www.cyber.gc.ca/en/guidance/cyber-supply-chain-approach-assessing-risk-itsap10070
https://www.cyber.gc.ca/en/guidance/ransomware
https://www.cyber.gc.ca/en/guidance/ransomware
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Van phong Lién bang Birc vé An ninh Thoéng tin (BSI)

e Ban tdm tat tai lidu BSI Grundschutz (md-dun CON.8) (The BSI Grundschutz compendium (module
CON.8))

e Tiéu chudn Quéc té IEC 62443, phan 4-1 (The international standard IEC 62443, part 4-1)

e Trinh Bdo Tinh trang An ninh CNTT tai B¢, nam 2022 (State of IT-security in Germany report,
2022)

e Phuong phap BSI vé Bao mat Ung dung Mang (BSI practices of web application security)

Trung tdm An ninh Mang Quéc gia Ha Lan

e T thong tin Hé thong Xac d3 duoc Phat trién va Hoan thién clia Trung tdm An ninh Mang Qubc gia
Ha Lan (NCSC-NL) (NCSC-NL's Mature Authentication Factsheet)

Céac Ngudn khac

e Lam thé nao Ma céac Hé thdng Phirc tap That bai (How Complex Systems Fail)

e M6t Goc nhin Khac vé su That bai clia cdc Hé thong Phire tap (The New Look in complex system
failure)
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi_it_gs_comp_2022.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Grundschutz/International/bsi_it_gs_comp_2022.pdf
https://webstore.iec.ch/publication/33615
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2022.html?nn=129410
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2022.html?nn=129410
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Studien/WebSec/WebSec.pdf
https://english.ncsc.nl/publications/factsheets/2022/juni/9/factsheet-mature-authentication---use-of-secure-authentication-tools
https://how.complexsystems.fail/
https://www.adaptivecapacitylabs.com/BriefLookAtTheNewLook.pdf
https://www.adaptivecapacitylabs.com/BriefLookAtTheNewLook.pdf

