
  

 

Cyber security exercise report 
Business email compromise 

Prepared by: _____________________________________________  Date: ___ / ___ / ______  

 

Executive summary 
Our team ran a discussion-based cyber security exercise session on the reported date using the Australian 
Signals Directorate’s Australian Cyber Security Centre (ASD’s ACSC) Exercise in a Box. This report 
summarises the results of this exercise and includes recommendations for our organisation to consider. 

Discussion outcomes 

 
 

 
 

 

What we learned from running the exercise: 

 

 

 

 

How our understanding of preventing this type of cyber security threat changed: 

 

 

 

 

What will we look to change or implement: 

 

 

 

 



 

Exercise in a Box – Cyber security exercise report 2 

Team statements 

We rated our confidence against the following statements: 

Observations from Inject 1: Invoice received 

 
Not at all 
confident 

Slightly 
confident 

Somewhat 
confident 

Fairly 
confident 

Completely 
confident 

We have processes and training in place to support 

staff identify fraudulent emails. ☐ ☐ ☐ ☐ ☐ 

We understand what steps should be taken to 
investigate potential fraud. ☐ ☐ ☐ ☐ ☐ 

Observations from Inject 2: Business email compromised 

We have policies and response plans in place for 
business email compromise. ☐ ☐ ☐ ☐ ☐ 

We know who to contact if our organisation is the 
victim of a business email compromise. ☐ ☐ ☐ ☐ ☐ 

Observations from Inject 3: Incident response 

We have effective cyber security practices to keep 
our organisation secure. ☐ ☐ ☐ ☐ ☐ 

 


