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Executive summary

Our team ran a discussion-based cyber security exercise session on the reported date using the Australian
Signals Directorate’s Australian Cyber Security Centre (ASD’s ACSC) Exercise in a Box. This report
summarises the results of this exercise and includes recommendations for our organisation to consider.

Discussion outcomes

What we learned from running the exercise:

How our understanding of preventing this type of cyber security threat changed:

What will we look to change or implement:
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Team statements

We rated our confidence against the following statements:

Observations from Inject 1: Device loss

Not at all Slightly ~ Somewhat Fairly Completely

confident confident confident confident confident

We ensure any portable devices, such as mobile

phones, that are used to access business information |:| I:I |:| l:' D

are suitably protected, for example by a complex
PIN, password or secure biometric.

Observations from Inject 2: Firmware updates

We ensure software updates for devices and I:' I:I I:' I:l I:‘

applications are installed as soon as possible.

Observations from Inject 3: Sanitisation

If a device is lost or stolen, we can remotely track, I:I I:I I:I |:| |:|

wipe, or disable it.

We have a clear idea of what data is on each device I:l I:l I:l I:l I:l

or what data it has access to.

Observations from Inject 4: Incident response

We have a clear process for collating and managing |:| |:| I:' |:| |:|

information during incidents.

We have a clear process for how we communicate |:| I:l |:| I:l I:l

with our stakeholders during an incident.
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