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https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/CVE-2021-26084
https://nvd.nist.gov/vuln/detail/CVE-2021-26084
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/CVE-2021-34523
https://nvd.nist.gov/vuln/detail/CVE-2021-34473

6

1.APT40 ;EZHEY TTP (KiK. AR S5I12F) KiZE

EESE
- RZARBweb SHEHINY

Web [REXHERATFS
Web Shell #1732 E

ERTHE Miainia
A I P Ei ) EL B P9 5 R
! 2R
|
|
\
\

BRI RGEEX M (o3
SSEIEED Ik

ZALRMFEEHMETFANESZZREN. BRL
REVERIEHE, MIEREERRPXENFARFE
(Bl &ED) ,, FBEEEENRBREX
i, U EBEE—RY AN APT40E B EH
Web Shell (MTI5E/E) BllZs (T1505.003) R SLINFF
&M, LERENRITAE G BN EIM R,
BE, ERIHTHRIGRG, APT40REFF
BIFEENS, AR EE MRS,
AT, BT RHEMMNEILIRE T NEHREM
E%, ALt BIC NRIZE S KRB [ 4297 A9 901,
EFMENREHPEER TR HMERE,

BERFEFENREFE

REAPT40:d & B ERAWNRBRAF I 14
ERNHITEIREIE SR (C2) £, BT HE
REX IR ARFEZHITT EN (T1594)

APT40B MM £ EKE %, FIBWRNRIIZE (8
FENEDAE/REDAE (SOHO) IK&E) 1ER
HEBEAFI A BT TohE IS Kim
k4% BB TE [M188 (T1584.008) o X{ES 4RIV EE
5 BTt E M FH B ERIZ AL NES,

APTAOAE—HEARBNERRR L BRBEREF E

ZRZE Web Shells LA 1A]

AN S ICISER Y 1)
BFRAINARER KA
B MBSERMENRAGS
BFGIEIENSMFER

miTERESE BB S HiERSE
ERTIZRSS (BIETERE D

|
|
|
. P
¥ (Remote Desktop Protocol, Ia] |
|
|
|
!

BENREMIZHE
FFRDP) 5 smB/Windows L)

aEIME
M AREEARIEE ST
BEhtighes TRIEIME

W ZXESOHOIREEFMBEBLRFKRIT4HT,
RENKIREF A" (N-day exploitation) de it T &k
Bir. —B# N2, SOHOIK & & Al o B T AV Bk
R, HREREFIZIT/RNIEERESR, MMM
X PR 28 B 1E & A A Pk X (T1001.003) o

IEREARBEERSIKEMZREARHENE
BT AEER, BEINEIA XK
—MERRM. EZER, FEHKEAE(H
e N RH A E BT 2 FF MK 1T A E 5 B K
RS RNV i 518 & #HITHEI1TE0) (People’s
Republic of China State-Sponsored Cyber Actors
Exploit Network Providers and Devices) A (&
EARHENEBRAZFNITABNEHES
510 SEE X R E MG 5E) (PRC State-Sponsored

Actors Compromise and Maintain Persistent Access

to U.S. Critical InfrosTrucTure) o

APTAOTEETENH, L B/REEARWEER
BVEMIRFEEAERR EEBC2EMIRHE; A
M, X—FENERINF EZIMAEXS TREEE.



https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1594/
https://attack.mitre.org/techniques/T1584/008
https://attack.mitre.org/techniques/T1001/003/
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
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https://www.virustotal.com/gui/file/44369783a819a38909e89449495fb98c3f9ba07dd0d2fa55a24a560a89f21a86/details
https://www.virustotal.com/gui/file/b1cca678dbd6bd51e6e8e797b95dc3050a74f5fa8147603473d6229023f1eb1a/details
https://www.virustotal.com/gui/file/71f6b36bfddda2d3a506574991a44636f84df28f9350e7856d1cc8af07cdd821/details
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https://www.virustotal.com/gui/file/0e3324587a07df499e97b58076a94e86bf5598cc6d9606c2dcee3941175ff043/details
https://www.virustotal.com/gui/file/2aad0f8b439c3824d51871a0744c0e2f578277e0ec73effe5a24c49d8048bc74/details
https://www.virustotal.com/gui/file/882f39945974aa5fc6005bf646ee3ab21bf69de12985d6ad8cc497dbfe520728/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/7c7acd87b47d405da4d6efa2c43599148e12c094970ba198905f0a165d79a78f/details
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https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1078/002/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/techniques/T1039/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/versions/v15/techniques/T1082/
https://attack.mitre.org/techniques/T1021/002
https://attack.mitre.org/versions/v15/techniques/T1135/
https://attack.mitre.org/versions/v15/techniques/T1090/
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https://attack.mitre.org/techniques/T1594/
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1078/002/
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1072/
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1552/001/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1021/002
https://attack.mitre.org/techniques/T1213/
https://attack.mitre.org/techniques/T1041/
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HIT T IEE, B NIZ AL NI ML XA
RIF S BEZ G BENEIE 1T AE FRIVDIFE X
R M EB sQL AR S5 28 (T1505.001) « LA
MZFEEEAEE P Ib@ T A DN XSS
(TA0011) N FRBARE,

WEHEBEAF B ENRIGEHIHRNR, e
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202255 B3 HEB 920224848 BY Web Shell
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HRLE(S B AT, ITAERATEBRIHRENRIK
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SHEME (T1111) AR ERwT,
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1T EER Web Shell SR E S 53F 51, Web Shell
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1A SERFERIN

ASD’s ACSCHRZH I SEfili ASD BY “E 75 )\
I ” (Essential Eight) IEdlIFE M A AE KAV« (B %2
SEHEREEIR (Strategies to Mitigate Cyber
Security Incidents) o L FABINKEXHWE L L

B, BB TFHMFHRS LE APT40 INRITH, BEG
Y HRE P RENMIEETTP (AR AR
512r) R KRR,

e

L IREB D A M E C:\Users\Public* F1C:\
Windows\Temp* &I B . XL BB ERE LR
BB R, BNFRE 23 MEIWindows A F K33
AfEXEERAEFERBRE, RARAFHE
[EEIRIEIRIX LS4, M AR EN. BAEFR
8 R PRAIT AR BB IME TR BB B 1R 1FF
RHETI=,

LA sigma B I BT A FA2MIsK B el (U B A
17, UMER R BEEBIER. EREBRT,
FE—FFEURIAEEITARITE,

il . 2 /A B RITIE N — Temp (Ih
BER)

ID: d2fa2d71-fbd0-4778-9449-e13ca7d7505c¢

4R 40 M C\Windows\Temp B & & fo B i# 12
HiTo

JEE .
B%.

MM EIEFIRBIM C:\Windows\Temp* B R
RENHIT-BHTF Temp BRE ZMAEEN
REFFA, AEREEEhiatn, HEGE
Eb MELftE C:\WindowsF I 2 BRI B FE R &2
HITER.

EHEBRE RS (SYSTEM) BEZEARSS (NETWORK
SERVICE) HFHITHIN B, T B &R/ iZ
M FrEIRI &5 BT E,

X B & Z A N AT B8 TT 7E 1 M E & S AR &
51 (30 sYsTEM) BB R HIT, It BINERE
MUk H AP BT XERBNRRAE
SYSTEMo

BE:

1. RESZXHRITEZEXNEE, fii
BF LT ITREERS . EINGEE
TEBIROZ S INE R E B
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https://www.elastic.co/guide/en/security/current/

process-execution-from-an-unusual-directory.html
{E&: ASD's ACSC

HHA: 202468 19H

W& =

R

— tlp.green

— classification.au.official

— attack.execution
BEXE:

category: process_creation
product: windows
UK

&Y B R (temp) :
Imagelstartswith:'C:\\Windows\\Temp\\'

common_temp_path:
Imagelrelignorecase:'C:\\Windows\\Temp\\\
{lo-fA-F0-91{8}-([a-fA-F0-9]{4}-){3} [a-fA-FO0-9]
{121

system_user:
FAF (Usen):
- 'SYSTEM'
- 'NETWORK SERVICE'
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https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
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dismhost:
Imagelendswith: 'dismhost.exe'
known_parent:
Parentlimagelendswith:

- \\esif_uf.exe'

- \vmtoolsd.exe'

- "\cwainstaller.exe'
- "\frolleyexpress.exe'

215 (condition) : temp and not (common_temp_
path or system_user or dismhost or known_parent)

=g
- EMRILIFFIRPEHITENBIE
M Temp B RIiB1TAIHITX S
—- Temp BRA|EFE—RIEGENRE
N AR S BohEs, L ESREiZMN
2R, RGE R EITHES MITMLE
P EIES (HEERTEENAR
HFHIR) o
RN MK

HE . 2RITERIT-FInE RS
FER

ID:5b187157-892-4fc9-84fc-aa48aff9f997

R MM Windows IR FRAARERENFER
ReFa 5B A RNHERIT,
BE:
EMUWETTHAFIRIMCANBERT, LEHRE C:\
Windows* BN EF/AE B RAEWHIT.HF
HEBR T C:\Windows\Temp B R (AR ZBERH A=
BENBEFER, A ENEREDBITNER
BRI -
WRSZHE LA SYSTEM F13I51T, W AppData X HFHF
WHBRTEIN—X B F Z IGEY N B2 S By —F
RMEHITA.
ER B MEE LT G HIRG E MX A B & H
HEMEEHITE, ZMU AR bk
HE:
1. WESZXHRITEZEXNER, fi
AR ETFX HITEMRS . BNBYE4:
AT RIZ XA INEBE R,
2. ARAEEN LM ETXHE.MNE.X
SR EMEBEGE, I RIS

IE ==
W So
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3. MBARE, ERNEZXXHRIAR L #HITIY
RIS, MFITEER S &%,
82370
https://qist.github.com/
mattifestation/5f9de750470c9e0e 1f9c9c33f0ec3e56

https://www.elastic.co/guide/en/security/current/

process-execution-from-an-unusual-directory.html

{E& :ASD's ACSC

BHHB:2024F6819H
by oMM

e
— ftlp.green
— claossification.au.official
— attack.execution

BEXRE:
Z31: process_creation
= &a:windows

AR
writable_path:
Imagelcontains:

- "\\$Recycle.Bin\\'

- "\NAMD\Temp\\'

"\\Intel\\'

"\\PerfLogs\\'
"\\Windows\\addins\\'
"\\Windows\\appcompat\\'
"\\Windows\\apppatch\\'
"\\Windows\\AppReadiness\\'
"\\Windows\\bcastdvr\\'
"\\Windows\\Boot\\'
"\\Windows\\Branding\\'
"\\Windows\\CbsTemp\\'
"\\Windows\\Containers\\'
"\\Windows\\csc\\'
"\\Windows\\Cursors\\'
"\\Windows\\debug\\'
"\\Windows\\diagnostics\\'
"\\Windows\\DigitalLocker\\'
"\\Windows\\dot3svc\\'
"\\Windows\\en-US\\'
"\\Windows\\Fonts\\'
"\\Windows\\Globalization\\'
"\\Windows\\Help\\'
"\\Windows\\IdentityCRL\\'
"\\Windows\\IME\\'
"\\Windows\\ImmersiveConfrolPane\\'


https://gist.github.com/mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://gist.github.com/mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56
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"\\Windows\\INF\\'

"\\Windows\\infe\\'
"\\Windows\\L2Schemas\\'
"\\Windows\\LiveKernelReports\\'
"\\Windows\\Logs\\'
"\\Windows\\media\\'
"\\Windows\\Migration\\'
"\\Windows\\ModemLogs\\'
"\\Windows\\ms\\'

"\\Windows\\OCR\\'
"\\Windows\\panther\\'
"\\Windows\\Performance\\'
"\\Windows\\PLA\\'
"\\Windows\\PolicyDefinitions\\'
"\\Windows\\Prefetch\\'
"\\Windows\\PrintDialog\\'
"\\Windows\\Provisioning\\'
"\\Windows\\Registration\\CRMLog\\'
"\\Windows\\RemotePackages\\'
"\\Windows\\rescache\\'
"\\Windows\\Resources\\'
"\\Windows\\SchCache\\'
"\\Windows\\schemas\\'
"\\Windows\\security\\'
"\\Windows\\ServiceState\\'
"\\Windows\\servicing\\'
"\\Windows\\Setup\\'
"\\Windows\\ShellComponents\\'
"\\Windows\\ShellExperiences\\'
"\\Windows\\SKB\\'

"\\Windows\\TAPI\\'
"\\Windows\\Tasks\\'
"\\Windows\\TextInput\\'
"\\Windows\\tracing\\'
"\\Windows\\Vss\\'
"\\Windows\\WaaS\\'
"\\Windows\\Web\\'
"\\Windows\\wlansvc\\'
"\\Windows\\System32\\Com\\dmp\\'
"\\Windows\\System32\\FxsTmp\\'
"\\Windows\\System32\\Microsoft\\Crypto\\
RSA\\MachineKeys\\'
"\\Windows\\System32\\Speech\\'
"\\Windows\\System32\\spoo\\drivers\\
color\\'
"\\Windows\\System32\\spoo\\PRINTERS\\'
"\\Windows\\System32\\spoo\\SERVERS\\'
"\\Windows\\System32\\Tasks_Migrated\\
Microsoff\\Windows\\PLA\\System\\'
"\\Windows\\System32\\Tasks\\'
"\\Windows\\SysWOW64\\Com\\dmp\\'
"\\Windows\\SysWOW64\\Fxs Tmp\\'

- "\\Windows\\SysWOW64\\Tasks\\'
[ A2 F HUE (appdata) :

Imagelcontains: \\AppData\\'
FAF (User) :'SYSTEM'

2214 (condition) : writable_path and not appdata
=i
ENREARITFIRFITNAEFMXEEREBITH
WITC S
RSP ERN— AN EET AT

Y‘E BRZ—, NEHELIE,

g =

5. 2RrI 5T - AP
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E13
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YR LA SYSTEM B 123517, W AppData XK
BHBRTEIN—X BIF Z IR N B F R —
RMHITH .

AE:

. RESIKXHRITEERXNEER, 0
AP ETX 7B ERT. BN R4
SERNARZ S INE I E o
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HithZ3550E, UL E RS,

3. WMEME, BRNEZHEIZS LU TS
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SE0K:
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process-execution-from-an-unusual-directory.html
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KA LM
&
— ftlp.green
— classification.au.official
— attack.execution
BERRE:
el process_creation
= & windows
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i
RBR:
Image|contains:

- "\\Users\\All Users\\'

- "\\Users\\Contacts\\'

- "\\Users\\Default\\'

- "\\Users\\Public\\'

- "\\Users\\Searches\\'
[ B2 R EE:

Image|contains: "\\AppData\\'
FBP . 'SYSTEM'
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