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https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/CVE-2021-26084
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/CVE-2021-34523
https://nvd.nist.gov/vuln/detail/CVE-2021-34473
https://nvd.nist.gov/vuln/detail/CVE-2021-34473
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https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1594/
https://attack.mitre.org/techniques/T1584/008
https://attack.mitre.org/techniques/T1001/003/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
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https://www.virustotal.com/gui/file/44369783a819a38909e89449495fb98c3f9ba07dd0d2fa55a24a560a89f21a86/details
https://www.virustotal.com/gui/file/b1cca678dbd6bd51e6e8e797b95dc3050a74f5fa8147603473d6229023f1eb1a/details
https://www.virustotal.com/gui/file/71f6b36bfddda2d3a506574991a44636f84df28f9350e7856d1cc8af07cdd821/details
https://www.virustotal.com/gui/file/97daa26c59e0e151f66872147ccd30dd1815bc6e63ec40c288130c6e8a6ea992/details
https://www.virustotal.com/gui/file/1a2282cc4c13bd24b2ca20c494cacbd283fbdcc4864d9cde26ea55db800f4dda/details
https://www.virustotal.com/gui/file/0e3324587a07df499e97b58076a94e86bf5598cc6d9606c2dcee3941175ff043/details
https://www.virustotal.com/gui/file/2aad0f8b439c3824d51871a0744c0e2f578277e0ec73effe5a24c49d8048bc74/details
https://www.virustotal.com/gui/file/882f39945974aa5fc6005bf646ee3ab21bf69de12985d6ad8cc497dbfe520728/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/7c7acd87b47d405da4d6efa2c43599148e12c094970ba198905f0a165d79a78f/details
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https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1078/002/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/techniques/T1039/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/versions/v15/techniques/T1082/
https://attack.mitre.org/techniques/T1021/002
https://attack.mitre.org/versions/v15/techniques/T1135/
https://attack.mitre.org/versions/v15/techniques/T1090/
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https://attack.mitre.org/techniques/T1102
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1. RERIERANTEZBEENR FIW
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SERK:

https://www.elastic.co/quide/en/security/current/

process-execution-from-an-unusual-directory.html

{E& . ASDEETRRYACSC
BHA: 2024/06/19
HREE: TEE

RE:

— ftlp.green

— classification.au.official

— attack.execution

r N .

HEEEKIR:
category: process_creation
product: windows

a2

tfemp:
Imagelstartswith:'C:\\Windows\\Temp\\'

common_temp_path:
Imagelrelignorecase:'C:\\Windows\\Temp\\\
{lo-fA-F0-91{8}-([a-fA-F0-9]{4}-){3} [a-fA-FO-9]
{121

system_user:
User:
- 'SYSTEM'
- 'NETWORK SERVICE'

APT40 2% - FEIEZ BT ERTTENFR A BT


https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details
https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html
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dismhost:
Imagelendswith: 'dismhost.exe'
known_parent:
Parentlimagelendswith:

- \\esif_uf.exe'

- \vmtoolsd.exe'

- "\cwainstaller.exe'
- "\frolleyexpress.exe'

condition: temp and not (common_temp_path or
system_user or dismhost or known_parent)

aR¥R:
- BERZRIIEAFEERNNEIZERIE
R E W Temp B ERBITRIFITHE
- TempEHBERNEREGEZZELEREN
R B 2s > E L TEEBE bR B 7l > FEST
HZITAEREEREPINE RIZE
(URAEREIBEMAERTE
BR)o
Eih: &

el BIHAIR T - IE-Temp REEF
B %

ID:5b187157-e892-4fc9-84fc-aa48affofo97

fEATARE Windows FERALEBHRNTFEE
P AREEEAREFRERNUENTIEFNITA

= b

IE#R BB PSR C:\ LUBAFRIE C:\Windows\* A
Naiga s R EhmaiTanie Bk c:\
Windows\Temp (FZ&ZBEHRERLERERERTE
R EARBEISIZENEERE) -

EHEREZ L SYSTEM B D17 QI RFEIL AppData B
EIRMATEER SRR RAFLEEFREBRERN
[ERHITITAZE LU A R iETT

T ERABEEED N LR RBELBRNE
HMIEEHITENMER  ILiRAIRFERE S 3%

A

1. RERZERNTEZBERENENR FIW
ERERE WITEEEST R AIEHNE
ERE) MERFARE R

2. AEETH ENEBER BB EREN
Hihx Bz AMFEZEBRE RS
EHYo

3. MARE ElNEXIERNBIRETY
IR UHEERRIEE.
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https://qist.github.com/

mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https:.//www.elastic.co/guide/en/security/current/

process-execution-from-an-unusual-directory.html
EE . ASDEETHIACSC

HH#A:2024/06/19

ARAE B Ea

1R
sTISAEX ©

— tlp.green

— classification.au.official
— attack.execution

K™ N .
=Er

category: process_creatfion

product: windows

feRl:
writable_path:

Imagelcontains:

- "\\$Recycle.Bin\\'
"\NAMD\\Temp\\'

"\\Intel\\'

"\\PerfLogs\\'
"\\Windows\\addins\\'
"\\Windows\\appcompat\\'
"\\Windows\\apppatch\\'
"\\Windows\\AppReadiness\\'
"\\Windows\\bcastdvr\\'
"\\Windows\\Boot\\'
"\\Windows\\Branding\\'
"\\Windows\\CbsTemp\\'
"\\Windows\\Containers\\'
"\\Windows\\csc\\'
"\\Windows\\Cursors\\'
"\\Windows\\debug\\'
"\\Windows\\diagnostics\\'
"\\Windows\\DigitalLocker\\'
"\\Windows\\dot3svc\\'
"\\Windows\\en-US\\'
"\\Windows\\Fonts\\'
"\\Windows\\Globalization\\'
"\\Windows\\Help\\'
"\\Windows\\IdentityCRL\\'
"\\Windows\\IME\\'
"\\Windows\\ImmersiveConftrolPane\\'


https://gist.github.com/mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://gist.github.com/mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html
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"\\Windows\\INF\\'

"\\Windows\\infe\\'
"\\Windows\\L2Schemas\\'
"\\Windows\\LiveKernelReports\\'
"\\Windows\\Logs\\'
"\\Windows\\media\\'
"\\Windows\\Migration\\'
"\\Windows\\ModemLogs\\'
"\\Windows\\ms\\'

"\\Windows\\OCR\\'
"\\Windows\\panther\\'
"\\Windows\\Performance\\'
"\\Windows\\PLA\\'
"\\Windows\\PolicyDefinitions\\'
"\\Windows\\Prefetch\\'
"\\Windows\\PrintDialog\\'
"\\Windows\\Provisioning\\'
"\\Windows\\Registration\\CRMLog\\'
"\\Windows\\RemotePackages\\'
"\\Windows\\rescache\\'
"\\Windows\\Resources\\'
"\\Windows\\SchCache\\'
"\\Windows\\schemas\\'
"\\Windows\\security\\'
"\\Windows\\ServiceState\\'
"\\Windows\\servicing\\'
"\\Windows\\Setup\\'
"\\Windows\\ShellComponents\\'
"\\Windows\\ShellExperiences\\'
"\\Windows\\SKB\\'

"\\Windows\\TAPI\\'
"\\Windows\\Tasks\\'
"\\Windows\\TextInput\\'
"\\Windows\\tracing\\'
"\\Windows\\Vss\\'
"\\Windows\\WaaS\\'
"\\Windows\\Web\\'
"\\Windows\\wlansvc\\'
"\\Windows\\System32\\Com\\dmp\\'
"\\Windows\\System32\\FxsTmp\\'
"\\Windows\\System32\\Microsoft\\Crypto\\
RSA\\MachineKeys\\'
"\\Windows\\System32\\Speech\\'
"\\Windows\\System32\\spoo\\drivers\\
color\\'
"\\Windows\\System32\\spoo\\PRINTERS\\'
"\\Windows\\System32\\spoo\\SERVERS\\'
"\\Windows\\System32\\Tasks_Migrated\\
Microsoff\\Windows\\PLA\\System\\'
"\\Windows\\System32\\Tasks\\'
"\\Windows\\SysWOW64\\Com\\dmp\\'
"\\Windows\\SysWOW64\\Fxs Tmp\\'

- "\\Windows\\SysWOW64\\Tasks\\'
appdata:

Imagelcontains: \\AppData\\'
User:'SYSTEM'

condition: writable_path and not appdata
IR
ERRIEATFBEANEZEREASRELR
BAITRINITIE
TEEAEEP AUEFEANREERIE TN
AMEET B BULREIZER BRI

£

Zea . 2l r S ARBTIT/EE) - Users
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it (SR SITRIEF (I8 C:\Users\Public\*
Users B ## FTE M 215 A E AR E I3k
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2E R

https://www.elastic.co/quide/en/security/current/
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— ftlp.green

ASDEE T HYACSC

— claossification.au.official
— attack.execution
HEEEKIR:
category: process_creation
product: windows

APT40 2% - FEIEZ BT ERTTENFR A BT


https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html

https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html


=l

Imagelcontains:

- "\\Users\\All Users\\'
- "\\Users\\Contacts\\'
- "\\Users\\Default\\'
- "\\Users\\Public\\'

- "\\Users\\Searches\\'

appdata:

Imagelcontains: \\AppData\\'
User:'SYSTEM'

condition: users and not appdata
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(Guidelines for System Management)* $3 5l 2 &
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