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https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
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https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1594/
https://attack.mitre.org/techniques/T1584/008
https://attack.mitre.org/techniques/T1001/003/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
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https://www.virustotal.com/gui/file/44369783a819a38909e89449495fb98c3f9ba07dd0d2fa55a24a560a89f21a86/details
https://www.virustotal.com/gui/file/b1cca678dbd6bd51e6e8e797b95dc3050a74f5fa8147603473d6229023f1eb1a/details
https://www.virustotal.com/gui/file/71f6b36bfddda2d3a506574991a44636f84df28f9350e7856d1cc8af07cdd821/details
https://www.virustotal.com/gui/file/97daa26c59e0e151f66872147ccd30dd1815bc6e63ec40c288130c6e8a6ea992/details
https://www.virustotal.com/gui/file/1a2282cc4c13bd24b2ca20c494cacbd283fbdcc4864d9cde26ea55db800f4dda/details
https://www.virustotal.com/gui/file/0e3324587a07df499e97b58076a94e86bf5598cc6d9606c2dcee3941175ff043/details
https://www.virustotal.com/gui/file/2aad0f8b439c3824d51871a0744c0e2f578277e0ec73effe5a24c49d8048bc74/details
https://www.virustotal.com/gui/file/882f39945974aa5fc6005bf646ee3ab21bf69de12985d6ad8cc497dbfe520728/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/7c7acd87b47d405da4d6efa2c43599148e12c094970ba198905f0a165d79a78f/details
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https://attack.mitre.org/techniques/T1046
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https://attack.mitre.org/techniques/T1572/
https://attack.mitre.org/techniques/T1001/003/

ASD A5} ACSC= 2| 50| ASDe| 2= 87tX| SH|
7|3t 2HAE ALO|H EHOF AL 2tal T2 (Strategies
to Mitigate Cyber Security Incidents)2 EQ/sl7|2
25| MY ERIL|CE of2i= APT40 S22 24X A
HX[6H7| flsf HeHMo= HAsHOF o= HERD Hot
ZK| HMEALSO|H 0| X[ = E10= 471K = HMEf
7| 9 HAHTTP)Ol| CHot EH 2tst M2f0|

RO JASL|CH

Xl

fof| A metEl oY & L2 = C:\Users\Public\* &
C:\Windows\Temp\*2t Z2 2|X|0f| i x| =| A} &L|Ct.
0|21$t QA|= YHIKOZ DE AIRX}IJI £ £ Q002
CIO|EE AM7|of Ma|st ZHAILICEH &, WindowsOl|
SEE ZE AKX AFEo| of2{st ClAEHZ|2t ME
ClalEz2|of M2 + JUSLICH B2 20 2E
AHEXI7F ol2{$t mdof| H2g 4 el o|=

AAEN LY - o|F, 2of 7|5 232, %2 #ot &Y
A J2|1 HlojH fRES ¢t £H| S0| 7tsES

ofofguct.

Cts Al30F A2 o Y282 XM HHEl=
g3S BXI5IH 0| HIF gl 439 X E=
QUABILICH BE B0 £ ZA} O|RIX|H 0=
ooy gsat O A&3 =Qlsty| eletLItt.

xﬂ%: World Writable Execution
A A2 XA " 2Tt E) - Temp
ID: d2fa2d71-flod0-4778-9449-e13ca7d7505¢

Md: C:\Windows\Temp ZAZ0|A] TZAHA
A

o
S BXIRLCH

7°:|-
| 7212 C:\Windows\Temp\*0f| 2| Alstiats
FXIRILICE Tempe HAF OfE2([0] M0 A T
2AHO|SHA| AF2E|2 2 C:\Windows L H AL X7t
M7| J7Hset CH2 619l CIAE{2|0A2e] ATt
M7} 2 obd X|EQLIC

o

gm

[d|

SYSTEM EE= NETWORK SERVICE AHE X7t Alliot
OHZ2[AI0[4 2 HHsHH O] Al M MEfe|= Fa
2=9| 0| A E0{SLICE

%, 0| 722 o &2 et +F0M AolFel dAHS
SE = ASLICH ALEXIE SYSTEMR 2 #Hots
&5 A =sh=R| =elsty| flsliM = CHE #AlS
AtEdtHe 0| EELILE

e
>

AHEXHHIE, A £ E N
gs, 2| oo ofsh
ohy Alelib 2 Atk Sgs
2. S 39 Aoy o8 E HItst= Ol =30
El= SAEN A TZMHA HES3A
7|Et 2t H|O|E{E ZAFLICE
3. HRtt 32, K4S =0l5ty| els I4AY
ot Ab2 =TS Al EgLIC
BxE:

https://www.elastic.co/guide/en/security/current/

process-execution-from-an-unusual-directory.html

ZHM X} ASD AFSEACSC
LW} 2024/06/19

Adef: A

Ej:
- tlp.green
— classification.au.official
— attack.execution

B3 EN:

FHeA[ 2 2]: process_creation
2E: windows
axl:
temp:
Imagelstartswith: 'C:\\Windows\\Temp\\'
common_temp_path:
Imagelrelignorecase: 'C:\\Windows\\Temp\\\
{[a-fA-FO-9]1{8}-([a-fA-FO-91{4}-){3} [a-fA-FO-9]
{12ARAY
system_user:
ArE XL
- 'SYSTEM'
- 'NETWORK SERVICE'
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https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
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https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html
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dismhost:
Imagelendswith: 'dismhost.exe’
known_parent:
Parentimagelendswith:

- \\esif_uf.exe'

- "\vmtoolsd.exe'

- "\cwainstaller.exe'
- "\frolleyexpress.exe'

AEl: temp and not (common_temp_path or system_

user or dismhost or known_parent)
QEX|:

- 5|8 S (Alowiist) ZHAL O E2|AH[0] 0|
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H|=: world Writable Execution - Non-Temp
System Subdirectory

ID: 5b187157-e892-4fc9-84fc-aa48aff9f997

AE: Windows 0s HX| 222 ME C|=E{Z|0f
U= FH| AEXE 47| Ths AK|0[ML] Z2M|A

Ao g X[ CE.

He:
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AEj: A

Ef:
- ftlp.green
— classification.au.official
- attack.execution

2 EN:

FHeA[ 2 2]: process_creation
ME: windows
axl:

writable_path:

Imagelcontains:

"\\$Recycle.Bin\\'
"\NAMD\\Temp\\'

"\\Intel\\'

"\\PerfLogs\\'
"\\Windows\\addins\\'
"\\Windows\\appcompat\\'
"\\Windows\\apppatch\\'
"\\Windows\\AppReadiness\\'
"\\Windows\\bcastdvr\\'
"\\Windows\\Boof\\'
"\\Windows\\Branding\\'
"\\Windows\\CbsTemp\\'
"\\Windows\\Containers\\'
"\\Windows\\csc\\'
"\\Windows\\Cursors\\'
"\\Windows\\debug\\'
"\\Windows\\diagnostics\\'
"\\Windows\\DigitalLocker\\'
"\\Windows\\dot3svc\\'
"\\Windows\\en-US\\'
"\\Windows\\Fonts\\'
"\\Windows\\Globalization\\'
"\\Windows\\Help\\'
"\\Windows\\ldentityCRL\\'
"\\Windows\\IME\\'
"\\Windows\\ImmersiveControlPanel\\'
"\\Windows\\INR\\'
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"\\Windows\\inte\\'
"\\Windows\\L2Schemas\\'
"\\Windows\\LiveKernelReports\\'
"\\Windows\\Logs\\'
"\\Windows\\media\\'
"\\Windows\\Migration\\'
"\\Windows\\ModemLogs\\'
"\\Windows\\ms\\'

"\\Windows\\OCR\\'
"\\Windows\\panther\\'
"\\Windows\\Performance\\'
"\\Windows\\PLA\\'
"\\Windows\\PolicyDefinitions\\'
"\\Windows\\Prefetch\\'
"\\Windows\\PrintDialog\\'
"\\Windows\\Provisioning\\'
"\\Windows\\Registration\\CRMLog\\'
"\\Windows\\RemotePackages\\'
"\\Windows\\rescache\\'
"\\Windows\\Resources\\'
"\\Windows\\SchCache\\'
"\\Windows\\schemas\\'
"\\Windows\\security\\'
"\\Windows\\ServiceState\\'
"\\Windows\\servicing\\'
"\\Windows\\Setup\\'
"\\Windows\\ShellComponents\\'
"\\Windows\\ShellExperiences\\'
"\\Windows\\SKB\\'

"\\Windows\\TAPN\\'
"\\Windows\\Tasks\\'
"\\Windows\\TextInput\\'
"\\Windows\\fracing\\'
"\\Windows\\Vss\\'
"\\Windows\\WaaS\\'
"\\Windows\\Web\\'
"\\Windows\\wlansvc\\'
"\\Windows\\System32\\Com\\dmp\\'
"\\Windows\\System32\\FxsTmp\\'
"\\Windows\\System32\\Microsoft\\Crypto\\
RSA\\MachineKeys\\'
"\\Windows\\System32\\Speech\\'
"\\Windows\\System32\\spool\\drivers\\color\\'
"\\Windows\\System32\\spoo\\PRINTERS\\'
"\\Windows\\System32\\spoo\\SERVERS\\'
"\\Windows\\System32\\Tasks_Migrated\\
Microsoff\\Windows\\PLA\\System\\'
"\\Windows\\System32\\Tasks\\'
"\\Windows\\SysWOW64\\Com\\dmp\\'
"\\Windows\\SysWOW64\\FxsTmp\\'
"\\Windows\\SysWOWG64\\Tasks\\'

appdata:
Imagelcontains: "\\AppData\\'
AHEXL: 'SYSTEM!
AEf: writable_path and not appdata
QEHK|:
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oxl:
AHEX}:
Imagelcontains:

- "\\Users\\All Users\\'

- "\\Users\\Contacts\\'

- "\\Users\\Default\\'

- "\\Users\\Public\\'

- "\\Users\\Searches\\'

appdata:
Imagelcontains: \\AppData\\'
AHE X} SYSTEM!
2El: users and not appdata
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