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1aisana3tasduiivhlansaunsaidaulalu c\
Windows

nsdawalwdiatuiisfiunsinagly SYSTEM
%32 NETWORK SERVICE aan agigandiunaiianssy
Nhilfluduenaingiitdanlaiiluatiouin

donunaanuinngiianaliaunsansiaiuns
sfiunsilluduasialussdudnafiamgoninle
atnvlsAau zauwuzih Iildngduhusmiaiiasyuin
wlawenenuanseudnanias iy sysTEM wdali

ASsAugIU

1. amaautayaniAmiaslaansefunisadiy
A5 et 1y vsunaasyld stduaNuaNYsal
wagn1sediunTs Aanssuiisaciiasuviud
warn i WdTuandu

2. AusiunszuiunsINLZUNALALag edaine
W& wartayasTuayuAY 9 uulaas Wiaie
szifiunaanssuiududuasavialai

3. iy Bineneususudunuadlna
TaminldSienevidaundy tiafaisanin
aiugnsiasasonsa’lai

1ans15a1vae

https://www.elastic.co/quide/en/security/current/process-
execution-from-an-unusual-directory.html

HUeI9: ACSC Ua9 ASD
Juit: 19 fiqunau 2024
an1uz: unmsnaaag
wiin (Tag)
- tlp.green
— classification.au.official
— aftack.execution
wuavAaNAaYA
category: process_creation
product: windows
Rl P R
temp:
Imagelstartswith: 'C:\\Windows\\Temp\\'
common_temp_path:
Imagelrelignorecase: 'C:\\Windows\\Temp\\\
{[a-fA-F0-9]{8}-([a-fA-F0-9]{4}-){3} [a-fA-FO-9]
{12AAV
system_user:
User:

= 'SYSTEM'
= 'NETWORK SERVICE'
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dismhost:
Imagelendswith: 'dismhost.exe’
known_parent:
Parentimagelendswith:

= "\esif_uf.exe'

= "\vmtoolsd.exe'

= "\cwainstaller.exe'
= "\trolleyexpress.exe'

condition: temp and not (common_temp_path or
system_user or dismhost or known_parent)

waunilaan

- finsdetnanuinualwdindunsiagay
sudiafaugye (Allowlist auditing)

AavaLfiunssulwdlfiidnsann
ataasiiag (Temp)

- Wawnasihagi (Temp) azfualwaiadu
fadvuariizanldoudseinnes
Taafiaugasiagasvagiduinuiunin
Foifu FomrsAansannadnssudiiludaeti
Lﬁmﬁuﬁaﬂttﬁwu1uta§azi1 afifinsise e
(warausnag lusadatauanalauialai)
Aaufianing il

ST 60

¥2a: Asatiun1sNITanaIu1sa
iau'le - itd-1lesnnascaauagssuul
Temp

5U# (ID): 5b187157-e892-4fc9-84fc-aa48affof997

AU ATIAIUANTENTUATTUIUANTAIIAGILUUY
AMmtansrusatdiauldlulaisnnastasuadsiiuiiug

a_ va

Afiafoszuulf1finTs Windows

auiluun

ngflazanafuaniznisafunisainiaisnna’

A Tansunsadaulanalulesi C\ uarlaaane
a;iwr’fia C:\Windows\* einL3U C:\Windows\Temp
(ﬁaﬁnqn‘tﬁmuimuuaﬁwa”mﬁuﬁimﬂuﬁumw
AN warfoflumsdanuiludussaiidainu
Udiadasini)

TWalnas AppData azlasun1sanriuvnnsuluasie
sysTEM tilavannifludavibifluduasavasnis
Bunldoulvaualndindutinsniiuuina

ndINNFTIRUNSET9taY AN usIuAaATa2Na Y
Jusunarszynsaiunsninauinbidluduasmaann
fundgtnaninal ngliasgnizanldudasasvunn

Asdusu
1. aadaudayaiimiasiaaaseduniseaiy
A9 lWad Ly usunaadild ssaumnuanysal

wa9n156LiuNTs Aanssuticatiiasuwudi
wazAIWA WS Tandu

2. AuaiunszuiunseuuuNTiLALlzag edazine
W uazdayastusyuau q uuldase tWae
sefiuinAanssuiumdudunsandaly

3. wind iy inenausiusyndgunzadlwa
Taainldiiaszvitiaunau tiadansanin
IWdtugnsagazenialai

1andN5a19av

https://qist.github.com/
mattifestation/5f9de750470c9e0e 1f9c9c33f0ec3e56

https://www.elastic.co/quide/en/security/current/process-

execution-from-an-unusual-directory.html

HUeI9: ACSC AR ASD

Juii: 19 fiqurau 2024
gaus: Tunsnaaad

wiin (Tag)
- tlp.green
— classification.au.official
- atftack.execution
uuAvAANADYA
category: process_creation
product: windows

Rl P EET
writable_path:
Image|contains:

"\\$Recycle.Bin\\'
"\WAMD\Temp\\'

"\\Inte\\'

"\\PerfLogs\\'
"\\Windows\\addins\\'
"\\Windows\\appcompat\\'
"\\Windows\\apppatch\\'
"\\Windows\\AppReadiness\\'
"\\Windows\\bcastdvr\\'
"\\Windows\\Boof\\'
"\\Windows\\Branding\\'
"\\Windows\\CbsTemp\\'
"\\Windows\\Containers\\'
"\\Windows\\csc\\'
"\\Windows\\Cursors\\'
"\\Windows\\debug\\'
"\\Windows\\diagnostics\\'
"\\Windows\\DigitalLocker\\'
"\\Windows\\dot3svc\\'
"\\Windows\\en-US\\'
"\\Windows\\Fonts\\'
"\\Windows\\Globalization\\'
"\\Windows\\Help\\'
"\\Windows\\ldentityCRL\\'
"\\Windows\\IME\\'
"\\Windows\\ImmersiveControlPanel\\'
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"\\Windows\\INR\\'

"\\Windows\\intel\\'
"\\Windows\\L2Schemas\\'
"\\Windows\\LiveKernelReports\\'
"\\Windows\\Logs\\'
"\\Windows\\media\\'
"\\Windows\\Migration\\'
"\\Windows\\ModemLogs\\'
"\\Windows\\ms\\'

"\\Windows\\OCR\\'
"\\Windows\\panther\\'
"\\Windows\\Performance\\'
"\\Windows\\PLA\\'
"\\Windows\\PolicyDefinitions\\'
"\\Windows\\Prefetch\\'
"\\Windows\\PrintDialog\\'
"\\Windows\\Provisioning\\'
"\\Windows\\Registration\\CRMLog\\'
"\\Windows\\RemotePackages\\'
"\\Windows\\rescache\\'
"\\Windows\\Resources\\'
"\\Windows\\SchCache\\'
"\\Windows\\schemas\\'
"\\Windows\\security\\'
"\\Windows\\ServiceState\\'
"\\Windows\\servicing\\'
"\\Windows\\Setup\\'
"\\Windows\\ShellComponents\\'
"\\Windows\\ShellExperiences\\'
"\\Windows\\SKB\\'

"\\Windows\\TAPN\\'
"\\Windows\\Tasks\\'
"\\Windows\\Textlnput\\'
"\\Windows\\tracing\\'
"\\Windows\\Vss\\'
"\\Windows\\WaaS\\'
"\\Windows\\Web\\'
"\\Windows\\wlansvc\\'
"\\Windows\\System32\\Com\\dmp\\'
"\\Windows\\System32\\FxsTmp\\'
"\\Windows\\System32\\Microsoft\\Crypto\\
RSA\\MachineKeys\\'
"\\Windows\\System32\\Speech\\'
"\\Windows\\System32\\spool\\drivers\\color\\'
"\\Windows\\System32\\spoo\\PRINTERS\\'
"\\Windows\\System32\\spoo\\SERVERS\\'
"\\Windows\\System32\\Tasks_Migrated\\
Microsoff\\Windows\\PLA\\System\\'
"\\Windows\\System32\\Tasks\\'
"\\Windows\\SysWOW64\\Com\\dmp\\'
"\\Windows\\SysWOW64\\Fxs Tmp\\'
"\\Windows\\SysWOW64\\Tasks\\'

appdata:

Imagelcontains: "\\AppData\\'
User: 'SYSTEM'

condition: writable_path and not appdata
Waundaau

fimsdananunualndintuanagaunadaiauain

(Allowlist auditing) ANdvsintfiun1s5ulddfidnisan
TWataasivail

ulleaasdsuaziadasiiadinsunisinnisseuy
Aldlugnwwiadauitdiseds anagadatAulilu
Tasnnasiuarfduouny wazasnatsavilunsdily
STELU: {9

1#h2ia: n1satiivnITNINITanadNNen
wiaule - ol

5%d (ID): 6dda3843-1820-4214-9263-925080b4c634

ANasUNE ATIAFUATTELTUATIUIUANTANA C:\Users\
Public\* uagzlWataasau 9 Mals Users M 1an&1u1sa
Wauls

anuiluun
TWaLaas AppData aglasunisantiunnsulwasle

'
ad o

sYsTEM wilavanniiusgilaufluduasiavasnis
Banldnulnduadwdndudias i uiuunn

ASsAUAIU

1. emadaudayaiimiasiauasedunisaiy
aslWad iy usumuasela stdumnuaNysal
2a9nseLiiuns Aanssuiisiaiiasuui
uarmwinananduy

2. RUsHUATEIUNSANLZUNTALALIAR 1AZane
W& uazdayagiuayuau q uulass tWade

szifiuinaanssuiududuasavialai
4. wndandu iwenaiusiusuadunzad g
Taainldiiaszvitiaunau tiadaisainin
TWdtugnsagazeniala
1andN9a1vay

https://www.elastic.co/quide/en/security/current/process-

execution-from-an-unusual-directory.html

BGI9: ACSC 29 ASD
Juii: 19 fiquiau 2024
aa1uz: dun1snaaag
wiin (Tag)
- tlp.green
— classification.au.official
- aftack.execution
wuavAaNAaYA

category: process_creation
product: windows
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AN

users:
Imagelcontains:

= "\\Users\\All Users\\'
"\\Users\\Contacts\\'
= "\\Users\\Default\\'
= "\\Users\\Public\\'

= "\\Users\\Searches\\'

appdata:

Imagelcontains: "\\AppData\\'
User: 'SYSTEM'

condition: users and not appdata
waulnilaau
- Lﬂuvl,ﬂ"Lm"'halﬁ“sﬂm’l,tazl,ﬂ‘%aoﬁaaim‘s”ums
FansszuuRldlugawuiadanitldisydv

aagndaAulilulaisnnadasisasnsa
1asnnaddas wazalsHansadunsdl'lal

LA NAY

A1suUsstmidainn
ANsvinAanAaYa

szIneMsausIuAale ACSC uag ASD Heyyvia'lu
Avinliidszdnannuaranusiaiiuadnsduanu
anad Aidan1sanndantayanifisnaazidaadaundouas
asaumAanlunatasIu 1y fanAizanadiudswnag
daninnisaluag Windows Wazdanwiangdduinasiiia

ACSC 2129 ASD wugin tinumuasinuunmaiadu
asifurinuara1saesalinniIsaiung Windows 534119
Tansderuasanssiagluadoriayanisiiuiin
WMaNNTalAAY Windows Layuilfiidd1nsunisidsedv

szuuauaiianissnraNNlaanfiadaya (Information
Security Manual) aanla9usae taliasaunauie
AInuduLguazAstivindantayalussazan
Anungau

AsAaNIsLNGa2

sudlmaunadlvalnsaluasusnsidansadu
Sumasudiaionue sudouidsnag Sunalwiadu
waztnaLgd1nsunisianaeannseaylna sl
szuunsianisunwaduuuTIngugaanldou tiavin v
uiiflullisedaTuiduazisonszuiunshinaddu
ACSC a9 ASD wuzin il fiialunisaannisssuy
229 ISM aanldou Taaanizatnafe nsAILAN
asfinsounadszuulunsdivivAnizas

asunsylaaigiulnaiilfidnsladudasni
Adluisinlusnssasuariunadviadgnisussim
Ty Wildouleuas asrnsaIsvinlvinilainlasage
uwazdaudaaadunialadisnisussimndg iy
TasedsoRusuidansadudunasiinneluy

48 1h a9 wagmniulalle aslaaransiuas

o va

wasruulfiidnisnasduaigaciie

ANSLLYRIULASa2INE

AsLLvEIULATATNE (Network segmentation) 811150
i Lidseavddiindouaylasutayadifguas
avdnslaenduatinefifaddny wivdiuia3atne
viaddaviatladunisunsndusanaluweiazne
TaansUfLasnissududayassninvnauiieas Liule
agfianudilu idswiasianday 12 Active Directory
uazdsnasdmsunsiutudiaudu q aaslasu
msiansaaidsnasinarifisiuiuinde usai
3031 Jump servers’ Wintiu Asiinisiihseioidsniag
wianflatnelnade fnssnranudaaniuaciine
L2936 wazdAaanzglduaransaifiasauisa
ausaduidsinasivarillevindu

wiiagfinsdidinwuinaunsailasdunisunsndusanialy
vrTatnauaIfaIN NsuURIUATaTNaRILENAaTA
haidaliunadayaitnauslfiannsaiuisaitibe
wasfvaanluladunnfedu

3gussimnileyrningy

mhanugHudavinsanuiddouuniniigasussn
fTaynsialdfitfiasuiiadungu APT40 uaznguau 9

Aldnagns wadla uardunaul§I6 (TTP) auvisey
fuail

e Hansladvuusnisiadazng wase
wazllsinmaailulatderunsalidniy

o Tl lWsraaadmsuliuualwaiatiu (Web
application firewalls - WAF) 15uusioating
winngauiadnilagSuidsninasuas
wadwaiAtueg 9

o WaduldudnnshidnaRiamvinAsiy
(Least privilege) iadAansidndoidswias
AsuasIVE wazniwennsau

o Temsfiududraunuunanailade (MFA)
wanfeyfu3n1siin1sians (Managed Service
Accounts) Wiavinlvilinfetayailseingle
gnndunarhignuisatiitndunnlalviledng
AsiAsHuduMIauLLILA et Te (MFA)
unldduusasidndeannsaslnaiaiunse
windRudumasiiialeionun saude

o AWAUULIULAYSSUUARTIG

o unaRaWasuNTYinuINAY

o asiiansiatAdanagIusILEiau (VPN)
a o G

o usnswadAvialdannseaslna

o uldsuadnsalinueaignisideu
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M157191 1 nagus/maianisussintlain

AAUNS tnAaila

wardueaul §iié (TTP) AALYNSNI5U53NLl QY1 Essential Eight ASAIUAN ISM
ISM-0140
s tuduau ualwdindudmsufadounna ISM-1698
11190 syuulficnsunaed SM-1701
msmﬂsz’zmj;imn Asdududaunuunaiaiada SM-1921
wadwatAtuNLIlaLxe . ISM-1876
P AsAuANLalwALAtUY 1877
ISM-1905
ISM-0140
N1361L8UNT (Execution) AsAuANLalwdLAtu ISM-1490
T1059 AdanslderunnTasuay Microsoft Office ISM-1622
fulamdouazanuls NARRNENLARAITALRTZLY ISM-1623
ISM-1657
ISM-1890
ISM-0140
ISM-1246
Asieaalusyuy ISM-1746
T1505.003 ATAILANULALWALATY ISM-1249
Server Software Component: NARANERLAMATHURTILY ISM-1250
Guldad ISM-1490
ISM-1657
ISM-1871
astandaludusiu/ szuvlfiannsunesd ISM-0140
ASENTTAURNENLAL / Asdududiaunuuviaraiade ISM-0859
Ao luszuy INANINERLABNITAURTZUL ISM-1546
T1078 AsAuANLalwaLATiy ISM-1504
ey ivigneias ast@uaNNudsnnsalviduwalndindunasgla ISM-1679

Sty uunindinddmdunnsanaiusarussmdayninlld nsanatusu nsenatunazussindam
(Mitigations and Detection) uuniIunaiia MITRE ATT&CK dnsuusazinafiaiisyy1iluunagil MITRE ATT&CK
Avihaanssdauusinaiud

2INAMANNSUAMAAU

tayalwanasilasunsiam ‘euamuiiiy ilafaqustasatunisbitayawiniu whanugdar
LaiFusasiifiunnatdondiad ndadaal U3En viausnsla a Nudvifuana ndasaa viausnsiidanlavat)
luanansil nsavdedeifiyunnaifonndiaed ndndaal nszinunis vausnnsla 4 Tnan1suAAILATAIVINELZANS
\A3RININENITAT HHAR Wadu 9 Lilddadlunisiusas nsuugiin viansatusuUA AW BT UEIAYN

Lanmiﬁhﬂﬂ%"ammﬂ TLP:CLEAR findu msiflaunadiaya lifizainda uwidezayaaialdiafasnunsg TLP:CLEAR
LfiaﬁauaﬁmmLﬁﬂaﬁ'aunnﬂﬂﬂ'l‘zj“mu‘lumoﬁﬁmﬁaﬂmnu‘%a"mﬁtau Wil viluldeunguasdiunauiiiazag
SMTUNTHEUNIFRNTITOUE wuaunn nHdudNFINAT5IU tayaidiadasnune TLP:CLEAR aunsauanang latae
LiififadiAn S nFutayaENENLA I ALINATFIUNNTIANTUALLNEWNS Traffic Light Protocol NTWNQT cisa.gov/tlp
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MITRE ATT&CK - Ussianagns
eiduKiAINUNEUTIADY APT40

AN AaALUN (Reconnaissance) (TA0043)

. . Gather Victim Identity Information: Credentials
Search Victim-Owned Websites (T1594)

(T1589.001)
Active Scanning: Vulnerability Scanning (T1595.002) Gather Victim Host Information (T1592)
Search Open Websites/Domains: Search Engines Gather Victim Network Information: Domain Properties
(T1593.002) (T1590.001)

Gather Victim Identity Information: Email Addresses
(T1589.002)

ANSWENUINSWENNS (Resource Development) (TA0042)

Acquire Infrastructure: Domains (T1583.001) Acquire Infrastructure (T1583)
Acquire Infrastructure: DNS Server (T1583.002) Compromise Accounts (T1586)

Develop Capabilities: Code Signing Certificates

Compromise Infrastructure (T1584)
(T1587.002)

Develop Capabilities: Digital Certificates (T1587.003) Develop Capabilities: Malware (T1587.001)

Obtain Capabilities: Code Signing Certificates

Establish Accounts: Cloud Accounts (T1585.003
(T1588.003) ' . ! unts )

Compromise Infrastructure: Network Devices (T1584.008)  Obtain Capabilities: Digital Certificates (T1588.004)

15121 &9 TuUEY (Initial Access) (TAO00T)

Valid Accounts (T1078) Phishing (T1566)

Valid Accounts: Default Accounts (T1078.001) Phishing: Spearphishing Attachment (T1566.001)
Valid Accounts: Domain Accounts (T1078.002) Phishing: Spearphishing Link (T1566.002)
External Remote Services (T1133) Exploit Public-Facing Application (T1190)

Drive-by Compromise (T1189)
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A196LHIUNNS (Execution) (TA0002)

Windows Management Instrumentation (T1047)

Scheduled Task/Job: At (T1053.002)

Scheduled Task/Job: Scheduled Task (T1053.005)
Command and Scripting Interpreter (T1059)

Command and Scripting Interpreter: Windows Command
Shell (T1059.003)

Command and Scripting Interpreter: PowerShell
(T1059.001)

Command and Scripting Interpreter: Visual Basic
(T1059.005)

Command and Scripting Interpreter: Unix Shell
(T1059.004)

Scheduled Task/Job: Cron (T1053.003)

A9 TUS2U1 (Persistence) (TAO003)

Command and Scripting Interpreter: Python (T1059.006)

Command and Scripting Interpreter: JavaScript
(T1059.007)

Native API (T1106)

Inter-Process Communication (T1559)

System Services: Service Execution (T1569.002)

Exploitation for Client Execution (T1203)

User Execution: Malicious File (T1204.002)

Command and Scripting Interpreter: Apple Script
(T1059.002)

Software Deployment Tools (T1072)

Valid Accounts (T1078)

Office Application Startup: Office Template Macros
(T1137.001)

Scheduled Task/Job: At (T1053.002)

Scheduled Task/|ob: Scheduled Task (T1053.005)

External Remote Services (T1133)

Scheduled Task/Job: Cron (T1053.003)
Account Manipulation (T1098)

Valid Accounts: Domain Accounts (T1078.002)

ANSN3AUANE WA (Privilege Escalation) (TA0004)

Server Software Component: Web Shell (T1505.003)

Create or Modify System Process: Windows Service
(T1543.003)

Boot or Logon Autostart Execution: Registry Run Keys /
Startup Folder (T1547.001)

Boot or Logon Autostart Execution: Shortcut Modification
(T1547.009)

Hijack Execution Flow: DLL Search Order Hijacking
(T1574.001)

Hijack Execution Flow: DLL Side-Loading (T1574.002)

Valid Accounts: Cloud Accounts (T1078.004)

Scheduled Task/|ob: At (T1053.002)

Scheduled Task/Job: Scheduled Task (T1053.005)

Process Injection: Thread Execution Hijacking
(T1055.003)

Process Injection: Process Hollowing (T1055.012)

Create or Modify System Process: Windows Service
(T1543.003)

Boot or Logon Autostart Execution: Registry Run Keys /
Startup Folder (T1547.001)

Boot or Logon Autostart Execution: Shortcut Modification
(T1547.009)

Hijack Execution Flow: DLL Search Order Hijacking
(T1574.001)

aiauuziALIAL APT40 - NAENEURINTENTIIANNTUAILINET (MSS) aE15ausFLlsean Ui (PRC)
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ANSN3AUIANE WA (Privilege Escalation) (TA0004)

Valid Accounts: Domain Accounts (T1078.002)

Access Token Manipulation: Token Impersonation/Theft

(T1134.001)

Process Injection: Dynamic-link Library Injection
(T1055.001)

Valid Accounts: Local Accounts (T1078.003)

AsuauLdavn15ilavAu (Defence Evasion) (TAOOOS)

Exploitation for Privilege Escalation (T1068)

Event Triggered Execution: Unix Shell Configuration
Modification (T1546.004)

Valid Accounts: Domain Accounts (T1078.002)

Rootkit (T1014)
Obfuscated Files or Information (T1027)

Obfuscated Files or Information: Software Packing
(T1027.002)

Obfuscated Files or Information: Steganography
(T1027.003)

Obfuscated Files or Information: Compile After Delivery
(T1027.004)

Masquerading: Match Legitimate Name or Location
(T1036.005)

Process Injection: Thread Execution Hijacking
(T1055.003)

Reflective Code Loading (T1620)

Process Injection: Process Hollowing (T1055.012)

Indicator Removal: File Deletion (T1070.004)

Indicator Removal: Timestomp (T1070.006)

Indicator Removal: Clear Windows Event Logs
(T1070.001)

Modify Registry (T1112)
Deobfuscate/Decode Files or Information (T1140)

Impair Defenses (T1562)

ANsLnAvaiayalsLaA6 (Credential Access) (TA0O006)

Indirect Command Execution (T1202)

System Binary Proxy Execution: Mshta (T1218.005)

System Binary Proxy Execution: Regsvr32 (T1218.010)

Subvert Trust Controls: Code Signing (T1553.002)

File and Directory Permissions Modifications: Linux
and Mac File and Directory Permissions Modification
(T1222.002)

Virtualisation/Sandbox Evasion: System Checks
(T1497.001)

Masquerading (T1036)

Impair Defences: Disable or Modify System Firewall
(T1562.004)

Hide Artifacts: Hidden Files and Directories (T1564.001)
Hide Artifacts: Hidden Window (T1564.003)

Hijack Execution Flow: DLL Search Order Hijacking
(T1574.001)

Hijack Execution Flow: DLL Side-Loading (T1574.002)

Web Service (T1102)

Masquerading: Masquerade Task or Service (T1036.004)

OS Credential Dumping: LSASS Memory (T1003.001)
OS Credential Dumping: NTDS (T1003.003)

Network Sniffing (T1040)

Unsecured Credentials: Credentials in Files (T1552.001)
Brute Force: Password Guessing (T1110.001)

Forced Authentication (T1187)
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A2 G v2iaalseA6n (Credential Access) (TA0006)

teal or F Kerb Tickets: Kerb fi
Credentials from Password Stores: Keychain (T1555.001) Steal or Forge Kerberos Tickets: Kerberoasting

(T1558.003)
Input Capture: Keylogging (T1056.001) Multi-Factor Authentication Interception (T1111)
Steal Web Session Cookie (T1539) Steal Application Access Token (T1528)
Exploitation for Credential Access (T1212) Brute Force: Password Cracking (T1110.002)
Input Capture: Web Portal Capture (T1056.003) OS Credential Dumping: DCSync (T1003.006)

Credentials from Password Stores: Credentials from Web

tials fi P i TI1
Credentials from Password Stores (T1555) Browsers (T1555.003)

ANSAUNLU (Discovery) (TAO007)

System Service Discovery (T1007) System Information Discovery (T1082)
Application Window Discovery (T1010) Account Discovery: Local Account (T1087.001)

System Information Discovery, Technique T1082 -

Registry (T1012
Query Registry ( ) Enterprise | MITRE ATT&CK®

File and Directory Discovery (T1083) System Time Discovery (T1124)

Network Service Discovery (T1046) System Owner/User Discovery (T1033)

Remote System Discovery (T1018) Domain Trust Discovery (T1482)

Account Discovery: Email Account (T1087.003) Account Discovery: Domain Account (T1087.002)

. . Virtualisation/Sandbox Evasion: System Checks
System Network Connections Discovery (T1049)

(T1497.001)
Process Discovery (T1057) Software Discovery (T1518)
Permission Groups Discovery: Domain Groups Network Share Discovery, Technique T1135 - Enterprise |
(T1069.002) MITRE ATT&CK®

System Network Configuration Discovery: Internet
Connection Discovery (T1016.001)

asunsndunanialuiadazng (Lateral Movement) (TAO008)

Remote Services: Remote Desktop Protocol (T1021.001) Remote Services (T1021)
Remote Services: SMB/Windows Admin Shares Use Alternate Authentication Material: Pass the Ticket
(T1021.002) (T1550.003)

Remote Services: Windows Remote Management

Lateral Tool Transfer (T1570)
(T1021.006)

NN55IU5IN2ADIA (Collection) (TAO009)

Data from Local System (T1005) Archive Collected Data: Archive via Library (T1560.002)

Data from Network Shared Drive (T1039) Email Collection: Remote Email Collection (T1114.002)
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AN932U5U20DA (Collection) (TAO009)

Input Capture: Keylogging (T1056.001)
Automated Collection (T1119)

Input Capture: Web Portal Capture (T1056.003)
Data Staged: Local Data Staging (T1074.001)

Email Collection (T1114)

Asanaaulnzaaaan (Exfiltration) (TAO010)

Clipboard Data (T1115)
Data from Information Repositories (T1213)
Data Staged: Remote Data Staging (T1074.002)

Archive Collected Data (T1560)

Exfiltration Over C2 Channel (T1041)

Exfiltration Over Alternative Protocol (T1048)

Exfiltration Over Alternative Protocol: Exfiltration Over
Asymmetric Encrypted Non-C2 Protocol (T1048.002)

Exfiltration Over Web Service: Exfiltration to Cloud
Storage (T1567.002)

5:UUAINISUATAIUAN (Command and Control) (TAOOT1)

Data Obfuscation: Protocol Impersonation (T1001.003)
Commonly Used Port (T1043)
Application Layer Protocol: Web Protocols (T1071.001)

Application Layer Protocol: File Transfer Protocols
(T1071.002)

Proxy: External Proxy (T1090.002)
Proxy: Multi-hop Proxy (T1090.003)
Web Service: Bidirectional Communication (T1102.002)

Encrypted Channel: Asymmetric Cryptography
(T1573.002)

Proxy, Technique T1090 - Enterprise | MITRE ATT&CK®

NAaN32NU (Impact) (TA0040)

Web Service: Dead Drop Resolver (T1102.001)
Web Service: One-way Communication (T1102.003)

Ingress Tool Transfer (T1105)

Proxy: Internal Proxy (T1090.001)

Non-Standard Port (T1571)
Protocol Tunnelling (T1572)

Encrypted Channel (T1573)

Ingress Tool Transfer (T1105)

Service Stop (T1489)

System Shutdown/Reboot (T1529)

Disk Wipe (T1561)

Resource Hijacking (T1496)
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