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Vakai Fakalūkufua:
Puipuituʻá
Ko e faleʻi ko ʻení, naʻe faʻu ia ʻe he Australian Signals 
Directorate’s Australian Cyber Security Centre 
(ASD’s ACSC), ko e United States Cybersecurity and 
Infrastructure Security Agency (CISA), ko e United 
States National Security Agency (NSA), ko e United 
States Federal Bureau of Investigation (FBI), ko e United 
Kingdom National Cyber Security Centre (NCSC-UK), ko 
e Canadian Centre for Cyber Security (CCCS), ko e New 
Zealand National Cyber Security Centre (NCSC-NZ), ko e 
German Federal Intelligence Service (BND) and Federal 
Office for the Protection of the Constitution (BfV), ko e 
Republic of Korea’s National Intelligence Service (NIS) 
and NIS’ National Cyber Security Center, mo e Japan’s 
National Center of Incident Readiness and Strategy for 
Cybersecurity (NISC) and National Police Agency (NPA) –  
ʻa ia ʻe ʻuhinga ki ai ko e “ngaahi kautaha faʻu faleʻí” – 
ʻokú ne fakamatalaʻi ha kulupu fakaʻilekitulōnika ʻa e 
People’s Republic of China (PRC) ʻa ia ʻoku fakapaʻanga 
ʻe he puleʻangá mo ʻenau fakamanamana lolotonga ki 
he ngaahi netiueka ʻAositelēliá. ʻOku ngāue ʻaki ʻe he 
faleʻí ʻa e mahino ʻoku feʻilongaki ai ʻa e ngaahi kautaha 
faʻu faleʻí ʻo kau ki he fakamanamaná kae pehē ki he 
ngaahi fakatotolo ʻa e ACSC ʻa e ASD ʻo e ngāue ki ha 
meʻa ʻoku hoko.

Kuo tāketiʻi ki muʻa ʻe he kulupu fakaʻilekitulōnika  
ʻa e PRC ʻoku fakapaʻanga ʻe he puleʻangá ha ngaahi 
kautaha ʻi he ngaahi fonua kehekehe, kau ai ʻa 
ʻAositelēlia mo e ʻIunaiteti Siteití, pea ko e ngaahi 
founga ʻoku fakaʻilongaʻi atu ʻi laló ʻoku ngāue ʻaki 
maʻu pē ia ʻe he kakai ngāue kovi kehe ʻa e PRC ʻoku 
fakapaʻanga ʻe he puleʻangá fakamāmanilahi. Ko 
ia ai, ʻoku tui ʻa e ngaahi kautaha faʻu faleʻí ʻoku kei 
hoko pē ʻa e kulupú mo e ngaahi founga tatau ko ha 
fakamanamana ki he ngaahi netiueka ʻo honau ngaahi 
fonuá foki.

ʻOku siviʻi ʻe he ngaahi kautaha faʻu faleʻí ʻo pehē ʻoku 
fakahoko ʻe he kulupu ko ʻení ha ngaahi ngāue kākā 
fakaʻilekitulōnika maʻá e PRC Ministry of State Security 
(MSS). ʻOku ʻovalepi ʻa e ʻekitivitií mo e ngaahi founga 
ngāué mo e ngaahi kulupu ʻa ia kuo muimuiʻi ko e 
Advanced Persistent Threat (APT) 40 (toe ʻiloa ko e 
Kryptonite Panda, GINGHAM TYPHOON, Leviathan 
and Bronze Mohawk ʻi he lipōti fakangāué). Ko e 
kulupu ko ʻení kuo lipōti ia kimuʻa naʻe peisi ʻi Haikou, 
Hainan Province, PRC pea naʻá ne maʻu ngāue meí he 
PRC MSS, Hainan State Security Department.2 ʻOku 
tuku atu ʻe he Faleʻi ko ʻení ha semipolo ʻo ha ngaahi 
keisi ako mahuʻinga ʻo e ngaahi founga ʻa e fili ko ʻení 
ʻi hono fakahoko ki he netiueka ʻo e ongo mamahi 
ʻe toko ua. ʻOku mahuʻinga ʻa e ngaahi keisi akó ki 

he kau fakahoko ngāue maluʻi fakaʻilekitulōniká ke 
ʻiloʻi ʻaki, fakaʻehiʻehi mo fakatonutonu ʻa e ngaahi aʻu 
taʻefakamafaiʻi ʻa e APT40 ki he ʻenau ngaahi netiuka 
pē ʻa kinautolú. Ko e ngaahi keisi ako kuo filifili maí 
ʻa ia kuo fakahoko ki ai ha fakatonutonu feʻunga ʻo 
fakasiʻisiʻi ʻa e faingamālie ke toe-ʻohofi ʻaki ʻe he taha 
ngāue kovi fakamanamana ko ʻení, pe ha niʻihi kehe. 
ʻI he ʻene peheé, ʻoku taʻu lahi ange ʻa e ngaahi keisi 
akó ʻi hono natulá, ke fakapapauʻi naʻe ʻoange ha taimi 
feʻunga ki he ngaahi kautahá ke fakatonutponu ai.

Fakamāʻopoʻopo  
ʻo e ʻekitivitií
Kuo toutou tāketi ʻe he APT40 ha ngaahi netiueka 
ʻAositelēlia kae pehē foki ki he ngaahi netiueka 
fakapuleʻanga mo e sekitoa tāutaha ʻi he vāhefonuá, 
pea ʻoku hokohoko atu pē ʻa e fakamanamana ʻokú  
nau fakahoko ki he ʻemau ngaahi netiueká. Ko e 
founga ngāue fakapulipuli ʻoku fakamatalaʻi ʻi he faleʻi 
ko ʻení ʻoku siofi maʻu pē ia ʻo fakahoa ki he ngaahi 
netiueka ʻAositelēliá.

Tautefito, ʻoku maʻu ʻe he APT40 ʻa e ivi ke liliu vave  
mo ngāue ʻaki mo ʻohofi ʻa e proof-of-concept(s) (POCs) 
ʻo ha ngaahi matavaivai foʻou pea ngāue ʻaki leva ia 
ki he ngaahi netiueka ʻoku tāketiʻi ʻa ia ʻokú nau maʻu 
ʻa e faʻunga meʻangāue ʻo e matavaivai ko iá. ʻOku 
fakahoko maʻu pē ʻe he APT40 ha vakaiʻi ki he ngaahi 
netiueka mahuʻingá, kau ai ʻa e ngaahi netiueka ʻi he 
ngaahi fonua ʻo e ngaahi kautaha faʻu faleʻí, ko e siofi 
ha ngaahi faingamālie ke maumauʻi ʻene ngaahi tāketí. 
Ko e vakaiʻi maʻu pē ko ʻení ʻokú ne fokotuʻu ʻa e kulupú 
ke ne ʻilo ʻa e ngaahi meʻangāue tuʻu laveangofuá, kuo 
mate pe ʻikai toe tauhi ʻi he ngaahi netiueka mahuʻingá, 
pea ke ne fokotuʻutuʻu vave ha ngaahi ngāue ʻohofí. 
ʻOku hoko atu pē ʻa e ola lelei ʻo e ngāue ʻohofi ʻa e 
APT40 ʻi he ngaahi matavaivaí meí he fuofua taimí  
ko e 2017. 

ʻOku vave hono ʻohofi ʻe he APT40 ʻa e ngaahi 
matavaivai foʻou ʻoku ʻiloʻi fakatokolahi ʻi he polokalama 
ʻoku lahi hono ngāue ʻakí ʻo hangē ko e Log4J (CVE 
2021 44228), Atlassian Confluence (CVE-2021-31207, 
CVE-2021-26084) mo e Microsoft Exchange (CVE-
2021-31207; CVE-2021-34523; CVE-2021-34473). ʻOku 
ʻamanaki ʻa e ACSC ʻa e ASD mo e ngaahi kautaha faʻu 
faleʻí ke hoko atu hono ngāue ʻaki ʻe he kulupú ʻa e 
ngaahi POC ki he ngaahi matavaivai foʻou ʻoku ʻilo lahiá 
ʻi loto ʻi ha ngaahi houa pe ngaahi ʻaho ʻo ha fakahā 
fakapuleʻanga. 

2    Potungāue Fakamaauʻanga ʻa ʻAmeliká. 2021. Kuo Fakaʻilo ha Tangataʻi Fonua Siaina ʻe Toko Fā ʻoku Ngāue ʻi he Ministry of State Security  
ki he Aʻu Taʻefakamafaiʻi ki he Global Computer ʻo Tāketi ki he Koloa Fakaeʻatamaí mo e Fakamatala Pisinisi Fakapulipuli, Kau Ai ʻa e Fekumi ki he 
Mahaki Pipihí.

https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/CVE-2021-26084
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/CVE-2021-34523
https://nvd.nist.gov/vuln/detail/CVE-2021-34473
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Fakatātā 1:  Saati TTP ki he ʻekitivitī ʻa e APT40 

Fekau mo e Puleʻi
•	 Leia ʻinitaneti mo e protocol 

meili ʻo e polokalamá
•	 Naʻe ngāue ʻaki foki ʻa e 

ngaahi webservice ke felāveʻi 
ai mo e Web Shells

Kakai Ngāue Kovi Fuofua Aʻú
Ngāue ʻohofi ʻo e ngaahi 

polokalama internet-facing

Ngāue ʻAki & Matauhi  
ʻo e Aʻú

Fokotuʻutuʻu ʻo e Web 
Shells ke aʻu ki he faʻunga 
meʻangāue kuo maumauʻí

Aʻu & Maʻu ʻo e Fakaikiiki Fakaʻilongaʻí 
•	 Ngaahi fekau fakasisitemí ʻoku ngāue ʻaki 

ke kumi ʻa e fakamatala sisitemí, ngaahi 
ʻakauní, tōmeiní, netiueká, mo e fehokotakí

•	 Faʻahinga kehekehe ʻo e ngaahi founga 
ʻoku ngāue ʻaki ke maumauʻi ʻaki ʻa e ngaahi 
fakaikiiki fakaʻilongaʻí

Ngaʻunu ʻi he Netiueka tatau  
& Tānaki

Ngāue ʻaki ʻo e Ngaahi Sēvesi meí 
he Mamaʻó ʻo kau ai ʻa e Remote 
Desktop Protocop (RDP) mo e 

SMB/Windows Shares

Toʻo ʻikai fakamafaiʻi
Toʻo ʻikai fakamafaiʻi ʻo fou  

ʻi he faʻunga meʻangāue 
Fekau mo e Puleʻi lolotongá

Kalofi ʻo e Maluʻí
Toʻo ʻo e ngaahi meʻangāue 
fakatokangá, faile kuo fufū, 

fakapuli, mo hono maumauʻi  
ʻo e ngaahi maluʻí

ʻOku hā mai ʻoku saiʻia ʻa e kulupú ni ʻi he ngāue 
ʻohofi ʻo e faʻunga meʻangāue ʻoku tuʻu laveangofua, 
public-facing ʻi he ngaahi founga ʻa ia ʻoku fie maʻu ʻa 
e felāveʻi mo e taha ngāue ʻakí, ʻo hangē ko e ngaahi 
kemipeini phishing, pea ʻokú ne fakamahuʻingaʻi lahi 
ʻa hono maʻu mai ʻo e ngaahi fakaikiiki fakaʻilongaʻi 
ʻoku fakalaó ke malava ai ha faʻahinga kehekehe 
ʻo e ngaahi ʻekitivitī muimuiʻí. ʻOku ngāue ʻaki maʻu 
pē ʻe he APT40 ʻa e ngaahi web shell (T1505.003) ki 
hono matauhi ʻo e malava ʻo e aʻú, tautautefito ʻi he 
ngaahi taimi muʻomuʻa ʻo e saikolo moʻui ʻo ha aʻu 
taʻefakamafaiʻi. Ko e angamahení, hili ʻa e ola lelei ʻa e 
fuofua aʻú ʻoku tāfataha ʻa e APT40 ki hono fokotuʻu ʻo 
e matauhi ʻo e aʻú ke tauhi ʻaki ʻa e aʻu ʻi he ʻātakai ʻo e 
taha mamahí. Neongo iá, ʻi he hoko ʻa e matauhi ʻo e 
aʻú ʻi he konga ki muʻa ʻo ha aʻu taʻefakamafaiʻi, ʻoku lahi 
ange ʻa e faingamālie ke hā ia ʻi he kotoa ʻo e ngaahi 
aʻu taʻefakamafaiʻí - ʻo tatau pe ko e hā ʻa e lahi ʻo e 
maumauʻí pe ko e ngaahi ngāue makehe ʻoku fakahokó. 

ʻIloʻi ʻo e founga ngāue 
fakapulipuli 
Neongo kuo ngāue ʻaki kimuʻa ʻe he APT40 ha ngaahi 
uepisaiti ʻAositelēlia kuo maumauʻi ko ha ngaahi housi 
ki he fekau mo puleʻí (C2) ki he ʻene ngaahi ngāué, kuo 
liliu ʻe he kulupú ʻa e founga ko ʻení (T1594).

Kuo fakakau mai ʻe he APT40 ʻa e akenga 
fakamāmanilahi hono ngāue ʻaki ʻo e ngaahi meʻangāue 

kuo maumauʻi, kau ai ʻa e ngaahi meʻangāue ʻōfisi-siʻisiʻi/
ʻōfisi ʻi ʻapi (SOHO), ko ha faʻunga meʻangāue fakangāue 
mo e ngaahi last-hop redirector (T1584.008) ki he ʻene 
ngaahi ngāue ʻi ʻAositelēliá. Koeʻuhí ko ʻení kuo malava ʻa 
e ngaahi kautaha faʻu faleʻí ʻo fakamatalaʻi mo muimuiʻi 
lelei ange ʻa e ngaahi ngāue ʻa e kulupu ko ʻení.

Ko e lahi ʻo e ngaahi meʻangāue SOHO ko ʻení kuo mate 
pe kuo ʻikai fakatahaʻi pea ʻokú ne tuku atu ha tāketi 
vaivai ki he ngāue ʻohofi N-day. Hilii hono maumauʻí, 
ʻoku tuku atu ʻe he ngaahi meʻangāue SOHO ha poini 
kamataʻi ki he ngaahi ʻohofí ʻa ia kuo faʻu ke tuofio lelei 
pē mo e tulēfiki moʻoní pea ne fehangahangai mo e 
ngaahi maluʻi netiueká (T1001.003).

ʻOku ngāue ʻaki maʻu pē foki ʻa e founga ko ʻení ʻe he 
kakai ngāue kovi kehe ʻa e PRC ʻoku fakapaʻanga ʻe he 
puleʻangá ʻi he kotoa ʻo e māmaní, pea ʻoku lau eni ʻe 
he ngaahi kautaha faʻu faleʻí ko ha fakamanamana 
ʻoku vahevahe. Ki ha fakamatala makehe, vakai ki he 
ngaahi kaungā faleʻí People’s Republic of China State-
Sponsored Cyber Actors Exploit Network Providers and 
Devices mo e PRC State-Sponsored Actors Compromise 
and Maintain Persistent Access to U.S. Critical 
Infrastructure.

ʻOku ngāue ʻaki fakataimi ʻe he APT40 ha faʻunga 
meʻangāue kuo fakatau pe lisi ko ha faʻunga 
meʻangāue victim-facing C2 ʻi he ʻene ngaahi ngāué; 
neongo iá, ʻoku ngali ʻi ai ʻa e holo lahi ʻi he founga 
ngāue fakapulipuli ko ʻení.

https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1594/
https://attack.mitre.org/techniques/T1584/008
https://attack.mitre.org/techniques/T1001/003/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
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Fakanaunau
ʻOku vahevahe fakaʻilekitulōnika ʻe he ACSC ʻa e ASD 
ha niʻihi ʻo e ngaahi faile kākā kuo ʻiloʻi lolotonga ʻa 
e ngaahi fakatotolo kuo fakamatalaʻi atu ʻi laló. Ko e 
ngaahi faile ko ʻení kuo ʻapulouti ia ki he VirusTotal 
ke lava ʻa e maluʻi netiueka lahi angé mo e ngaahi 
komiunitī ki he malu fakaʻilekitulōniká ʻo mahinoʻi lelei 
ange ʻa e ngaahi fakamanamana ʻokú fie maʻu kenau 
malu mei aí. 

Ngaahi keisi akó
ʻOku vahevahe ʻe he ACSC ʻa e ASD ʻa e lipōti fakatotolo 
ʻe ua kuo fakapuliki ʻa e hingoa ʻi aí ke fakahā ʻa e 
founga ʻoku ngāue ʻaki ʻe he kakai ngāue koví ʻenau 
ngaahi naunaú mo e founga ngāue fakapulipulí. 

MD5 Hingoa ʻo e failé Fakamatala makehe

26a5a7e71a601be991073c78d513dee3 horizon.jsp 1 kB | Java Source

87c88f06a7464db2534bc78ec2b915de Index_jsp$ProxyEndpoint$Attach.class 597 B | Java Bytecode 

6a9bc68c9bc5cefaf1880ae6ffb1d0ca Index_jsp.class 5 kB | Java Bytecode 

64454645a9a21510226ab29e01e76d39 Index_jsp.java 5 kB | Java Source

e2175f91ce3da2e8d46b0639e941e13f Index_jsp$ProxyEndpoint.class 4 kB | Java Bytecode 

9f89f069466b8b5c9bf25c9374a4daf8 Index_jsp$ProxyEndpoint$1.class 3 kB | Java Bytecode 

187d6f2ed2c80f805461d9119a5878ac Index_jsp$ProxyEndpoint$2.class 1 kB | Java Bytecode 

ed7178cec90ed21644e669378b3a97ec Nova_jsp.class 7 kB | Java Bytecode 

5bf7560d0a638e34035f85cd3788e258
Nova_
jsp$TomcatListenerMemShellFromThread.
class

8 kB | Java Bytecode 

e02be0dc614523ddd7a28c9e9d500cff Nova_jsp.java 15 kB | Java Source

https://www.virustotal.com/gui/file/44369783a819a38909e89449495fb98c3f9ba07dd0d2fa55a24a560a89f21a86/details
https://www.virustotal.com/gui/file/b1cca678dbd6bd51e6e8e797b95dc3050a74f5fa8147603473d6229023f1eb1a/details
https://www.virustotal.com/gui/file/71f6b36bfddda2d3a506574991a44636f84df28f9350e7856d1cc8af07cdd821/details
https://www.virustotal.com/gui/file/97daa26c59e0e151f66872147ccd30dd1815bc6e63ec40c288130c6e8a6ea992/details
https://www.virustotal.com/gui/file/1a2282cc4c13bd24b2ca20c494cacbd283fbdcc4864d9cde26ea55db800f4dda/details
https://www.virustotal.com/gui/file/0e3324587a07df499e97b58076a94e86bf5598cc6d9606c2dcee3941175ff043/details
https://www.virustotal.com/gui/file/2aad0f8b439c3824d51871a0744c0e2f578277e0ec73effe5a24c49d8048bc74/details
https://www.virustotal.com/gui/file/882f39945974aa5fc6005bf646ee3ab21bf69de12985d6ad8cc497dbfe520728/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/7c7acd87b47d405da4d6efa2c43599148e12c094970ba198905f0a165d79a78f/details
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Keisi ako 1
Ko e keisi ako ko ʻení kuo fakapuliki ʻa e hingoa ʻi aí ke lava ʻo 
fakamafola lahi ange ki he kakaí. Ko e kautaha kuo uesiá ʻoku ʻuhinga 
ki ai ʻi heni ‘ko e kautahá’. Kuo toʻo ʻa e ngaahi fakaikiiki fakamahino 
paú ke maluʻi ʻa e fakamatala fakaʻilongaʻi ʻo e taha mamahí mo e 
ngaahi founga ngāue ʻa e ACSC ʻa e ASD ki ha meʻa ʻe hoko.

Fakamāʻopoʻopo fakaepulé
ʻOku fakaikiiki ʻe he lipōti ko ʻeni ʻa e ngaahi ola ʻo 
e fakatotolo ʻa e ACSC ʻa e ASD ki he ola lelei hono 
maumauʻi ʻo e netiueka ʻa e kautahá ʻi he vahaʻa 
ʻo Siulai mo Sepitema 2022. Naʻe ʻoatu ʻa e lipōti 
fakatotolo ko ʻení ki he kautahá ke ne fakamāʻopoʻopo 
ʻa e ʻekitivī kākā kuo ʻiloʻí mo e ngaahi fokotuʻu ki he 
ngāue monomono ki he faʻungá. ʻOku fakahā ʻe he 
ngaahi olá ko e maumauʻí naʻe fakahoko ʻe he APT40. 

ʻI he vaeuaʻanga ʻo ʻAokosí, naʻe fakahā ʻe he ACSC ʻa 
e ASD ki he kautahá ʻo kau ki he ngaahi ngāue kākā ʻi 
he ʻenau netiueká meí ha meʻangāue ngalingali kuo 
maumauʻi ʻa ia ʻoku ngāue ʻaki ʻe he kulupú ʻi he konga 
kimui ʻo ʻAokosí pea, naʻe fokotuʻutuʻu ʻe he ACSC ʻa 
e ASD ʻi he loto ki ai ʻa e kautahá, ha ngaahi meʻa 
fakatokanga ʻa ia ʻoku peisi ʻi he housí ki he ngaahi 
housi ʻa ia ʻoku ngalingali kuo uesia ʻi he netiueka 
ʻa e kautahá. Naʻe fakafaingofua ʻe he ngaahi meʻa 
fakatokanga ko ʻení ʻa e kau ʻanalaiso ngāue ki he meʻa 
naʻe hokó meí he ACSC ʻa e ASD ke nau fakahoko ha 
fakatotolo fōlenisiki fakaʻilekitulōnika ʻoku fakaʻauliliki. 
ʻI hono ngāue ʻaki ʻo e teita naʻe maʻu meí he meʻa 
fakatokangá, naʻe lava ʻe he kau ʻanalaiso mei he ACSC 
ʻa e ASD ʻo mapeʻi ʻa e ʻekitivitī ʻa e kulupú mo faʻu ha 
vahaʻa taimi kuo fakaikiiki ʻo e ngaahi meʻa kuo hoko ʻa 
ia ʻoku ʻiloʻí.

Mei Siulai ki ʻAokosi, ko e ʻekitivitī tefito ʻa e taha ngāue 
koví ʻa ia naʻe ʻiloʻi ʻe he ACSC ʻa e ASD ʻoku kau ai ʻa e:

•	 fakaikiiki ʻo e housí, ʻa ia ʻoku lava ai ʻe ha taha 
ngāue koví ʻo faʻu ʻenau mape pē ʻa kinautolu ʻo e 
netiueká;

•	 ngāue ʻaki ʻo e web shell, ʻoange ai ki he taha 
ngāue koví ʻa e fuofua konga ʻi he netiueká pea 
ne malava ke ngāue ʻaki ʻa e ngaahi fekaú; pea

•	 fokotuʻutuʻu ʻo e naunau kehe kuo puke ʻe he 
taha ngāue koví ki ha ngaahi taumuʻa kākā.

Naʻe maʻu ʻe he fakatotoló ʻa e fakamoʻoni ʻo e teita 
pelepelengesi lahi ʻa ia kuo aʻu ki ai mo e fakamoʻoni 
ʻo e ngaʻunu ʻi he netiueka tatau ʻa e kakai ngāue koví 
ʻi he toenga ʻo e netiueká (T1021.002). Ko e lahi taha 
ʻo e maumauʻí naʻe tokoniʻi ia ʻaki hono fokotuʻu ʻe he 
kulupu ʻa e ngaahi fakaʻatā lahi ʻi he aʻu ki he netiueká, 
ko e feleti ʻa e faʻunga ʻo e netiueká, mo hono ngāue 
ʻaki ʻo e polokalama ʻikai malu naʻe faʻu pē ʻi loto ʻa ia ʻe 
lava ʻo ngāue ʻaki ki hono ʻapulouti ʻikai fakangatangata 
ʻo e ngaahi failé. ʻOku kau ki he teita kuo toʻo 
ʻikai fakamafaiʻí ʻa e ngaahi fakaikiiki fakaʻilongaʻi 
fakangatangata ki he fakamoʻoniʻí ʻa ia naʻe lava ai 
ʻa e kulupú ʻo hū ki loto, kae pehē ki he fakamatala 
netiueka ʻa ia te ne fakaʻatā ʻa e kakai ngāue koví 
ke toe maʻu ʻenau aʻu ʻikai fakamafaiʻí kapau naʻe 
poloka ʻa e fakaʻatā ʻi he fuofua aʻú. Naʻe ʻikai ʻiloʻi ha 
fakanaunau kākā makehe ʻo mahili atu mei he naunau 
ʻi he mīsini naʻe ʻuluaki ʻohofí, neonog iá, ko e aʻu ʻa e 
kulupú ki he ngaahi fakaikiiki fakaʻilongaʻi moʻoni mo 
fakangatangatá ʻe kaniseli ʻaki ia ʻa e fie maʻu ki ha 
fakanaunau makehe. ʻOku fakahā ʻe he ngaahi ola meí 
he fakatotoló naʻe ngalingali naʻe tāketiʻi ʻe he APT40 ʻa 
e kautahá ʻi he ʻiloʻilopau, ʻo kehe mei he ʻene tō ko ha 
taha mamahi ki ha matavaivai ʻa ia ʻoku ʻilo lahia.

https://attack.mitre.org/techniques/T1021/002
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Ngaahi 
ola ʻo e 
fakatotoló
ʻI he vaeuaʻanga ʻo ʻAokosí 2022, naʻe fakahā ʻe he 
ACSC ʻa e ASD ki he kautahá ʻoku ʻi ai ha IP kākā kuo 
fakapapauʻi ʻa ia ʻoku ʻi ai ʻa e tui ʻokú ne fekauʻaki 
mo ha kulupu fakaʻilekitulōnika ʻoku fakapaʻanga ʻe 
he puleʻangá kuó ne felāveʻi mo e ngaahi netiueka 
komipiuta ʻa e kautahá ʻi he vahaʻa ʻo Siulai mo ʻAokosí. 
Ko e meʻangāue kuo maumauʻí mahalo naʻe ʻoʻona ia ʻe 
ha pisinisi siʻisiʻi pe ha taha ngāue ʻaki mei ʻapi.

ʻI he konga ki mui ʻo ʻAokosí, naʻe fokotuʻutuʻu ʻe he 
ACSC ʻa e ASD ha fakafofonga ʻoku peisi ʻi he housí ki 
he ngaahi housi ʻi he netiueka ʻa e kautahá ʻa ia naʻe 
hā mei ai ha fakamoʻoni kuo uesia kinautolu ʻe he 
maumauʻí. 

Naʻe ʻi ai ha ngaahi ngāue ʻaati ʻa ia naʻe mei poupou ki 
he ngaahi ngāue fakatotoló naʻe ʻikai ke ʻatā koeʻuhi ko 
hono toe fokotuʻutuʻu ʻo e loká pe tisaini ʻo e netiueká. 
Neongo ʻeni, ko e maau ʻa e kautahá ke ʻoatu ʻa e kotoa 
ʻo e teita ʻoku maʻú naʻe malava ai ʻe he kau ngāue 
ACSC ʻa e ASD ki ha meʻa ʻoku hoko ʻo fakahoko ha 
ʻanalaiso kakato mo faʻu ha ʻilo ʻo kau ki he ʻekitivitī 
ngalingali naʻe fakahoko ʻe he APT40 ʻi he netiueká. 

ʻI Sepitema, hili ʻa e fealeaʻaki mo e ACSC ʻa e ASD, naʻe 
tuʻutuʻuni ʻe he kautahá ke lisi ʻo fakaʻikaiʻi ʻa e IP kuo 
ʻiloʻi ʻi he fuofua fakatokangá. ʻI ʻOkatopa, naʻe kamataʻi 
ʻe he kautahá ʻa e fakatonutonú.

Ngaahi fakaikiikí
Kamta ʻi Siulai, naʻe malava ʻa e kakai ngāue koví ke 
siviʻi mo ʻohofi ha custom web application (T1190) 
ʻoku lele ʻi he <webapp>2-ext, ʻa ia naʻe malava ʻe 
he kulupú ke fokotuʻu ha feituʻu ʻi he sone ʻoku ʻikai 
fakamahafu ʻi he netiueká (DMZ). Naʻe puke ʻeni ke 
lau ʻaki ʻa e netiueká fakatouʻosi mo e kotoa ʻo e ngahi 
tōmeini ʻoku vakai ki aí. Naʻe ngāue ʻaki ʻa e ngaahi 
fakaikiiki fakaʻilongaʻi kuo maumauʻí (T1078.002) ke 
fakafehuʻi ʻaki ʻa e Active Directory (T1018) mo toʻo 
ʻikai fakamafaiʻi ʻa e teitá ʻaki hono fakaʻatā ʻo e ngaahi 
vahevahe faile fakaʻilekitulōnika (T1039) mei he ngaahi 
mīsini kehekehe ʻi loto ʻi he DMZ. Naʻe fakahoko ʻe he 
taha ngāue koví ha ʻohofi Kerberoasting koeʻuhi ke 
maʻu mai ʻa e ngaahi fakaikiiki fakaʻilongaʻi fakalao  
ʻo e netiueká meí ha seeva (T1558.003). Naʻe ʻikai ʻiloʻi 
hano maʻu ʻe he kulupú ha toe ngaahi poini makehe  
ʻo haʻane ʻi he DMZ pe ko e netiueka ʻi lotó

Fakafofongaʻi fakatātā 
kalafi ʻo e vahaʻa taimí
ʻOku tuku atu ʻe he vahaʻa taimi ʻi laló ha vakai lahi 
ange ʻo kau ki he ngaahi tuʻunga tefito ʻo e ʻekitivitī 
ʻa e taha ngāue koví ʻa ia kuo ʻiloʻi ʻi he netiueka ʻa e 
kautahá. 

Fuofua Fekumí

Sivi ʻe he taha ngāue 
koví ha custom web 
application ʻa ia kuo 
foʻu maʻá e kautahá

Ngāue ʻohofi

T1190 Ngāue ʻohofi ʻo e 
Polokalama Public-Facing 
Ngāue ʻohofi ʻo e web 
application mo hono faʻu ʻo 
e web shell

Fakaikiiki ʻo e Housí

T1082 Fekumi ki he Fakamatala 
Sisitemí 
Fakaikiiki ʻo e housí mo hono 
fokotuʻu ʻo e matauhi ʻo e aʻú
ʻUluaki hū kuo ʻiloʻí fakataha 
mo hono ngāue ʻaki ʻo e ngaahi 
fakaikiiki fakaʻilongaʻi moʻoní

Felāveʻi Kākā

Fuofua ʻiloʻi ʻa e felāveʻi ʻa 
e mīsini ʻa e kautahá mo 
e faʻunga meʻangāue ʻoku 
ʻiloʻi hono fakapaʻanga ʻe he 
puleʻangá

Vakaiʻi ʻo e Netiueká

T1021.002 Ngaahi Sēvesi mei he Mamaʻó: 
SMB/Windows Admin Shares
T1135 Network Share Discovery
ʻOku kau ki he vakaiʻi ʻoku tuʻunga ʻi he 
netiueká mo e ʻekitivitī ʻa e taha ngāue koví  
ʻa e: fakaʻatā ʻof e ngaahi SMB share, sikeni 
ʻoku tefito ʻi he netiueká mo hono fakaikiiki  
ʻo e ngaahi tōmeiní

Toe fokotuʻu  
ʻo e Fehokotakí

T1090 Polokisī 
Toe fokotuʻu ʻe he taha  
ngāue koví ʻa e fakahoko  
ʻo e naunau ssf (faitatau  
mo e ʻekitivī ʻo e 28 Siulai  
mei he ngaahi ʻaho kehé)

https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1078/002/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/techniques/T1040
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/versions/v15/techniques/T1082/
https://attack.mitre.org/techniques/T1021/002
https://attack.mitre.org/versions/v15/techniques/T1135/
https://attack.mitre.org/versions/v15/techniques/T1090/
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Vahaʻa taimi kuo fakaikiiki
Siulai: Naʻe fokotuʻu ʻe he kakai ngāue koví ha  
fuofua fakahoko ki he peesi ʻuluaki ʻo ha custom  
web application (T1190) ʻa ia kuo foʻu maʻá e kautahá  
(ʻa ia ʻoku ʻuhinga ki ai ʻi heni ko e ‘web application’ pe 
‘webapp’) ʻo fou ʻi he fakahoko transport layer security 
(TLS) (T1102). Naʻe ʻikai ʻiloʻi ha ʻekitivitī kehe ʻoku 
mahuʻinga ke fakatokangaʻi.

Siulai: Naʻe kamata ke fakaikiiki ʻe he kakai ngāue koví 
ʻa e uepisaiti ʻo e web application ko e fekumi ki he 
ngaahi poini ngataʻangá2 ke toe fakatotoloʻi. 

Siulai: ʻOku tāfataha ʻa e kakai ngāue koví ʻi he ngaahi 
ngāue ke ʻohofi ha poini ngataʻanga pau.

Siulai: ʻOku lava ʻa e kakai ngāue koví ʻo POST lelei ki 
he seeva uepisaití, mahalo ʻo fakafou ʻi ha web shell 
ʻa ia kuo fokotuʻu ʻi ha peesi ʻe taha. ʻOku ʻi ai ha IP 
hono ua, ʻa ia ʻoku ngalingali kuo ngāue ʻaki ʻe he kakai 
ngāue kovi tatau, ʻokú ne kamata ke pousi ki he URL 
tatau. Naʻe faʻu mo siviʻi ʻe he kakai ngāue koví ha niʻihi 
ngalingali ko e ngaahi web shells. 

ʻOku ʻikai ʻiloʻi ʻa e founga pau ʻo e ngāue ʻohofí, ka ʻoku 
mahino ʻa e poini ngataʻanga pau ʻa ia naʻe tāketiʻi ke 
faʻu ʻaki ʻa e ngaahi faile ʻi he <webapp>2-ext.

ʻOku tui ʻa e ACSC ʻa e ASD ko e ngaahi fehokotaki ʻa e 
ongo tuʻasila IP ko ha konga ʻo e aʻu taʻefakamafaiʻi tatau 
koeʻuhi ko e faitatau ʻena kaungá mo e ngaahi fuofua 
fehokotaki naʻe hoko taki lau miniti pē ʻa e vā mamaʻó.

Siulai: ʻOku hokohoko atu hono fakahoko ʻe he kulupú 
ʻa e fakaikiiki ʻo e housí, ʻo kumi ha ngaahi faingamālie 
fakalahi ki he totonu ke aʻú, mo hono fokotuʻutuʻu ha 
web shell kehe. ʻOku hū ʻa e kakai ngāue koví ki loto  
ki he web application ʻo ngāue ʻaki ha ngaahi  
fakaikiiki fakaʻilongaʻi kuo maumauʻi ki he  
<firstname.surname>@<organisation domain>.

ʻOku ʻikai hā mai kuo aʻusia lelei ʻe he ʻekitivitī ʻa e 
kakai ngāue koví ʻa e fakalahi ki he totonu ke aʻú ʻi 
he <webapp>2-ext. Neongo ia, kuo tafoki ʻa e kakai 
ngāue koví ki he ʻekitivitī ʻoku tuʻunga ʻi he netiueká.

Siulai: ʻOku sivi ʻe he taha ngāue koví ʻa e ngaahi 
fakaikiiki fakaʻilongaʻi kuo maumauʻí ki ha ʻakauni 
sēvesi3 ʻa ia oku ngalingali ke maʻu ʻoku hardcoded  
ʻi he ngaahi binaries ʻoku lava ʻo aʻu ki ai ʻi loto.

Siulai: Oku fokotuʻutuʻu ʻe he kakai ngāue koví ʻa e 
naunau open-source ko e Secure Socket Funnelling, 
ʻa ia naʻe ngāue ʻaki ke fakahoko ki tuʻa ki he faʻunga 
meʻangāue kākaá. ʻOku ngāue ʻaki ʻa e fehokotakí ke 
tānolo ʻa e tulēfiki mei he ngaahi mīsini ngāue ʻohofi ʻa 
e taha ngāue koví ki loto ki he ngaahi netiueka ʻi loto ʻo 
e kautahá, ʻa ia ʻoku fakahā hono ngaahi hingoa mīsiní 
ʻi he ngaahi loka ʻivení lolotonga ʻenau feinga ke ngāue 
ʻaki ʻa e ngaahi fakaikiiki fakaʻilongaʻi ki he ʻakau sēvesí.

ʻAokosi: ʻOku ʻiloʻi hono fakahoko ʻe he kakai ngāue 
koví ha ʻekitivitī ʻoku fakangatangata hono lahí, kau  
ai ʻa e ʻikai lava ke toe fokotuʻu ʻa e ngaahi fehokotaki 
ʻoku kau ai ʻa e ʻakauni sēvesí. 

ʻAokosi: ʻOku fakahoko ʻe he kakai ngāue koví ha 
fakaikiiki mahuʻinga ki he netiueká mo e Active 
Directory. ʻOku iku ʻo ngāue ʻaki ha ʻakauni kehe 
kuo maumauʻi ke ne fakaʻatā ʻa e ngaahi vahevahe 
fakaʻilekitulōnika4 ʻi he ngaahi mīsini Windows  
ʻi loto ʻi he DMZ, ʻo malava ke ola lelei hono toʻo  
ʻikai fakamafaiʻi ʻo e teitá. 

ʻOku ngalingali ko ha ngāue ʻaki kākā ʻeni ʻo ha 
fakaikiiki fakaʻilongaʻi kuo kaihaʻasi ʻi he ngaahi mīsini 
ʻoku lava ʻo fakaʻatā i he DMZ. Naʻe poloka ʻe he ngaahi 
firewall ʻa e taha ngāue koví mei hono tāketiʻi ʻo e 
netiueká ʻaki ʻa e ʻekitivitī tatau. 

ʻAokosi – Sepitema: Naʻe toe fokotuʻu ʻe he naunau 
SSF ʻa e fehokotaki ki ha IP kākā. ʻOku ʻikai ʻilo hano 
fakahoko ʻe he kulupú ha ngaahi ʻekitivitī makehe  
kae ʻoua kuo poloka ʻenau aʻú.

Sepitema: ʻOku poloka ʻe he kautahá ʻa e IP kākaá  
ʻaki hono lisi ia ʻo fakaʻikaiʻi ʻi he ʻenau ngaahi firewalls.

2    ʻI he tuʻunga ko ʻení, ko e poini ngataʻangá ko e fatongia ia ʻo e web application
3  �  Oku ʻikai haʻi ʻa e ngaahi ʻakauni sēvesí ki he niʻihi ngāue ʻaki fakatāutahá, ka ki he ngaahi sēvesí. ʻI ha tōmeini fakakautaha ʻa e Microsoft,  

ʻoku ʻi ai ha ngaahi faʻahinga kehekehe ʻo e ʻakauní.
4  �  Ko hono fakaʻatā ʻo e ngaahi vahevahe fakaʻilekitulōniká ko e founga ia hono ngaohi ke ʻatā ʻa e ngaahi faile ʻi ha faʻunga sisitemi faile ki ha 

taha ngāue ʻaki pe kulupu ngāue ʻaki.

https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1102
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Ngaahi founga  
ʻa e taha ngāue koví
Ko e faʻunga meʻangāue MITRE ATT&CK ko ha 
tānakiʻanga kuo hiki ʻo e ngaahi founga kuo ngāue  
ʻaki ʻe he kakai ngāue kovi fakamanamaná ʻi he 
ʻinitanetí. Ko e faʻunga meʻangāué naʻe faʻu ia  
ʻe he US not-for-profit The MITRE Corporation mo  
e ngaahi fatongia tokoniʻi ʻo e fetuʻutakí ʻi he ngaahi  
lea fakafonuá fakamāmānilahi ʻi he ʻulungaanga  
ʻo e taha ngāue kovi fakamanamaná. 

ʻOku siviʻi ʻe he ACSC ʻa e ASD ʻa e ngaahi founga ko  
ʻení ke felaveʻi mo e ʻekitivitī kākā ʻa e taha ngāue koví:

Vakaiʻi
T1594 – Hua ʻa e Ngaahi Uepisaiti ʻoku ʻOʻona  
ʻe he Mamahí 

Naʻe fakaikiiki ʻe he taha ngāue koví ʻa e uepisaiti 
custom web application ke ʻiloʻi ʻaki ʻa e ngaahi 
faingamālie ke aʻu ki he netiueká.

Fuofua aʻú
T1190 – ʻOhofi ʻo e Public-Facing Application (ʻo kau ki 
hono ʻohofi ʻo e custom web application)

T1078.002 – Ngaahi ʻAkauni Vēlití: Ngaahi ʻAkauni 
Tōmeiní (fekauʻaki mo e hū ʻaki ʻa e ngaahi fakaikiiki 
fakaʻilongaʻi kuo maumauʻi)

Ko hono ʻohofi ʻo e ngaahi custom web applications 
kuo fakahā ʻi he ʻinitanetí ʻokú ne tuku atu ha fuofua 
poini ʻo e aʻú ki he taha ngāue koví. Naʻe lava ʻa e 
taha ngāue koví ʻo ngāue ʻaki ʻa mui ange ʻa e ngaahi 
fakaikiiki fakaʻilongaʻi kuo nau maumauʻí ke fakalahi 
ʻaki ʻenau aʻu ki he netiueká.

Ngāue ʻaki
T1059 – Fekau mo e Fakatonulea Scripting (fekauʻaki 
mo e fekau ke fakahoko ʻo fakafou ʻi he web shell) 

T1072 – Ngaahi Naunau Fokotuʻutuʻu Polokalama 
(fekauʻaki mo e ngāue ʻaki ʻe he taha ngāue koví ʻa  
e naunau open-source Secure Socket Funnelling (SSF) 
ke IP)

Matauhi ʻo e Aʻú
T1505.003 – Konga Fakapolokalama ʻo e Seevá:  
Web Shell (fekauʻaki mo hono ngāue ʻaki ʻo ha  
web shell mo e SSF ke fokotuʻu ha aʻu)

Aʻu ki he fakaikiiki 
fakaʻilongaʻí
T1552.001 – Ngaahi Fakaikiiki Fakaʻilongaʻi meí he 
Password Stores (fekauʻaki mo e ngaahi faile password 
ʻoku felāveʻi mo hono faʻu ʻo e sisitemi puleʻí (BMS))

T1558.003 – Kaihaʻasi pe Tohi Nima Loi ʻa e Ngaahi 
Tikite Kerberos: Kerberoasting (fekauʻaki mo e ʻohofi ke 
maʻu ʻa e ngaahi fakaikiiki fakaʻilongaʻí)

Ngaʻunu ʻi he netiueka 
tatau
T1021.002 – Ngaahi /Sēvesi mei he Mamaʻó : SMB 
Shares (fekauʻaki mo hono fakaʻtā ʻe he taha ngāue 
koví ʻa e ngaahi vahevahe faile SMB fakaʻilekitulōnika 
mei ha ngaahi meʻangāue kehekehe)

Tānaki
T1213 – Teita mei he Ngaahi Tānakiʻanga Fakamatalá 
(fekauʻaki mo e ngaahi tohi fakahinohino/tohi ngāue 
kuo maʻu ʻi he seeva ʻa e BMS)

Toʻo ʻikai fakamafaiʻi
T1041 – Toʻo ʻikai fakamafaiʻi ʻi he C2 Channel  
(fekauʻaki mo e toʻo ʻikai fakamafaiʻi ʻe he taha  
ngāue koví ʻa e teitá mei he Active Directory mo  
e ngaahi fakaʻatā vahevahe faile fakaʻilekitulōniká)

https://attack.mitre.org/techniques/T1594/
https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1078/002/
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1072/
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1552/001/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1021/002
https://attack.mitre.org/techniques/T1213/
https://attack.mitre.org/techniques/T1041/
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Keisi ako 2
Ko e keisi ako ko ʻení kuo fakapuliki ʻa e hingoa ʻi aí ke 
lava ʻo fakamafola lahi ange ki he kakaí. Ko e kautaha 
kuo uesiá ʻoku ʻuhinga ki ai ʻi heni ‘ko e kautahá’. Kuo 
toʻo ʻa e ngaahi fakaikiiki fakamahino paú ke maluʻi ʻa e 
fakamatala fakaʻilongaʻi ʻo e taha mamahí mo e ngaahi 
founga ngāue ʻa e ACSC ʻa e ASD ki ha meʻa ʻe hoko.

Fakamāʻopoʻopo fakaepulé
ʻOku fakaikiiki ʻe he lipōti ko ʻeni ʻa e ngaahi ola ʻo 
e fakatotolo ʻa e ACSC ʻa e ASD ki he ola lelei hono 
maumauʻi ʻo e netiueka ʻa e kautahá ʻi ʻEpeleli 2022. 
Naʻe ʻoatu ʻa e lipōti fakatotolo ko ʻení ki he kautahá 
ke ne fakamāʻopoʻopo ʻa e ʻekitivī kākā kuo ʻiloʻí mo e 
ngaahi fokotuʻu ki he ngāue monomono ki he faʻungá. 
ʻOku fakahā ʻe he ngaahi olá ko e maumauʻí naʻe 
fakahoko ʻe he APT40. 

ʻI Mē 2022, naʻe fa fakahā ʻe he ACSC ʻa e ASD ki ha 
kautaha ʻo kau ki ha ʻekitivitī kākā ʻokú ne uesia ʻa e 
netiueka ʻa e kautahá talu mei ʻEpeleli 2022. Hili ko 
iá, naʻe fakahā ʻe he ACSC ʻa e ASD kuo nau ʻiloʻi ha 
polokalama kākā ʻi ha seeva internet-facing ʻa ia ʻokú 
ne ʻoatu ʻa e pōtolo hū maʻá e aʻu fakakautaha mei 
he mamaʻó ki he kautahá. Naʻe ngāue ʻaki ʻe he seevá 
ʻa e hū mei he mamaʻó mo e koloa ki hono puleʻi ʻo e 
fakamatala fakaʻilongaʻí pea ʻe ʻuhinga ki ai ʻi he lipōti 
ko ʻení ko e ʻnaunau kuo maumauʻí.ʻ ʻOku fakaikiiki 
ʻe he lipōtí ʻa e ngaahi ola ʻo e fakatotoló mo e faleʻi 
fakatonutonu kuo faʻu maʻá e kautahá ke ne ngāue  
ʻaki ki he fakatotolo kuo fakahoko ʻe he ACSC ʻa e ASD. 

ʻOku fakahā ʻe he fakamoʻoní naʻe maumauʻi ʻa  
e konga ʻo e netiueka ʻa e kautahá ʻe he kakai ngāue 
kovi ʻi he ʻinitanetí ʻo fou ʻi he pōtolo hū ʻaki ʻa e aʻu  
mei he mamaʻó talu mei ʻEpeleli 2022. Ko e seeva 
ko ʻení naʻe ala maumauʻi ia ʻe ha kakai ngāue kovi 
kehekehe, pea naʻe ala uesia ia ʻe ha matavaivai ko  
e remote code execution (RCE) ʻa ia naʻe lahi hono 
fakahā ʻo ofi ʻi he taimi ʻo e maumauʻí.

Ko e ʻekitivitī tefito ʻa e taha ngāue koví ʻa ia naʻe ʻiloʻi  
ʻe he ACSC ʻa e ASD ʻoku kau ai ʻa e:

•	 fakaikiiki ʻo e housí, ʻa ia ʻoku lava ai ʻe ha taha 
ngāue koví ʻo faʻu ʻenau mape pē ʻa kinautolu  
ʻo e netiueká;

•	 ngāue ʻohofi ʻo e ngaahi polokalama internet-
facing mo e ngāue ʻaki ʻo e web shell, ʻoange  
ai ki he taha ngāue koví ʻa e fuofua konga ʻi  
he netiueká pea ne malava ke ngāue ʻaki ʻa e 
ngaahi fekaú 

•	 ngāue ʻohofi ʻo e ngaahi matavaivai ʻi he 
polokalamá mo fakalahi ʻa e ngaahi totonú;  
mo e

•	 tānaki ʻo e fakaikiiki fakaʻilongaʻí ke lava  
ʻa e ngaʻunu ʻi he netiueka tatau

Naʻe ʻilo ʻe he ACSC ʻa e ASD hono toʻo ʻikai fakamafaiʻi 
ʻe ha taha ngāue koví ha ngaahi pea ʻe lau ngeau lahi 
ʻo e username makehe mo e password ʻi he naunau 
kuo maumauʻí ʻi ʻEpeleli 2022, kae pehē ki ha ngaahi 
fika fakamoʻoniʻi multi-factor kehekehe mo ha ngaahi 
ngāue ʻaati fakatekinikale ʻoku felāveʻi mo e ngaahi 
fakatahaʻanga aʻu mei he mamaʻó. ʻI hano toe vakaiʻi 
ʻe he kautahá, naʻe ʻiloʻi ai ʻoku moʻoni ʻa e ngaahi 
passwords. Ko e sivi ʻa e ACSC ʻa e ASD ngali naʻe 
tānaki ʻe taha ngāue koví ʻa e ngaahi ngāue ʻaati ko 
ʻení ke puke fakamālohi pe faʻu ʻaki ha sēsini hū meí 
he mamaʻó ko ha taha ngāue ʻaki fakalao, mo aʻu ki he 
netiueka kautaha ʻi loto ʻa e kautahá ʻo ngāue ʻaki ha 
ʻakauni taha ngāue ʻaki ʻoku moʻoní. 
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Ngaahi ola ʻo e fakatotoló
Fakamāʻopoʻopo ʻo e 
fakatotoló
Naʻe fakapapauʻi ʻe he ACSC ʻa e ASD naʻe maumauʻi  
ʻe he taha ngāue koví ʻa e (ngaahi) naunau kuo 
maumauʻí ʻa ia ʻokú nau fakahoko ʻa e ngaahi sēsini hū 
meí he mamaʻó ki he kau ngāue ʻa e kautahá mo ngāue 
ʻaki ʻa e maumauʻi ko ʻení ke feinga ke fakahoko ʻaki ha 
toe ʻekitivitī. Ko e ngaahi naunau ko ʻení ʻoku ʻi ai honau 
ngaahi house three load-balanaced ʻa ia naʻe ʻiloʻi ai ʻa 
e fuofua fakamoʻoni ʻo e maumauʻí. Naʻe tāpuni ʻe he 
kautahá ʻa e ua ʻo e ngaahi housi three load-balanced 
ʻi ha taimi nounou pē hili ʻa e fuofua maumauʻí. Tupu 
mei ai, ko e ʻekitivitī hoko aí naʻe hoko ia ʻi ha housi pē 
ʻe taha. Ko e ngaahi seeva kehe ʻoku fekauʻaki mo e 
naunau kuo maumauʻí naʻe load-balanced foki mo  
ia ʻi ha natula tatau. Koeʻuhí ke lava ʻo lau, ko e kotoa  
ʻo e ngaahi naunau kuo maumauʻí ʻoku ʻuhinga ki ai  
ʻi he lahi taha ʻo e lipōti ko ʻení ko ha ʻnaunau tāutahaʻ.

ʻOku ʻi ai ʻa e tui naʻe ngāue ʻaki ʻe he taha ngāue koví 
ha ngaahi matavaivai ʻoku ʻilo lahia ki hono fokotuʻutuʻu 
ʻo e ngaahi web shell ki he naunau kuo maumauʻí 
mei ʻEpeleli 2022 ʻo faai atu. ʻOku siviʻi ʻa e kau ngāue 
kovi fakamanamaná kuo maʻu ʻa e ngaahi totonu kuo 
fakalahí ʻi he naunaú. Naʻe ʻikai lava ʻe he ACSC ʻa e ASD 
ke fakapapauʻi ʻa e tuʻunga kakato ʻo e ʻekitivitií koeʻuhi 
ko e ʻikai ke ʻi ai ha loka ʻe maʻú. Neongo iá, ʻoku tala ʻe 
he fakamoʻoni ʻi he meʻangāué ʻa hono aʻusia ʻe he taha 
ngāue koví ʻa e ngaahi meʻa ko ʻení:

•	 Ko hono tānaki ʻo e ngaahi pea ʻe lau ngeau lahi 
ʻo e username makehe mo e password; mo e 

•	 Ko hono tānaki ʻo e ngaahi ngāue ʻaati 
fakatekinikale ʻa ia ʻoku ngalingali naʻa ne 
fakaʻatā ʻa e taha ngāue koví ke ne aʻu ki ha 
sēsini faʻunga meʻangāue virtual desktop (VDI) 
ko ha taha ngāue ʻaki fakalao ia.

ʻOku siviʻi ʻe he ACSC ʻa e ASD naʻe feinga ʻa e taha 
ngāue koví ke fakalahi hono maumauʻi ʻo e netiueka 
ʻa e kautahá. Ko e ngaahi ngāue ʻaati kuo toʻo ʻikai 
fakamafaiʻi ʻe he taha ngāue koví ngalingali naʻe 
fakaʻatā ʻaki kinautolu ke puke fakamālohi pe kamataʻi 
ha ngaahi sēsini virtual desktop ko ha taha ngāue ʻaki 
fakalao ia, ngalingali ko ha taha ngāue ʻaki naʻa nau fili, 
kau ai ʻa e kau ʻetiminí. Ngalingali naʻe ngāue ʻaki ʻe he 
taha ngāue koví ʻa e fakaʻatā aʻu ko ʻení ke fakalahi ʻene 
maumauʻi ʻa e ngaahi sēvesi ʻa e kautahá ke aʻusia ʻa  
e matauhi ʻo e aʻú mo ha ngaahi taumuʻa kehe.

Naʻe ʻikai ke ʻasi ha fakamoʻoni ʻo ha maumauʻi ʻi he 
ngaahi naunau kehe ʻa e kautahá ʻi loto ʻi he ʻātakai 
puleʻi ʻo e fakahoko ngāue housí. 

Aʻu
Naʻe tuku atu ʻe he housi ʻoku ʻi ai ʻa e naunau kuo 
maumauʻí ha fakamoʻoniʻi ʻo fakafou ʻi he Active 
Directory mo ha webserver, ki he niʻihi ngāue ʻaki ʻoku 
fakafehokotaki ki he ngaahi sēsini VDI (T1021.001). 

Tuʻuʻanga Ngaahi hingoa ʻo e housi (load-
balanced) naunau kuo maumauʻí

Datacentre 1 HOST1, HOST2, HOST3

ʻOku kau foki ʻi he faʻunga meʻangāue ʻo e naunaú ʻa e 
aʻu ki he ngaahi housi gateway ʻa ia ʻokú ne tuku atu 
ha tānolo ki he VDI maʻá e taha ngāue ʻakí, ʻi he hili pē 
ʻenau maʻu ha fakaʻilonga ʻo e fakamoʻoniʻí ʻa ia ʻoku 
foʻu mo taunilotu meí he naunaú. 

Naʻe ʻikai ke ʻi ai ha fakamoʻoni ʻo ha maumauʻí ʻo ha 
taha ʻo e ngaahi housi ko ʻení. Neongo iá, ʻoku hā mei 
he ngaahi loka ʻo e ngaahi housi gateway ki he ʻaú ʻa e 
fakamoʻoni ʻo e ngaahi felāveʻi lahi mo e ngaahi tuʻasila 
IP kākā ʻoku ʻiloʻi. ʻOku ngalingali ʻoku hā mei heni ha 
ʻekitivitī naʻe hoko ʻi he housi ko ʻení, pe naʻe ʻau ʻa e 
ngaahi fehokotaki netiueka mo e faʻunga meʻangāue  
ʻa e taha ngāue kovi fakamanamaná ki he housi ko ʻení. 
Naʻe ʻikai lava ʻo fakapapauʻi ʻa e natula ʻo e ʻekitivitī ko 
ʻení ʻo ngāue ʻaki ʻa e fakamoʻoni oku maʻú ka ʻoku ne 
tala naʻe feinga ʻa e kulupú ke ngaʻunu ʻi he netiueka 
tatau ʻi he netiueka ʻa e kautahá (TA0008).

Ngaahi housi ʻi lotó
Naʻe fakatotoloʻi ʻe he ACSC ʻa e ASD ʻa e teita 
fakangatangata mei he konga netiueka ʻi loto ʻa e 
kautahá. ʻEkitivitī kākā naʻe feinga pe kuo ola lelei ʻa 
ia ʻoku ʻiloʻi ʻene uesia ʻa e konga netiueka ʻi loto ʻo e 
kautahá kau ai ʻa e aʻu ʻa e taha ngāue koví ki he ngaahi 
ngāue ʻaati ʻoku felāveʻi mo e VDI, ko e scraping ʻo ha 
seeva SQL ʻi loto (T1505.001), mo e tulēfiki ʻoku ʻikai 
ke fakamatalaʻi ʻa ia ʻoku ʻiloʻi ʻoku ʻalu mei he ngaahi 
tuʻasila IP kākā ʻoku ʻiloʻi ʻo fou ʻi he ngaahi naunau 
gateway ki he aʻú (TA0011).

Naʻe tānaki ʻe he kulupú ʻo ngāue ʻaki ʻenau aʻu ki he 
naunau kuo maumauʻí, ʻa e ngaahi username moʻoni, 
password (T1003), mo e ngaahi tuʻunga ʻo e fakaʻilonga 
MFA (T1111). Naʻe tānaki foki ʻe he kulupú ʻa e JSON 
Web Tokens (JWTs) (T1528), ʻa ia ko ha ngāue ʻaati 
fakamoʻoniʻi ʻoku ngāue ʻaki ke faʻu ha ngaahi sēsini 
hū ʻa e virtual desktop. ʻOku ngalingali naʻe lava ʻa 
e taha ngāue koví ke ne ngāue ʻaki eni ke faʻu pe 
puke fakamālohi ʻa e ngaahi sēsini virtual desktop 
(T1563.002) mo aʻu ki he konga netiueka ʻi loto ʻi he 
kautahá ko ha taha ngāue ʻaki fakalao ia (T1078). 

https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/tactics/TA0008/
https://attack.mitre.org/techniques/T1505/001/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1111/
https://attack.mitre.org/techniques/T1528/
https://attack.mitre.org/techniques/T1563/002/
https://attack.mitre.org/techniques/T1078/
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Naʻe ngāue ʻaki ʻe he taha ngāue koví ʻa e naunau kuo 
maumauʻí ke ne scrape ha seeva SQL (T1505.001), ʻa ia 
naʻe ʻi he netiueka ʻi loto ʻi he kautahá. ʻOku ngalingali 
naʻe aʻu ʻa e taha ngāue koví ki he teitá.

ʻOku hā mei he fakamoʻoni ʻoku maʻu mei he naunau 
gateway ki he aʻú naʻe hoko ʻa e tulēfiki netiueká ʻo fou 
pe ki he meʻangāue ko ʻení mei he ngaahi tuʻasila IP 
kākā ʻoku ʻiloʻi. Hangē ko ia ʻoku fakamatalaʻi ʻi ʻolungá, 
ʻoku ala tala ʻe he meʻa ni kuo uesia pe kuo ngāue ʻaki 

ʻe he kakai ngāue kākā ʻi he ʻinitanetí ʻa e meʻangāue  
ko ʻení, ʻo fakaangaanga ke fakataumuʻa ki he netiueka 
ʻi lotó.

Vahaʻa taimi fakatotoló
ʻOku tuku atu ʻe he lisi ʻi laló ha vahaʻa taimi ʻo e ngaahi 
ʻekitivitī tefito ʻa ia kuo ʻiloʻi lolotonga ʻa e fakatotoló. 

Taimí Meʻa Naʻe Hokó

ʻEpeleli 2022 ʻOku fengāueʻaki ʻa e ngaahi tuʻasila IP kākā ʻoku ʻiloʻi mo e housi HOST7 gateway ki he aʻú. Naʻe 
ʻikai lava ʻo fakapapauʻi ʻa e natula ʻo e ngaahi fengāueʻakí.

ʻEpeleli 2022

Ko e kotoa ʻo e ngaahi housí, HOST1, HOST2 mo e HOST3, naʻe maumauʻi ia ʻe ha taha pe kakai 
ngāue kākā, pea naʻe fokotuʻu ʻa e ngaahi web shell ki he ngaahi housí.
Naʻe faʻu ha faile loka pe naʻe liliu ia ʻi he HOST2. ʻOku ʻi ai ha meʻa fakaikiiki fakaʻilongaʻi ʻi he faile 
ko ʻení ʻa ia ʻoku ngalingali naʻe puke ʻe ha taha ngāue kākā.
Naʻe liliu ʻa e ngaahi faile /etc/security/opasswd and /etc/shadow files ʻi he HOST1 mo e HOST3, 
ʻoku tala ai naʻe liliu ʻa e ngaahi password. ʻOku tala ʻe he fakamoʻoni ʻoku maʻu ʻi he HOST1 naʻe 
liliu ʻa e password ki he taha ngāue ʻaki ʻsshuserʻ.

ʻEpeleli 2022

Naʻe tāpuni ʻe he kautahá ʻa e HOST2.
Naʻe faʻu ha ngaahi web shell makehe (T1505.003) ʻi he HOST1 mo e HOST3. Naʻe fehangahangai 
ʻa e HOST1 mo e ngaahi feinga fakamālohi SSH mei he HOST3.
Naʻe liliu ha faile loka (T1070) ʻi he HOST3. ʻOku ʻi ai ha meʻa fakaikiiki fakaʻilongaʻi ʻi he faile ko ʻení 
(T1078) ʻa ia ʻoku ngalingali naʻe puke ʻe ha taha ngāue kākā.
Naʻe puke ʻa e ngaahi JWT (T1528) pea tuku atu ia ki tuʻa ki ha faile ʻi he HOST3.
Naʻe tāpuni ʻe he kautahá ʻa e HOST3. Ko e kotoa ʻo e ʻekitivitī naʻe hoko hili ʻa e taimi ko ʻení naʻe 
hoko ia ʻi he HOST1.

ʻEpeleli 2022 Naʻe faʻu ha ngaahi web shell makehe ʻi he HOST1 (T1505.003). Naʻe puke ʻa e ngaahi JWT pea 
tuku atu ia ki tuʻa ki ha faile ʻi he HOST1.

ʻEpeleli 2022
Naʻe faʻu ʻa e ngaahi web shell makehe ʻi he HOST1 (T1505.003), pea ʻoku fengāueʻaki ha tuʻasila 
IP kākā ʻoku ʻiloʻi mo e housi (TA0011). 
ʻOku fengāueʻaki ha tuʻasila IP kākā ʻoku ʻiloʻi mo e housi HOST7 gateway ki he aʻú.

Mē 2022 

ʻOku fengāueʻaki ʻa e ngaahi tuʻasila IP kākā ʻoku ʻiloʻi mo e housi HOST7 gateway ki he aʻú 
(TA0011).
ʻOku fehokotaki ʻa e ʻiveni fakamoʻoniʻi ʻo ha taha ngāue ʻaki ki ha tuʻasila IP kākā ʻoku ʻiloʻi ʻi he 
ngaahi loka ʻi he HOST1. Naʻe faʻu ʻa e ngaahi web shell makehe ʻi he housi ko ʻení (T1505.003).

Mē 2022 Naʻe liliu ʻe he taha ngāue koví ha tohi ʻi he HOST1 (T1543). ʻOku maʻu ʻi he tohí ʻa e ngāue ʻa ia te 
ne ala scrape ʻa e teitá meí ha seeva SQL ʻi loto.

Mē 2022 Naʻe liliu fakamuimui ha faile loka makehe ʻi he HOST1 (T1070). ʻOku ʻi he faile ko ʻení ʻa e ngaahi 
pea username mo e password ki he netiueka ʻa e kautahá, ʻa ia ʻoku ʻi ai ʻa e tui ʻoku moʻoni (T1078).

Mē 2022 Naʻe liliu fakamuimui taha ha faile loka makehe (T1070). ʻOku ʻi ai ʻa e ngaahi JWT ʻi he fale ko ʻení 
kuo tānaki mei he HOST1. 

Mē 2022 Naʻe faʻu ha ngaahi web shell makehe ʻi he HOST1 (T1505.003). ʻI he ʻaho ko ʻení, naʻe lipōti ʻe he 
kautahá ʻa hono ʻiloʻi ʻo ha web shell ʻa ia ko hono ʻaho faʻú ʻi ʻEpeleli 2022 ki he ACSC a e ASD

Mē 2022 Naʻe faʻu ha ngaahi scripts ʻi he HOST1, ʻo kau ai ha taha ʻoku ui ko e Log4jHotPatch.jar.

Mē 2022 Naʻe ngāue ʻaki ʻa e fekau iptables-save ke tānaki atu ha pooti ʻe ua ʻoku ava ki he housi gateway 
ki he aʻú. Ko e ongo pootí ko e 9998 mo e 9999 (T1572).

https://attack.mitre.org/techniques/T1505/001/
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1528/
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1543/
https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1572/
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Ngaahi founga  
ʻa e taha ngāue koví
ʻOku fakaʻilongaʻi atu ʻi lalo ʻa e ngaahi founga 
kehekehekuo ʻiloʻi lolotonga ʻa e fakatotoló.

Fuofua Aʻú
T1190 Ngāue ʻohofi ʻo e polokalama public facing

ʻOku ngalingali naʻe ʻohofi ʻe he kulupú ʻa e RCE, 
fakalahi ʻa e totonú, mo e ngaahi matavaivai hono 
kalafi o e fakamoʻoniʻí ʻi he hū ʻaki ʻa e aʻu mei he 
mamaʻō mo e koloa puleʻi ʻo e fakamatala fakaʻilongaʻí 
ke mau ʻa e fuofua aʻu ki he netiueká. 

ʻOku lau ko e founga ki he fuofua aʻú ʻa ia ʻoku 
ngalingali tahá koeʻuhi ko e ngaahi meʻa ko ʻení:

•	 Naʻe tuʻu laveangofua ʻa e seevá ki he ngaahi  
CVE ʻi he taimi ko iá;

•	 Ngaahi ngāue ke ʻohofi ʻa e ngaahi matavaivai ko 
ʻení mei ha faʻunga meʻangāue ʻoku ʻiloʻi ʻa e taha 
ngāue koví; pea 

•	 Ko e fuofua ʻekitivitī kākā ʻi loto kuo ʻiloʻí naʻe 
hoko ia ʻi ha taimi siʻi pē hili ʻa e ngaahi feinga 
ʻohofi kuo fakahokó.

Ngāue ʻaki
T1059.004 Fekau mo e Fakatonulea Scripting:  
Unix Shell

Naʻe ola lelei hono ʻohofi ʻe he kulupú ʻa e ngaahi 
matavaivai ʻi ʻolungá naʻe ngalingali naʻe lava ʻo ngāue 
ʻaki ʻa e ngaahi fekau ʻi ha Uni shell ʻa ia ʻoku maʻu ʻi he 
naunau kuo uesia. ʻOku ʻikai lava ʻo tuku atu ʻa e ngaahi 
fakaikiiki ʻo e ngaahi fekau ʻoku ngāue ʻaki ʻe he kakai 
ngāue kakaá.

Matauhi ʻo e Aʻú
T1505.003 Konga Fakapolokalama ʻo e Seevá:  
Web Shell

Naʻe fokotuʻutuʻu ʻe he kakai ngāue koví ʻa e ngaahi 
web shells lahi ʻi he naunau kuo uesiá. ʻOku malava 
naʻe fokotuʻutuʻu ʻe ha kakai makehe ngāue koví 
tokolahi ʻa e ngaahi web shell, ka ko e toko siʻi pē  
ʻo e kau ngāue koví ʻoku nau fakahoko ha ʻekitivitī 
ʻo ngāue ʻaki ʻa e ngaahi web shell ko ʻení. Naʻe mei 
fakaʻatā ʻe he ngaahi web shell hono ngāue ʻaki ʻe he 
taha ngāue koví ʻa e arbitrary command ʻi he ngaahi 
naunau kuo maumauʻí. 

Fakalahi ʻo e totonu ke aʻú
T1068 Ngāue ʻOhofi ʻo e Fakalahi ʻo e Totonú

ʻOku ʻikai fakamatalaʻi ʻe he fakamoʻoni ʻoku maʻú ʻa e 
tuʻunga ʻo e totonu ke aʻu kuo maʻu ʻe he kakai ngāue 
koví. Neongo iá, naʻe mei aʻusia ʻe he kakai ngāue koví 
ʻo ngāue ʻaki ʻa e ngaahi web shell, ha tuʻunga totonu 
ki he aʻú ʻoku ala fakahoa ki he tuʻunga ʻo e seeva 
uepisaití ʻi he naunau kuo maumauʻí. Naʻe mei fakaʻatā 
ʻe he ngaahi matavaivaí ʻoku tui naʻe ʻi ai ʻi he naunau 
kuo maumauʻí ʻa e kau ngāue koví kenau maʻu ʻa e 
ngaahi tefitoʻi totonú. 

Aʻu ki he fakaikiiki 
fakaʻilongaʻí
T1056.003 Input Capture: Web Portal Capture

Naʻe hā mei he fakamoʻoni ʻi he naunau kuo maumauʻí 
naʻe puke ʻe he taha ngāue koví ha ngaahi pea ʻe laui 
ngeau ʻo e username-password, ʻi he tohi mahino, ʻa ia 
ʻoku ʻi ai ʻa e tui ʻoku moʻoni. ʻOku ngalingali naʻe maʻu 
eni ʻo ngāue ʻaki ha liliu ʻe niʻihi ki he founga ngāue 
totonu ki he fakamoʻoniʻi ʻa ia ʻoku ne tuku atu ʻa e 
ngaahi fakaikiiki fakaʻilonga ki ha faile.

T1111 Fakamoveuveu ki he Fakamonoʻoniʻi Multi-Factor

Naʻe puke foki ʻe he taha ngāue koví ʻa e tuʻunga  
ʻo e ngaahi fakaʻilonga MFA ʻa ia ʻoku tauhoa ki he 
ngaahi hū ʻoku fakalaó. ʻOku ngalingali naʻe puke ʻa  
e ngaahi meʻa ko ʻení ʻaki hono liliu ʻo e founga ngāue 
totonu ki he fakamoʻoniʻí ʻa ia ʻoku ne tuku atu ʻa e 
ngaahi tuʻunga ko ʻení ki ha faile. ʻOku ʻikai ke ʻi ai ha 
fakamoʻoni ki hono maumauʻi ʻo e ‘seeva fakapulipulí’ 
ʻa ia ʻoku ne tauhi ʻa e ngaahi tuʻunga makehe ʻoku ne 
tuku atu ʻa e maluʻi ʻo e ngaahi fakaʻilonga MFA.

T1040 Fakanamunamu ʻo e Netiueká

ʻOku ʻi ai ʻa e tui kuo puke ʻe he taha ngāue koví ʻa  
e ngaahi JWT ʻaki ʻa e tulēfiki HTTP ʻi he naunau kuo 
maumauʻí. ʻOku ʻi ai ʻa e fakamoʻoni naʻe ngāue ʻaki 
ʻa e ʻiūtilitī tcpdump ʻi he naunau kuo maumauʻí, ʻa ia 
ʻoku ngalingali ko e founga ia naʻe puke ʻaki ʻe he taha 
ngāue koví ʻa e ngaahi JWT ko ʻení.

T1539 Kuki ki hono Kaihaʻasi ʻo e Sēsini ʻi he ʻInitanetí

Hangē ko hono fakamatalaʻi ʻi ʻolungá, naʻe puke ʻe he 
taha ngāue koví ʻa e ngaahi JWT, ʻa ia ʻoku faitatau mo  
e ngaahi kūkisi sēsini ʻi he ʻinitanetí. Naʻe mei lava ʻo 
toe ngāue ʻaki ʻeni ʻe he taha ngāue koví ke fokotuʻu ha 
aʻu ʻoku toe lahi angé. 

https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1059/004
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1068
https://attack.mitre.org/techniques/T1056/003
https://attack.mitre.org/techniques/T1111/
https://attack.mitre.org/techniques/T1040
https://attack.mitre.org/techniques/T1539
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Fekumi
T1046 Fekumi ki he Sēvesi Netiueká

ʻOku ʻi ai ʻa e fakamoʻoni naʻe ngāue ʻaki ʻa e network 
scanning utility nmap ʻi he naunau kuo maumauʻí ke 
sikeni hangaahi naunau kehe ʻi he konga netiueka tatau. 
Naʻe ngalingali ngāue ʻaki ʻeni ʻe he taha ngāue koví ke 
kumi ʻaki ha ngaahi sēvesi netiueka kehe ʻe ala aʻu ki  
ai ʻa ia ʻoku ala hā mei ai ha ngaahi faingamālie ki ha 
ngaʻunu ʻi he netiueka tatau.

Tānaki
ʻOku ʻikai fakahā ʻe he fakamoʻoni ʻoku maʻú ʻa e founga 
naʻe tānaki ʻaki ʻe he kakai ngāue koví ʻa e fakamatalá pe 
ko e hā ʻa e meʻa totonu naʻe tānaki mei he naunau kuo 
maumauʻí pe mei he ngaahi sistemi kehé. Neongo iá, 
ʻoku ngalingali naʻe ʻau ʻa e kakai ngāue koví ki he kotoa 
ʻo e ngaahi faile ʻi he naunau kuo maumauʻí, kau ai ʻa e 
ngaahi fakaikiiki fakaʻilongaʻi kuo puké (T1003), ngaahi 
tuʻunga ʻo e fakaʻilonga MFA (T1111), mo e ngaahi JWT 
kuo fakamatalaʻi ʻi ʻolungá.

Fekau mo e puleʻi
T1071.001 Protocol ʻo e Leia Polokalamá: Ngaahi Lao  
ʻi he ʻInitanetí

Naʻe ngāue ʻaki ʻe he kakai ngāue koví ʻa e ngaahi web 
shell ki he fekaú mo e puleʻí. Naʻe mei paasi ʻa e ngaahi 
fekau web shell ʻi he HTTPS ʻo ngāue ʻaki ʻa e seeva 
uepisaiti lolotonga ʻi he naunaú (T1572).

T1001.003 Teita kuo Fufū: Protocol Impersonation

Naʻe ngāue ʻaki ʻe he kakai ngāue koví ʻa e ngaahi 
meʻangāue kuo maumauʻí ko ha poini kamataʻi ki  
he ngaahi ʻohofí ʻa ia kuo faʻu ke tuifio lelei pē mo  
e tulēfiki moʻoní. 

https://attack.mitre.org/techniques/T1046
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1111/
https://attack.mitre.org/techniques/T1071/001
https://attack.mitre.org/techniques/T1572/
https://attack.mitre.org/techniques/T1001/003/
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ʻIloʻí mo e ngaahi fokotuʻu 
fakasiʻisiʻi uesiá
ʻOku fokotuʻu mālohi atu ʻe he ACSC ʻa e ASD ʻa hono 
ngāue ʻaki ʻo e Ngaahi Puleʻi Mahuʻinga ʻe Valu ʻa 
ia ʻoku fekauʻaki mo e Ngaahi Founga Ngāue ke 
Fakasiʻisiʻi ʻAki ʻa e Ngaahi Meʻa ʻoku Hoko ʻo Kau ki 
he Maluʻi Fakaʻilekitulōniká. ʻOku hā ʻi lalo ha ngaahi 
fokotuʻu ki he ngaahi ngāue maluʻi netiueka ʻa ia ʻoku 
totonu ke fakahoko ke ʻiloʻi ʻaki mo taʻofi ʻa e ngaahi 
aʻu taʻefakamafaiʻi ʻa e APT40, hoko ki ai ʻa e ngaahi 
fakasiʻisiʻi uesia pau ki he ngaahi TTP tefito ʻe fā ʻa ia 
kuo fakamāʻopoʻopo ʻi he Tēpile 1.

ʻIloʻi
Ko e niʻihi ʻo e ngahai faile ʻa ia kuo ʻiloʻi ʻi ʻolungá 
naʻe tuku ia ʻi he ngaahi tuʻuʻanga ʻo hangē ko e C:\
Users\Public\* mo e C:\Windows\Temp\*. ʻE lava ʻa e 
ngaahi tuʻuʻanga ko ʻení ʻo hoko ko ha ngaahi feituʻu 
faingamālie ki hono tohi ʻo e teitá koeʻuhi ʻoku nau 
angamaheni ke world writable, ʻa ia, ko e kotoa ʻo e 
ngaahi ʻakauni ʻa e taha ngāue ʻakí kuo lēsisita ʻi he 
Windows ʻoku nau aʻu ki he ngaahi tailekitulī ko ʻení 
mo ʻenau ngaahi tailekitulī iikí. ʻI he taimi lahi, ʻe lava 
ʻe ha taha ngāue ʻaki pē ʻo aʻu ki he ngaahi faile ko 
ʻení, ʻo fakaʻatā ʻa e ngaahi faingamālie ki he ngaʻunu 
ʻi he netiueka tatau, kalofi ʻo e maluʻí, ngāue ʻaki ʻi he 
fakangatangata ʻoku maʻulalo mo e fakanofonofo ki  
he toʻo ʻikai fakamafaiʻí.

ʻOku vakai ʻa e ngaahi tuʻutuʻuni Sigma ko ʻení ki he 
fakahoko mei he ngaahi tuʻuʻanga ngalikehé ko e 
fakaʻilonga ʻo ha ʻekitivitī ʻoku ʻikai faitatau. ʻI he kotoa 
ʻo e ngaahi meʻá, ʻoku fie maʻu ʻa e fakatotoló ke 
fakapapauʻi ʻaki ʻa e ʻekitivitī kākaá mo hono fakahā. 

Hingoá: World Writable 
Execution - Temp
ID: d2fa2d71-fbd0-4778-9449-e13ca7d7505c

Fakamatala: ʻIloʻi hono fakahoko ʻo e founga ngāué 
mei he C:\Windows\Temp.

Puipuituʻá:
ʻOku vakai ʻa e lao ko ʻení tautautefito ki he fakahoko 
mei he: C:\Windows\Temp\*. ʻOku lahi ange hono 
ngāue ʻaki ʻa e Temp ʻe he ngaahi polokalama ʻikai 
fakatuʻutāmakí pea ko ia ai ko ha meʻa fakaʻilonga 
ʻoku siʻi ange ʻene fakapapauʻi ha ngāue kākā ʻi hono 
fakahoa ki hono ngāue ʻaki mei he ngaahi world 
writable tailekitulī iiki ʻi he C:\Windows.

ʻOku holoki lahi ʻe hono toʻo ʻo e ngaahi polokalama 
kuo ngāue ʻaki ʻe he kau ngāue ʻaki SISITEMI pe SĒVESI 
NETIUEKA ʻa e lahi ʻo e ʻekitivitī ʻoku ʻikai fakatuʻutamakí 
ʻa ia kuo fili ʻe he lao ko ʻení.

ʻOku ʻuhinga ʻeni ʻe ala fakalaka ʻa e laó ʻi he ngaahi 
ngāue ʻaki kākaá ʻi ha tuʻunga fakangatangata 
maʻōlunga ange ka ʻoku fokotuʻu atu ke ngāue ʻaki ʻa e 
ngaahi lao kehé ke fakapapauʻi pe ʻoku feinga ha taha 
ngāue ʻaki ke ne fakalahi ʻa e ngaahi totonu ki he aʻú ki 
he SISITEMÍ.

Fakatotolo:
1.	 Siviʻi ʻa e fakamatala ʻoku felāveʻi fakahangatonu 

mo e ngāue ʻaki ʻo e faile ko ʻení, ʻo hangē ko e 
koniteni ʻa e taha ngāue ʻakí, tuʻunga falalaʻangá 
ʻo e fakahokó, ʻekitivitī muimuiʻi ʻi he taimi pē ko 
iá mo e ngaahi ʻīmisi kuo ʻapulouti ʻe he failé.

2.	 Fakatotoloʻi ʻa e founga ngāue puipuituʻá, 
netiueká, failé mo e teita poupou kehe ʻi he 
housí ke tokoni ki hono fakahoko ha siviʻi pe ʻoku 
kākā ʻa e ʻekitivitií.

3.	 Kapau ʻe fie maʻú feinga ke tānaki ha tatau ʻo e 
failé ki he ʻensinia fakafokí ke fakapapauʻi pe ʻoku 
moʻoni.

Ngaahi Maʻuʻanga Fakamatalá:
https://www.elastic.co/guide/en/security/current/
process-execution-from-an-unusual-directory.html

Faʻu Tohí: ACSC ʻa e ASD
ʻAho: 2024/06/19
Tuʻunga: fakaangaanga
Ngaahi teekí:

	Ɠ tlp.green
	Ɠ classification.au.official
	Ɠ attack.execution

Maʻuʻanga Fakamatala Loká:

	� 	fakakalakalasí: process_creation
	� 	koloá: windows
ʻIloʻí:
	� 	temp:

	� 	Image|startswith: 'C:\\Windows\\Temp\\'
	� 	common_temp_path:

	� 	Image|re|ignorecase: 'C:\\Windows\\Temp\\\
{[a-fA-F0-9]{8}-([a-fA-F0-9]{4}-){3}[a-fA-F0-9]
{12}\}\\'

	� 	system_user:
	� 	Taha Ngāue ʻAkí:

	- 'SYSTEM'
	- 'NETWORK SERVICE'

https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details
https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html

https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html
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	� dismhost:
	� Image|endswith: 'dismhost.exe'

	� known_parent:
	� ParentImage|endswith:

	- '\\esif_uf.exe'
	- '\\vmtoolsd.exe'
	- '\\cwainstaller.exe'
	- '\\trolleyexpress.exe'

	� tuʻunga: temp and not (common_temp_path or 
system_user or dismhost or known_parent)

Ngaahi positivi loi:

	Ɠ Kuo ʻiloʻi ha ngaahi polokalama ʻaotita  
ʻi he lisi fakangofuá ʻoku nau ngāue ʻaki  
ʻa e ngaahi fekau mei he Temp.

	Ɠ ʻE pau ke ʻi ai moʻoni ʻi he Temp ha 
fokotuʻutuʻu ʻo e ngaahi polokalama kamatá 
mo kinautolu tenau kamataʻí, ko ia ai  
ʻe ʻaonga ke vakaiʻi ʻa e mafola ʻa e 
ʻulunganga ni ʻi ha netiueka ʻoku puleʻi  
(pea pe ʻe lava pe ʻikai ʻo fakaʻatā) kimuʻa  
pea fokotuʻutuʻu ʻa e lao ni.

Levolo: maʻulalo

Hingoá: World Writable 
Execution - Non-Temp  
System Subdirectory
ID: 5b187157-e892-4fc9-84fc-aa48aff9f997

Fakamatala: ʻIloʻi ʻa e fakahoko ʻo e founga ngaue 
mei ha world writabe location ʻi ha tailekitulī siʻi ʻo e 
tuʻuʻanga ʻinisitolo Windows OS .

Puipuituʻá:
ʻOku vakai fakapatonu ʻa e lao ko ʻení ki hono fakahoko 
ʻo e ngaahi tailekitulī out of world writeable ʻi loto ʻi he 
C:\ pea tautefito ki he C:\Windows\*, ʻo ʻikai kau ki ai ʻa 
e C:\Windows\Temp (ʻa ia ʻoku ngāue ʻaki lahi ange ʻe 
he ngaahi polokalama ʻikai fakatuʻutāmakípea ko ia ko 
ha meʻa fakaʻilonga ʻoku siʻi ange ʻene fakapapauʻi ha 
ngāue kākā).
ʻOku ʻikai fakakau ʻa e ngaahi folder AppData kapau 
ʻoku ngāue ʻaki ha faile ko e SYSTEM – ko ha founga 
ʻikai fakatuʻutāmaki eni ʻa ia ʻoku fakahoko ʻaki ʻa e 
ngaahi faile polokalama fakataimí.
Hili hono fakakakato ʻa e peisilaini ki he fuofua 
netiueká mo hono ʻiloʻi ʻo e ngaahi fakahoko ʻikai 
fakatuʻutāmaki mei he ngaahi tuʻuʻanga ko ʻení, ʻoku 
totonu ko e lao ko ʻení ʻe tātaaitaha ke ngāue ʻaki. 
Fakatotolo:

1.	 Siviʻi ʻa e fakamatala ʻoku felāveʻi fakahangatonu 
mo e ngāue ʻaki ʻo e faile ko ʻení, ʻo hangē ko e 
koniteni ʻa e taha ngāue ʻakí, tuʻunga falalaʻangá 
ʻo e fakahokó, ʻekitivitī muimuiʻi ʻi he taimi pē ko 
iá mo e ngaahi ʻīmisi kuo ʻapulouti ʻe he failé.

2.	 Fakatotoloʻi ʻa e founga ngāue puipuituʻá, 
netiueká, failé mo e teita poupou kehe ʻi he 
housí ke tokoni ki hono fakahoko ha siviʻi pe  
ʻoku kākā ʻa e ʻekitivitií.

3.	 Kapau ʻe fie maʻú feinga ke tānaki ha tatau ʻo  
e failé ki he ʻensinia fakafokí ke fakapapauʻi pe 
ʻoku moʻoni.

Ngaahi Maʻuʻanga Fakamatalá:
https://gist.github.com/
mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://www.elastic.co/guide/en/security/current/
process-execution-from-an-unusual-directory.html

Faʻu Tohí: ACSC ʻa e ASD

ʻAho: 2024/06/19
Tuʻunga: fakaangaanga

Ngaahi teekí:
	Ɠ tlp.green
	Ɠ classification.au.official
	Ɠ attack.execution

Maʻuʻanga fakamatala loká:
	� fakakalakalasí: process_creation
	� koloá: windows
ʻIloʻí:
	� writable_path:

	� ʻĪmisí|ʻoku ʻi ai ʻa e:
	- ':\\$Recycle.Bin\\'
	- ':\\AMD\\Temp\\'
	- ':\\Intel\\'
	- ':\\PerfLogs\\'
	- ':\\Windows\\addins\\'
	- ':\\Windows\\appcompat\\'
	- ':\\Windows\\apppatch\\'
	- ':\\Windows\\AppReadiness\\'
	- ':\\Windows\\bcastdvr\\'
	- ':\\Windows\\Boot\\'
	- ':\\Windows\\Branding\\'
	- ':\\Windows\\CbsTemp\\'
	- ':\\Windows\\Containers\\'
	- ':\\Windows\\csc\\'
	- ':\\Windows\\Cursors\\'
	- ':\\Windows\\debug\\'
	- ':\\Windows\\diagnostics\\'
	- ':\\Windows\\DigitalLocker\\'
	- ':\\Windows\\dot3svc\\'
	- ':\\Windows\\en-US\\'
	- ':\\Windows\\Fonts\\'
	- ':\\Windows\\Globalization\\'
	- ':\\Windows\\Help\\'
	- ':\\Windows\\IdentityCRL\\'
	- ':\\Windows\\IME\\'
	- ':\\Windows\\ImmersiveControlPanel\\'
	- ':\\Windows\\INF\\'
	- ':\\Windows\\intel\\'
	- ':\\Windows\\L2Schemas\\'

https://gist.github.com/mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://gist.github.com/mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html

https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html
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	- ':\\Windows\\LiveKernelReports\\'
	- ':\\Windows\\Logs\\'
	- ':\\Windows\\media\\'
	- ':\\Windows\\Migration\\'
	- ':\\Windows\\ModemLogs\\'
	- ':\\Windows\\ms\\'
	- ':\\Windows\\OCR\\'
	- ':\\Windows\\panther\\'
	- ':\\Windows\\Performance\\'
	- ':\\Windows\\PLA\\'
	- ':\\Windows\\PolicyDefinitions\\'
	- ':\\Windows\\Prefetch\\'
	- ':\\Windows\\PrintDialog\\'
	- ':\\Windows\\Provisioning\\'
	- ':\\Windows\\Registration\\CRMLog\\'
	- ':\\Windows\\RemotePackages\\'
	- ':\\Windows\\rescache\\'
	- ':\\Windows\\Resources\\'
	- ':\\Windows\\SchCache\\'
	- ':\\Windows\\schemas\\'
	- ':\\Windows\\security\\'
	- ':\\Windows\\ServiceState\\'
	- ':\\Windows\\servicing\\'
	- ':\\Windows\\Setup\\'
	- ':\\Windows\\ShellComponents\\'
	- ':\\Windows\\ShellExperiences\\'
	- ':\\Windows\\SKB\\'
	- ':\\Windows\\TAPI\\'
	- ':\\Windows\\Tasks\\'
	- ':\\Windows\\TextInput\\'
	- ':\\Windows\\tracing\\'
	- ':\\Windows\\Vss\\'
	- ':\\Windows\\WaaS\\'
	- ':\\Windows\\Web\\'
	- ':\\Windows\\wlansvc\\'
	- ':\\Windows\\System32\\Com\\dmp\\'
	- ':\\Windows\\System32\\FxsTmp\\'
	- ':\\Windows\\System32\\Microsoft\\Crypto\\

RSA\\MachineKeys\\'
	- ':\\Windows\\System32\\Speech\\'
	- ':\\Windows\\System32\\spool\\drivers\\

color\\'
	- ':\\Windows\\System32\\spool\\PRINTERS\\'
	- ':\\Windows\\System32\\spool\\SERVERS\\'
	- ':\\Windows\\System32\\Tasks_Migrated\\

Microsoft\\Windows\\PLA\\System\\'
	- ':\\Windows\\System32\\Tasks\\'
	- ':\\Windows\\SysWOW64\\Com\\dmp\\'
	- ':\\Windows\\SysWOW64\\FxsTmp\\'
	- ':\\Windows\\SysWOW64\\Tasks\\'

	�

	� appdata:
	� ʻĪmisí|ʻoku ʻi ai ʻa e: '\\AppData\\'
	� Taha Ngāue ʻAkí: 'SYSTEM'

	� tuʻunga: writable_path and not appdata
Ngaahi positivi loi:
Kuo ʻiloʻi ha ngaahi polokalama ʻaotita ʻi he lisi 
fakangofuá ʻoku nau ngāue ʻaki ʻa e ngaahi fekau  
mei he ngaahi tailekitulī ko ʻení.

ʻOku fakapotopoto ke tuʻu ʻa e ngaahi tohi mo e 
naunau fakaʻetimini kuo ngāue ʻaki ʻi he (ngaahi)  
ʻātakai puleʻí ʻi he taha ʻo e ngaahi tailekitulī ko  
ʻení pea ʻoku totonu ke ngāue tahataha atu ki ai.
Lēvolo: maʻōlunga

Hingoá: World Writable 
Execution - Users
ID: 6dda3843-182a-4214-9263-925a80b4c634
Fakamatala: ʻIloʻi ʻa e ngāue ʻaki ʻo e founga ngāué 
mei he C:\Users\Public\* mo e ngaahi world writable 
folders kehe ʻi loto ʻi he Users.
Puipuituʻá:
ʻOku ʻikai fakakau ʻa e ngaahi folder AppData kapau 
ʻoku ngāue ʻaki ha faile ko e SYSTEM – ko ha founga 
ʻikai fakatuʻutāmaki eni ʻa ia ʻoku fakahoko ʻaki ʻa  
e ngaahi faile polokalama fakataimí.

Fakatotolo:
1.	 Siviʻi ʻa e fakamatala ʻoku felāveʻi fakahangatonu 

mo e ngāue ʻaki ʻo e faile ko ʻení, ʻo hangē ko e 
koniteni ʻa e taha ngāue ʻakí, tuʻunga falalaʻangá 
ʻo e fakahokó, ʻekitivitī muimuiʻi ʻi he taimi pē ko 
iá mo e ngaahi ʻīmisi kuo ʻapulouti ʻe he failé.

2.	 Fakatotoloʻi ʻa e founga ngāue puipuituʻá, 
netiueká, failé mo e teita poupou kehe ʻi he 
housí ke tokoni ki hono fakahoko ha siviʻi pe  
ʻoku kākā ʻa e ʻekitivitií.

3.	 Kapau ʻe fie maʻú feinga ke tānaki ha tatau  
ʻo e failé ki he ʻensinia fakafokí ke fakapapauʻi  
pe ʻoku moʻoni.

Ngaahi Maʻuʻanga Fakamatalá:
https://www.elastic.co/guide/en/security/current/
process-execution-from-an-unusual-directory.html

Faʻu Tohí: ACSC ʻa e ASD
ʻAho: 2024/06/19
Tuʻunga: fakaangaanga
Ngaahi teekí:

	Ɠ tlp.green
	Ɠ classification.au.official
	Ɠ attack.execution

Maʻuʻanga fakamatala loká:
	� fakakalakalasí: process_creation
	� koloá: windows

https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html

https://www.elastic.co/guide/en/security/current/process-execution-from-an-unusual-directory.html
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ʻIloʻí:

	� niʻihi ngāue ʻakí:
	� ʻĪmisí|ʻoku ʻi ai ʻa e:

	- ':\\Users\\All Users\\'
	- ':\\Users\\Contacts\\'
	- ':\\Users\\Default\\'
	- ':\\Users\\Public\\'
	- ':\\Users\\Searches\\'

	� appdata:
	� ʻĪmisí|ʻoku ʻi ai ʻa e: '\\AppData\\'
	� Taha Ngāue ʻAkí: 'SYSTEM'

	� tuʻunga: niʻihi ngāue ʻakí kae ʻikai ko e appdata
Ngaahi positivi loi:

	Ɠ ʻOku fakapotopoto ke tuʻu ʻa e ngaahi tohi 
mo e naunau fakaʻetimini kuo ngāue ʻaki  
ʻi he (ngaahi) ʻātakai puleʻí ʻi he Public pe  
ha tailekitulī pea ʻoku totonu ke ngāue 
tahataha atu ki ai.

Lēvolo: mitiume

Ngaah Fakasiʻisiʻi Uesiá
Logging
Lolotonga ʻa e ngaahi fakatotolo ʻa e ACSC ʻa e ASD,  
ko ha kaveinga angamaheni naʻa ne holoki ʻa e ʻaonga 
mo e vave ʻo e ngaahi feinga fakatotoló ko e siʻisiʻi  
ʻo ha fakamatala loka ʻoku kakato mo fakahisitōlia  
ʻi ha ngaahi ʻēlia kau ai ʻa e ngaahi loka kole ʻa e seeva 
uepisaití, loka ʻo e ʻiveni Windows mo e ngaahi loka  
ʻo e polokisī ʻinitanetí. 

ʻOku fokotuʻu atu ʻe he ACSC ʻa e ASD ke toe vakaiʻi 
mo ngāue ʻaki ʻenau fakahinohino ʻi he Windows 
Event Logging and Forwarding kau ai ʻa e Windows 
Event Logging Repository mo e Information Security 
Manual’s Guidelines for System Monitoring, ke fakakau 
ai ʻa e centralizing logs mo e retaining logs ki ha vahaʻa 
taimi feʻunga.

Puleʻi ʻo e ngāue 
fakatahatahaʻí
Fakatahatahaʻi taimi totonu ʻa e kotoa ʻo e ngaahi 
meʻangāue mo e sēvesi kuo fakahaá, kau ai ʻa e ngaahi 
seeva uepisaití, polokalama ʻinitanetí, mo e ngaahi 
gateway ki he aʻu mei he mamaʻó. Vakaiʻi ke ngāue ʻaki 
ʻa e sistemi puleʻi ʻo e ngāue fakatahatahaʻi fakalukufuá 
ke ʻotomētiki mo fakavaveʻi ʻa e founga ngāué. ʻOku 
fokotuʻu atu ʻe he ACSC ʻa e ASD ʻa hono ngāue ʻaki ʻo 
e ISM’s Guidelines for System Management, tautefito, 
ki he ngaahi maluʻi ʻo e Sistemi Ngāue Fakatahatahaʻí 
kapau ʻoku ala ngāue ʻaki.

Ko e lahi taha ʻo e ngaahi ngāue ʻohofi kuo ngāue  
ʻaki ʻe he taha ngāue koví naʻe ʻilo lahia pea naʻe  
ʻi ai ʻa e ngaahi fakatahatahaʻi pe fakasiʻisiʻi uesia  
naʻe maʻu. ʻOku totonu ke fakapapauʻi ʻoku ngāue  

ʻaki ʻa e ngaahi fakatahatahaʻi maluʻí pe fakasiʻisiʻi uesiá 
ki he faʻunga meʻangāue internet facing ʻi loto ʻi he 
houa ʻe 48, pea kapau ʻe lava, ke ngāue ʻaki ʻa e ngaahi 
tatau fakamuimuitaha ʻo e polokalamá mo e ngaahi 
operating systems. 

Fakakongokonga  
ʻo e netiueká
ʻE lava ʻe he fakakongokonga ʻo e netiueká ʻo ngaohi 
ke faingataʻa lahi ange ki he ngaahi fakafepakí ke ʻiloʻi 
mo maʻu ʻa e aʻu ki he teita pelepelengesi ʻa e kautahá. 
Ngaahi konga netiueka ke fakangatanagata pe poloka 
ʻaki ʻa e ngaʻunu ʻi he netiueka tatau ʻaki hono taʻofi ʻo 
e tulēfiki ʻi he vahaʻa ʻo e ngaahi komipiutá tukukehe 
kapau ʻoku fie maʻu ia. ʻOku totonu ke toki lava pē 
ke puleʻi ʻa e ngaahi seeva mahuʻinga ʻo hangē ko e 
Active Directory mo e ngaahi seeva fakamoʻoniʻi kehé 
mei ha ngaahi seeva ʻi he vahaʻá ʻoku fakangatangata 
hono lahí pe ha ngaahi ʻseeva punáʻ. ʻOku totonu 
ke muimuiʻi ofi ʻa e ngaahi seeva ko ʻení, ʻoku malu 
pea fakangatangata ko hai ʻa e niʻihi ngāue ʻaki mo e 
ngaahi meʻangāue ʻoku lava ke fakahoko kia kinautolú.

Neongo ʻa e ngaahi meʻa kuo hoko ʻa ia kuo ʻiloʻi ai 
hono taʻofi ʻo e ngaʻunu ʻi he netiueka tataú, ʻe lava  
ʻe he fakakongokonga makehe ʻo e netiueká toe 
fakalahi ʻa e fakangatangata ki he lahi ʻo e teita  
ʻoku lava ʻa e kakai ngāue koví ke aʻu ki ai mo toʻó. 

Ngaahi fakasiʻisiʻi uesia makehé
Naʻe fokotuʻu atu foki ʻe he ngaahi kautaha faʻu tohí ʻa 
e ngaahi fakasiʻisiʻi uesia ko ʻení ke tauʻi ʻaki ʻa e APT40 
mo e ngāue ʻaki ʻe he niʻihi kehé ʻa e ngaahi TTP ʻi laló.

•	 Tamateʻi ʻa e ngaahi netiueka sēvesi ʻikai ke 
ngāue ʻakí pe ʻoku ʻikai ke fie maʻú, ngaahi pootí 
mo e laó. 

•	 Ngāue ʻaki ʻa e ngaahi polokalama firewall 
ʻinitaneti (WAFs) ke maluʻi ʻa e ngaahi seeva 
uepisaití mo e ngaahi polokalamá.

•	 Ngāue ʻaki ʻa e totonu siʻisiʻi tahá ke 
fakangatangata ʻaki ʻa e aʻu ki he ngaahi seevá, 
vahevahe fakaʻilekitulōnika ʻo e failé, mo e 
ngaahi naunau kehé.

•	 Ngāue ʻaki ʻa e fakamoʻoniʻi multi-factor (MFA) 
mo e ngaahi ʻakauni sēvesi ʻoku puleí ke faʻu 
ke faingataʻa ange ke ʻiloʻi mo toe ngāue ʻaki 
ʻa e ngaahi fakaikiiki fakaʻilongaʻí. ʻOku totonu 
ke ngāue ʻaki ʻa e MFA ki he kotoa ʻo e ngaahi 
sēvesi ʻoku lava ʻo aʻu ki ai ʻi he ʻinitanetí mei he 
mamaʻó, kau ki ai ʻa e:

	▫ ʻĪmeili ʻi he ʻinitanetí mo ia ʻoku ʻi he cloud
	▫ Ngaahi peletifoomu fengāueʻaki
	▫ Ngaahi fehokotaki ʻi he netiueka tāutahá
	▫ Ngaahi sēvesi remote desktop

•	 Fakafetongi ʻa e meʻangāue kuo maté.

https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/windows-event-logging-and-forwarding
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/windows-event-logging-and-forwarding
http://www.github.com/Australiancybersecuritycentre/windows_event_logging/
http://www.github.com/Australiancybersecuritycentre/windows_event_logging/
http://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-system-monitoring
http://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-system-management
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Table 1. Ngaahi Founga Fakasiʻisiʻi Uesia/Ngaahi Founga

TTP Ngaahi Founga Fakasiʻisiʻi Uesia Mahuʻinga ʻe Valu Ngaahi Puleʻi ISM

Fuofua Aʻú
T1190
Ngāue ʻohofi ʻo e Polokalama 
Public-Facing 

Ngaahi polokalama fakatahatahaʻí
Fakatahatahaʻi ʻo e ngaahi operating system
Founga Fakamoʻoniʻi Multi-Factor 
Puleʻi ʻo e polokalamá

ISM-0140
ISM-1698
ISM-1701
ISM-1921
ISM-1876
ISM-1877
ISM-1905

Ngāue ʻaki
T1059
Fekau mo e Fakatonulea 
Scripting

Puleʻi ʻo e Polokalamá
Fakangatangata ʻa e ngaahi Microsoft Office macro
Fakangatangata ʻo e ngaahi totonu aʻu ʻa e ʻetiminí

ISM-0140
ISM-1490
ISM-1622
ISM-1623
ISM-1657
ISM-1890

Matauhi ʻo e Aʻú
T1505.003
Konga Fakapolokalama ʻo e 
Seevá: Web Shell

Puleʻi ʻo e Polokalamá
Fakangatangata ʻo e ngaahi totonu aʻu ʻa e ʻetiminí

ISM-0140
ISM-1246
ISM-1746
ISM-1249
ISM-1250
ISM-1490
ISM-1657
ISM-1871

Fuofua Aʻú / Fakalahi ki he 
Totonu ke Aʻú / Matauhi ʻo e Aʻú
T1078
Ngaahi ʻAkauni Vēliti 

Fakatahatahaʻi ʻo e ngaahi operating system
Founga Fakamoʻoniʻi Multi-Factor 
Fakangatangata ʻo e ngaahi totonu aʻu ʻa e ʻetiminí
Puleʻi ʻo e polokalamá 
User application hardening

ISM-0140
ISM-0859
ISM-1546
ISM-1504
ISM-1679

Ki ha fakatotolo fakalukufua makehe mo ha faleʻi fakasiʻisiʻi uesia, kātaki ʻo kumi tokoni ki he ngaahi vahe ki he 
Fakasiʻisiʻi Uesiá mo e Fakatotoló ʻi he peesi uepisaiti ki he foungá ʻa e MITRE ATT&CK ki he ngaahi founga takitaha 
kuo ʻiloʻi ʻi he fakamāʻopoʻopo ʻa e MITRE ATT&CK ʻi he ngataʻanga ʻo e faleʻi ko ʻení.

Fakamatala Fakaʻataʻatā
Ko e fakamatala ‘i he lipooti ni ‘oku ‘oatu ia “’o hangē pē koiá” ‘i he ‘uhinga fakahinohino pē. ʻOku ʻikai fakangofua 
ʻe he ngaahi kautaha faʻu tohí ha kautaha fakakomēsiale, ha koloa, kautaha, pe sēvesi, kau ai ha ngaahi kautaha, 
koloa, pe sēvesi ʻoku fakafehokotaki ki ai ʻi loto ʻi he tohi ngāue ko ʻení. Ko ha lave ki ha ngaahi kautaha komēsiale 
pau, ngaahi koloa, founga ngāue, pe ha ngaahi sēvesi ʻe he maaka sēvesí, fakaʻilonga fefakatauʻakí, taha foʻu koloa 
pe ha taha kehe mei ai, ʻoku ʻikai ke kau pe ʻe fakahā mahino ai ha fakangofua, fakaongoongolelei, pē ha saiʻia ʻa e 
ngaahi kautaha faʻu tohí.

ʻOku fakaʻilongaʻi ʻa e tohi ngāue ko ʻení ko e TLP:CLEAR. ʻOku ʻikai fakangatangata ʻa e fakahaá. ʻE ala ngāue 
ʻaki ʻe he ngaahi maʻuʻanga talá ʻa e TLP:CLEAR ʻi hono ʻave holo ʻe he fakamatalá ʻa e faingamālie ʻoku siʻisiʻi 
pe ʻikai ke ngāue hala ʻaki, ʻo fakatatau mo e ngaahi lao ʻe ala ngāue ʻakí mo e ngaahi founga ngāue ki hono 
fakahā, fakapuleʻangá. Fakatatau ki he ngaahi lao tuʻupau ʻo e totonu ki he hiki tataú, ʻe ala tufaki ʻa e fakamatala 
TLP:CLEAR ʻo ʻikai fakangatangata. Ki ha fakamatala lahi ange ʻo kau ki he Traffic Light Protocol, vakai ki he  
cisa.gov/tlp

https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/mitigations/enterprise
https://attack.mitre.org/mitigations/enterprise
https://cisa.gov/tlp
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Ngaahi Nouti



Fakamatala Fakaʻataʻatā
Ko e ngaahi fakamatala ʻi he tohi fakahinohino ko ʻení ʻoku natula fakalukufua pea  
ʻoku ʻikai totonu ke lau koha fale’i fakalao ia pe fakafalala ki ai ka ʻi ai ha fa’ahinga me’a 
pe ha meʻa fakafokifā ʻe hoko. ʻI ha meʻa mahuʻinga, ʻoku tonu ke ke fekumi ki ha fale’i 
fakapolofesinale totonu mo tauʻātaina ʻo felāveʻi mo e ngaahi tuʻunga ʻoku ke ʻi aí.
ʻE ʻikai ke tali ʻe he Kominiuelí ha fatongia pe ha moʻuá koeʻuhi ko ha maumau, mole 
pe fakamole ʻe hoko koeʻuhi ko ha fakafalala ʻi he fakamatala ʻoku ʻoatu ʻi he tohi 
fakahinohino koeni. 
Totonu ki he Hiki Tataú
© Kominiueli ʻo ʻAositelēlia 2025
Tukukehe ʻa e Silá mo ha feitu’u kehe ʻoku tu’u ai, ko e ngaahi fakamatala kotoa ʻoku 
tuku atu ʻi he tohí ni ʻoku fakamalumalu ia ʻi he Creative Commons Attribution 4.0 
International licence | creativecommons.org.

Ke ʻoua ʻe ʻi ai ha veiveiua, ko e ʻuhinga eni, ʻoku ngāue ʻaki pē ʻa e laiseni ko ʻení  
ki he ngaahi meʻa ʻoku ʻoatu ʻi he tohi ngāue ko ʻení.

ʻOku ʻatā ʻa e ngaahi fakaikiiki ʻo e ngaahi makatuʻunga takitaha ʻi he uepisaiti  
ʻa e Creative Commons ʻo hangē ko e Tuʻutuʻuni Fakalao ki he laiseni CC BY 4.0 | 
creativecommons.org.

Ngāue ʻaki ʻo e Silá
ʻOku fakaikiiki ʻa e ngaahi tuʻunga ʻa ia ʻe lava ʻo ngāue ʻaki ai ʻa e Silá ʻi he Potungāue  
ʻa e Palēmiá mo e uepisaiti Kapinetí Fakamatala mo e Ngaahi Fakahinohino ʻa e Sila  
ʻo e Kominiuelí | pmc.gov.au.

Ki ha fakamatala lahi ange, pē ke lipōti ha meʻa kau ki he malu 
fakaʻilekitulōniká, fetuʻutaki mai kia kimautolu: 

cyber.gov.au | 1300 CYBER1 (1300 292 371)
‘Oku lava ke ngaue‘aki ‘a e fika ko‘eni pē ‘i ‘Aositelēlia.

https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/legalcode.en
https://creativecommons.org/licenses/by/4.0/legalcode.en
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