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Tong quat

Boi canh

Khuyén cdo nay, do Trung tdm An ninh Mang Uc
truc thudc Téng cuc Tin hiéu Uc (ASD’s ACSC), Co
guan An ninh Mang va Ha tang Co s& Hoa Ky (CISA),
Co quan An ninh Quoéc gia Hoa Ky (NSA), Cuc biéu
tra Lién bang Hoa Ky (FBI), Trung tdm An ninh Mang
Quoc gia Vuong quoc Anh (NCSC-UK), Trung tam
An ninh Mang Gia Na bai (CCCS), Trung tam An
ninh Mang Quéc gia Tan Tay Lan (NCSC-NZ), Co
quan Tinh bao Lién bang Bdc (BND) va Van phong
Lién bang Bao vé Hién phéap (BfV), Co quan Tinh
bao Quéc gia Han Quoc (NIS) va Trung tdm An ninh
mang Quéc gia truc thudc NIS, cling v&i Trung tam
San sang va Chién lugc Béi pho Van dé Mang Quéc
gia Nhat Ban (NISC) va Co quan Canh sat Qudc gia
Nhat Ban (NPA) - sau day dugc goi chung la “cac co
guan soan thao” - nham phac thao maéi de doa hién
tai d6i vé&i cac hé théng mang ludi ciia Uc tir mot
nhém tac nhan mang do nha nuéc Cong hoa Nhan
dan Trung Hoa (PRC) bdo trg. Khuyén cdo nay dua
trén su hiéu biét chung clia cac ca quan soan thao
vé mdi de doa, cling nhu cac cudc diéu tra d6i phd
van dé do Trung tdm An ninh Mang Uc tryc thudc
Téng cuc Tin hiéu Uc (ASD’s ACSC) thuc hién.

Nhom tac nhan mang dugc nha nudc Cong hoa
Nhan dan Trung Hoa (PRC) bdo trg trudc day da
nham vao cac t6 chirc & nhiéu qudc gia khac nhau,
bao gdbm c& Uc va Hoa Ky, va cac kj thuat dugc néu
dudi day thudng xuyén dugc cac tac nhan khac cling
do nha nudc Cong hoa Nhan dan Trung Hoa bao

trg sir dung trén toan cau. Do dd, cac co quan soan
thao tin rang nhém nay, cling vdi cac k¥ thuat tuong
tu, van 1a mdi de doa dé&i va&i hé thdng mang Iudi cla
quéc gia ho.

Cac co quan soan thao danh gia rang, nhom nay
thuc hién cac hoat ddng mang ddc hai thay mat cho
B& An ninh Quéc gia Trung Quédc (MSS). Cac hoat
ddéng va ky thuat clla nhém nay trung lap vdi nhing
nhom dang dugc theo déi mang tén ‘M6i Pe doa
Lién tuc Nang cao 40’ (Advanced Persistent Threat -
APT 40) (con dugc biét dén vdi cac tén goi khac nhu
Kryptonite Panda, GINGHAM TYPHOON, Leviathan
va Bronze Mohawk trong cac phuc trinh ctia nganh).
Nhém nay trudc day da dugc trinh bao ¢é tru sa tai
Hai Khau, tinh Hai Nam, Cong hoa Nhan dan Trung
Hoa (PRC) va nhan nhiém vu tlr B4 An ninh Quéc
gia Trung Qudc (MSS), cu thé 1a Bo An ninh Quéc
gia tinh Hai Nam.2 Khuyén cdo sau day dua ra mot
s6 vi du dién hinh vé cac ky thuat ma déi tugng nay
da str dung trong thurc té doi véi hai hé théng mang
ludi cdia nan nhan. Cac trudng hgp nghién clru dién

hinh nay c6 y nghia quan trong d6i véi cac chuyén
gia an ninh mang trong viéc nhan ra, ngan chan va
khac phuc cac cudc xdm nhap do nhdém APT40 thurc
hién nham vao hé théng mang Iudi cda chinh ho.
Cac truong hgp nghién ctru dién hinh dugc chon,

la nhirng nghién ctru da thuc hién bién phap khac
phuc phu hop, gidp giam nguy ca bj tdc nhan nay,
hoac nhirng tac nhan khac tai khai thac. Do do, cac
trudng hgp nghién ctru dién hinh thuang 1a ci hon
dé bao dam cac t6 chirc c6 dd thai gian can thiét dé
khac phuc.

Tom tat hoat dong

Nhém APT40 da nhiéu 1an nham vao céac hé théng
mang luéi ctia Uc cling nhu cac hé théng mang Iudi
cla chinh phd va lanh vuc tu nhan trong khu vueg, va
moi de doa ma chdng gay ra cho cac hé thdng mang
ludi cha ching ta van dang ti€p dién. Cac ky thuat
dugc mo ta trong ban khuyén cao nay van dugc sir
dung thuong xuyén doi véi cac hé thong mang luéi
ctia Uc.

DPang chd y, APT40 c6 kha nang nhanh chéng
chuyén déi va thich &ng dé khai thac Chirng-minh
Khai-niém (Ia mét su chimng minh cho thdy mot 16
hong hoac diém yéu bdo mat c6 thé bj khai thac -
Proof-of-concept - POC) vé cac 16 héng mai, va ngay
lap tirc sir dung ching dé tan cong cac hé thong
mang ludi muc tiéu s& hiru ha tang co sd clia 16
hong d6. APT40 thudng xuyén tién hanh do tham
cac hé théng mang ludi ho dé y tdi, bao gbm ca cac
hé théng mang ludi tai qudc gia cda cac co quan
soan thao, nham tim kiém cg hdi xdm nhap muc
tiéu. Viéc do tham thudng xuyén giup nhém nay
xac dinh cac thiét bi nao dé bij tan cong, da hét han
s dung, hodc khéng con dugc bao tri trén cac hé
théng mang lugi dang quan tam va nhanh chéng
khai thac cac 16 héng d6. APT40 lién tuc thanh céng
trong viéc khai thac cac 16 héng ké tir dau nam 2017.

APT40 nhanh chéng khai thac cac 16 héng vira dugc
cong b6 trong nhitng phan mém phé bién nhu Log4)
(CVE-2021-44228), Atlassian Confluence (CVE-2021-
31207, CVE-2021-26084) va Microsoft Exchange
(CVE-2021-31207; CVE-2021-34523; CVE-2021-
34473). Trung tdm An ninh Mang Uc truc thudc Téng
cuc Tin hiéu Uc (ASD’s ACSC) va céc co quan soan
thdo du dodn rang nhém nay sé tiép tuc sir dung
POC cho nhirng 16 héng nghiém trong mai trong
vong vai gid, hoac vai ngay sau khi 16 hong dugc
céng bé réng rai.

2 B& Tu phap Hoa Ky. Nam 2021. B6n Céng dan Trung Quéc Lam viéc v6i B An ninh Quéc gia bi Budc t6i trong Chién dich Xam nhap May Vi tinh

Toan cau Nham vao S& hiru Tri tué va Théng tin Kinh doanh Bi mat, Bao gdm cac Nghién cru vé Bénh Truyén nhiém.
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https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-charged-global-computer-intrusion
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/CVE-2021-26084
https://nvd.nist.gov/vuln/detail/cve-2021-31207
https://nvd.nist.gov/vuln/detail/CVE-2021-34523
https://nvd.nist.gov/vuln/detail/CVE-2021-34473
https://nvd.nist.gov/vuln/detail/CVE-2021-34473

Hinh 1. So d6 luéng TTP (Chién thuat, Ky thuat va Phwong sach) cho hoat déng ciia nhém APT40

Chi huy va diéu khién

+ Giao thirc mang va email &
tang I1&p Ung dung

+ Cacdich vu mang cling
dugc sir dung dé tuong tac
vdi Web Shells

Quyén Truy cap Ban dau
Khai thac cac ung dung c6
T két néi vai internet
|
|
|
\
\

Né tranh Phong tha
Xba dau vét, lam réi tap ho so,
nguy trang va vo hiéu héa cac hé
théng phong thi

Nhém nay cé vé ua thich viéc khai thac cac ha tang co
sd cong khai ¢4 16 hng, hon 13 str dung cac k¥ thuat
doi hdi sur tuong tac clia ngudi str dung, chang han nhu
cac chién dich Iira ddo qua email (phishing). Ho cling
dat uu tién cao cho viéc thu thap thong tin xac thuc
hogp |é dé gilip cho nhiéu hoat déng ti€p theo. APT40
thuong xuyén st dung web shells (Ia mét tap 1énh doc
hai dugc tai lén may chd mang, cap cho ké tan céng
quyén diéu khién tir xa) (T1505.003) dé duy tri quyén
truy cap lau dai, dac biét la vao giai doan dau clia vong
doi xam nhap. Thong thuong, sau khi truy cap ban dau
thanh céng, APT40 tap trung vao viéc dit nén méng dé
duy tri quyén truy cap vao mdi truong clia nan nhan.
Tuy nhién, vi qua trinh duy tri quyén truy cap lau dai
dién ra & giai doan dau clia mot cudc xam nhap, do doé
no 6 thé bi phat hién trong hau hét cac vu tan céng

- bat k€ murc dé bi xam pham, hay cac thuc hanh tiép
theo cé dugc thuc hién hay khéng.

Ky thuat tan cong dang
chuay

Mac du trudc day APT40 da sr dung cac trang mang
clia Uc d3 bi xam nhap lam méay cha chi huy va diéu
khién (C2) cho cac hoat déng ctia minh, nhém nay gid

day da thich nghi va bién déi ky thuat nay (T1594).

APT40 d3 ndm bat xu hudng toan cau trong viéc st
dung cac thiét bi bj xdm nhap, bao gom ca cac thiét bj

Ap dung Web Shell dé truy
cap vao ha tang co sd bi

'I Truy cdp va Kham pha Thong tin Xac thuc
1 + Caclénh cha hé théng dugc sir dung dé thu
! thap théng tin vé hé théng, tai khoan, tén

: mién, mang va kha nang két noi

! + Nhiéu phuong phap khac nhau dugc sir
|
v

- - ——— -

dung dé xam pham théng tin xac thuc

Thuc hién & Duy tri
truy cap

Di chuy&n Hang ngang & Thu !
thap dir liéu !

St dung cac Dich vu Tlr Xa bao
goém Giao thirc May tinh Tirxa 1
xam nhap (Remote Desktop Protocol - RDP) :
|

]

va SMB/Windows Shares

Panh cap Dir liéu
Danh cép DT liéu théng
qua Ha tang Ca s& Chi huy
va biéu khién hién cé

cho van-phong-nhd, hodc van-phong-tai-nha (small-
office/home-office - SOHO), lam ha tang co s& hoat
déng va cac bd chuyén-huéng cudi-cung (last-hop
redirectors) (T1584.008) cho cac hoat déng tai Uc. Xu
huéng nay da gilp cac co quan soan thdo xac dinh rd
hon va theo ddi cac hoat dong clia nhém nay.

Nhiéu thiét bi SOHO nay da hét vong dgi str dung, hodc
chua dugc cdp nhat ban va, trd thanh muc tiéu dé bi
khai thac bang ky thuat N-day. Mot khi bj xam nhap,
cac thiét bj SOHO trd& thanh diém khdi dau cho cac
cudc tan cong dugc thiét k& dé hoa nhap véi luu lugng
hop phap, gy khé khan cho cac chuyén gia bao vé ¢
nhiém vy bdo vé hé théng mang ludi (T1001.003).

Ky thuat nay cling thudng xuyén dugc cac nhdm tac
nhan khac cling do nha nudc Trung Qudc tai trg trén
toan cau sir dung, va cac co quan tac gia xem day la
mot moi de doa chung. DE biét thém théng tin, xin hay
tham khdo cac khuyén cao chung Cac Tac nhan Mang
do Nha nudéc Cdng hda Nhan dan Trung Hoa Tai trg
Khai thac Nha Cung cap Hé théng mang ludi va Thiét
biva Cac Tac nhan do Nha nudéc Cong hoa Nhan dan
Trung Hoa B&o trg Xdm nhép va Duy tri Quyén Truy cap
vao Ha tang Co s& Thiét yéu cda Hoa Ky.

APT40 ciling thinh thodng sir dung ha tang co s thug,
hoac mua lam ha tang ca s& chi huy va diéu khién C2
nhdm vao nan nhan trong cac hoat déng clia ho; tuy
nhién, k§ thuat nay dudng nhu dang cé xu hudng giam di.
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https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1594/
https://attack.mitre.org/techniques/T1584/008
https://attack.mitre.org/techniques/T1001/003/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-158a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a

Ccong cu

Trung tdm An ninh Mang Uc truc thudc Téng cuc Tin
hiéu Uc (ASD’s ACSC) dang chia sé mot s6 ho so doc
hai dugc xac dinh trong cac cubc diéu tra dugc néu
dudi day. Cac tap ho so nay da duogc tai lén VirusTotal
(VirusTotal - la dich vu truc tuyén mién phi phan tich
cac tap ho so va URL dang nghi ngd dé phat hién
phan mém doc hai va ndi dung ddc hai khac) nham
giup cdng ddng phong thi hé théng mang ludi, va
an ninh hé théng mang ludi rong 16n hon hiéu rdé
hon vé cac moi de doa ma ho can phong chéng.

26a5a7e71a601be991073c78d513dee3 horizon.jsp

87c88f06a7464db2534bc78ec2b915de

Index_jsp$ProxyEndpoint$Attach.class

Nghién cru truwrong
hop dién hinh

Trung tdm An ninh Mang Uc truc thudc Téng cuc

Tin hiéu Uc (ASD’s ACSC) dang chia sé hai phuc trinh
diéu tra d& dugc 4n danh nham nang cao nhan thic
vé phuong thirc cac tdc nhan sir dung céng cy, va ky
thuat tan cong cla chdng.

Thong tin b sung

1 kB | Ma ngudn Java

597 B | Java Bytecode (la mot
ngdn nglr trung gian dugc

6a9bc68c9bc5cefaf1880ae6ffb1dOca

64454645a9a21510226ab29e01e76d39

€2175f91ce3da2e8d46b0639e941e13f

Index_jsp.class

Index_jsp.java

Index_jsp$ProxyEndpoint.class

tao ra tr ma nguon Java)
5 kB | Java Bytecode
5 kB | Ma ngudn Java

4 kB | Java Bytecode

9f89f069466b8b5c9bf25c9374a4daf8

Index_jsp$ProxyEndpoint$1.class

3 kB | Java Bytecode

187d6f2ed2c80f805461d9119a5878ac

Index_jsp$ProxyEndpoint$2.class

1 kB | Java Bytecode

ed7178cec90ed21644e669378b3a97ec

Nova_jsp.class

jsp$TomcatListenerMemShellFromThread.

7 kB | Java Bytecode

8 kB | Java Bytecode

Nova
5bf7560d0a638e34035f85cd3788e258

class
e02be0dc614523ddd7a28c9e9d500cff Nova_jsp.java
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15 kB | M& ngudn Java
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https://www.virustotal.com/gui/file/44369783a819a38909e89449495fb98c3f9ba07dd0d2fa55a24a560a89f21a86/details
https://www.virustotal.com/gui/file/b1cca678dbd6bd51e6e8e797b95dc3050a74f5fa8147603473d6229023f1eb1a/details
https://www.virustotal.com/gui/file/71f6b36bfddda2d3a506574991a44636f84df28f9350e7856d1cc8af07cdd821/details
https://www.virustotal.com/gui/file/97daa26c59e0e151f66872147ccd30dd1815bc6e63ec40c288130c6e8a6ea992/details
https://www.virustotal.com/gui/file/1a2282cc4c13bd24b2ca20c494cacbd283fbdcc4864d9cde26ea55db800f4dda/details
https://www.virustotal.com/gui/file/0e3324587a07df499e97b58076a94e86bf5598cc6d9606c2dcee3941175ff043/details
https://www.virustotal.com/gui/file/2aad0f8b439c3824d51871a0744c0e2f578277e0ec73effe5a24c49d8048bc74/details
https://www.virustotal.com/gui/file/882f39945974aa5fc6005bf646ee3ab21bf69de12985d6ad8cc497dbfe520728/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/b271e74ed44c3c405da858f29b6dfd4a99658dcac7bc83938079ad0dbbdf1b66/details
https://www.virustotal.com/gui/file/7c7acd87b47d405da4d6efa2c43599148e12c094970ba198905f0a165d79a78f/details
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Nghién ciru trwong
hop dién hinh 1

Phuc trinh nay da dugc an danh nham cho phép pho bién réng
rdi hon. T6 chirc bi dnh hudng ké tir day dugc goi la 't6 chirc'.
Mot sb chi tiét cu thé d3 duoc lugec bd dé bado vé danh tinh cda
nan nhan va cac phuong phap déi phé van dé cdia Trung tam An
ninh Mang Uc truc thudc Téng cuc Tin hiéu Uc (ASD’s ACSC).

Ban tém tat chinh

Phuc trinh nay trinh bay cac phat hién tir cudc diéu
tra cGia Trung tdm An ninh Mang Uc truc thudc Téng
cuc Tin hiéu Uc (ASD’s ACSC) vé viéc hé théng mang
ludi clia td chirc d& bi xam nhap trong khoang thoi
gian tur thang 7 dén thang 9 nam 2022. Phuc trinh
diéu tra nay da dugc cung cap cho té chirc nham
tém tat cac hoat dong déc hai dugc quan sat thay va
dua ra cac khuyén cao dé khac phuc. Cac phat hién
cho thay vu xam nhép la do nhom APT40.

Vao gitta thang 8, Trung tdm An ninh Mang Uc truc
thudc Téng cuc Tin hiéu Uc (ASD’s ACSC) da thong
bao cho t6 chirc vé cac tuong tac doc hai véi hé
théng mang ludi clia ho, cac tuong tac nay cé thé
xuat phat tr mét thiét bi bi xdm nhap ma nhém

nay st dung vao cudi thang 8. Vdi su dong y cla to
chire, Trung tdm An ninh Mang Uc tryc thudc Téng
cuc Tin hiéu Uc (ASD's ACSC) &3 trién khai cac thiét
bi cdm bién dya trén may chd (host-based sensors)
cho cac may chti cé thé da bi anh huéng trong hé
théng mang ludi clia t6 chirc. Cac thiét bi cdm bién
nay giup cac nha phan tich dé doi pho véi van dé
clia Trung tdm An ninh Mang Uc truc thudc Téng cuc
Tin hiéu Uc (ASD’s ACSC) thuc hién mdt cudc didu tra
‘phép y k¥ thuat s&' toan dién. S&r dung dif liéu cdm
bién c6 san, cac nha phan tich cta Trung tdm An
ninh Mang Uc truc thudc Téng cuc Tin hiéu Uc (ASD's
ACSC) da thiét ké ra ban do6 hoat ddong clia nhém
nay, va tao ra mét dong thoi gian chi tiét vé cac su
kién dugc quan sat thay.

Turthang 7 dén thang 8, hoat ddng clia cac tac nhan
chinh duoc Trung tam An ninh Mang Uc truc thubc Tong
cuc Tin hiéu Uc (ASD's ACSC) quan sét thay bao gom:

*  xac dinh mdy chid (host enumeration), cho
phép tac nhan tu thiét ké ban d6 mang cla
riéng minh;

* sirdung web shell, tdc nhan da ldy dugc diém
truy cap ban dau vao hé thdng mang luéi va
kha ndng thyc hién lénh; va

* trién khai cac céng cu khac cho cadc muc dich
doéc hai.

Cudc diéu tra da phat hién bang chirng cho thay
mot lugng 1&n di liéu nhay cdm da bj truy cap, cung
véi bang ching cho thdy cac tac nhan da di chuyén
hang ngang trong hé théng mang ludi (11021.002).
Phan I6n cudc xam nhap dugc thuc hién dé dang

vi nhém nay ap dung nhiéu phuong phap (vector)
truy cap vao hé théng mang luéi, do cau trdc mang
bang phang, va viéc sir dung phan mém phat trién
noi bd khong an toan co thé dugc sir dung dé tai l1én
cac tap ho so tly y. D liéu bj lay di bao gom thong
tin xac thuc ddc quyén cho phép nhém dang nhap,
cling nhu théng tin hé théng mang ludgi cho phép
cac tac nhan lay lai quyén truy cap trai phép néu
phuong thirc truy cap ban dau bi ngan chan. Ngoai
nhirng cdng cu da co6 trén may bi khai thac ban dau,
khong phat hién thém cong cu ddc hai nao khac;
tuy nhién, viéc nhém nay c6 quyén truy cap vao cac
thong tin xac thuc hop 1€ va c6 dac quyén, cho thay
ho khéng can dén cong cu hé trg nao khac. Két luan
tlr cudc diéu tra cho thay t6 chirc nay rat cé thé da bi
APT40 ¢6 tinh nham vao, thay vi trd thanh nan nhan
mot cach tinh c& do mét 16 héng da dugc cong bé
rong rai.
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Két qua
dieu tra

Vao gilta thang 8 nam 2022, Trung tam An ninh Mang
Uc truc thudc Téng cuc Tin hiéu Uc (ASD’s ACSC)

da thong bao cho t6 chirc la mot dia chi IP doc hai
dugc xac nhan co thé cé lién quan dén mot nhom
tén cdng mang do nha nudc bao trg, dia chi IP doc
hai da tuong tac véi hé thdng mang lugi may vi tinh
cla to chirc trong khodng thai gian it nhat tir thang
7 dén thang 8. Thiét bi bi xdm nhap c6 thé thudc vé
mo&t doanh nghiép nhé hodc ngudi st dung tai nha.

Vao cuéi thang 8, Trung tdm An ninh Mang Uc truc
thudc Téng cuc Tin hiéu Uc (ASD’s ACSC) da trién
khai mét phan mém chuyén dung dua trén may cha
dén cac may chu trén hé théng mang ludi cla té
chire, va dua ra bang chirng vé viéc bi anh hudng bai
sy xam pham.

Mot s6 dit liéu (artefacts) c6 thé hiru ich cho qua
trinh diéu tra d3 khong c6 san do cdu hinh nhat ky
ghi chép (la qua trinh ghi chép lai cac su kién xay ra
trong hé théng may tinh hodc mang - logging) hoac
do thiét ké hé théng mang ludi clia té chirc. Mac du
vay, do su san sang cla td chirc trong viéc cung cap
tat ca dir liu hién co, da gilp cac chuyén gia déi pho
van dé clia Trung tdm An ninh Mang Uc truc thudc
Téng cuc Tin hiéu Uc (ASD's ACSC) thuc hién phan
tich toan dién, va dua ra nhan xét vé cac hoat déng
c6 thé |a do APT40 thuc hién trén hé thdng mang
ludi cha té chire.

Xac dinh May Chu

T1082 Khdm pha Thong tin Hé thong
Xdc dinh mdy chd va thanh Idp co ché

Kham pha Ban dau

Tdc nhén thdr nghiém
mét ing dung mang
ty chinh duoc thiét ké
riéng cho t6 churc

duy tri quyén truy cdp lGu dai
Lan dang nhdp dau tién duoc ghi

thuc hop Ié

T1190 Khai thac Ung dung
Cong khai

Khai thdc ung dung mang va
tao ra web shell
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nh@n véi viéc st dung théng tin xdc

Su tuong tdc gitta mdy méc
cda t6 chirc vdi hg tdng co
s& do nha nudc tai trg duoc
quan sdt thdy lan dau tién

Tuong tac Poc hai

Vao thang 9, sau khi dugc Trung tdm An ninh Mang
Uc tryc thudc Téng cuc Tin hiéu Uc (ASD's ACSC) ¢6
van, t6 chirc da quyét dinh dua dia chi IP dugc xac
dinh trong thong bao ban dau vao danh sach ngan
chan (denylist). D&n thang 10, t6 chirc bat dau dua
ra cac bién phap khac phuc.

Chi tiét

Bat dau tlr thang 7, tac nhan da co thé thir nghiém
va khai thdc mot ing dung mang tuy chinh (T1190)
chay trén <webapp>2-ext, cho phép nhém nay
thanh 1&p mot vi tri trong khu vurc 'phi quan su
mang' (demilitarized zone - DMZ). Vj tri nay dugc tan
dung dé xac dinh ca hé théng mang luéi cling nhu
tat ca cac mién c6 thé nhin thay. Thong tin xac thuc
bi xam pham (11078.002) d& dugc s dung dé truy
van Active Directory (Thu muc Hoat déng) (T1018)
va danh cap dit liéu bang cach gan két cac chia sé
ho so (file shares) (T1039) t&r nhiéu may trong vung
DMZ. Tac nhan da thyc hién mot cudc tan cong
Kerberoasting (Kerberoasting la mét k§ thuat tan
cong sau khi khai thac) nham lay dugc théng tin
xac thuc hop 1é trong hé thdng mang ludi tr mot
may chu (T1558.003). Khéng thdy nhém tac nhan
nay thanh |ap thém bat ky diém hién dién nao khac
trong ca vung DMZ 1an hé théng mang ludi ndi bé.

Minh hoa dong thoi gian

Dong thai gian dudi day cho thdy téng quat vé cac
giai doan chinh trong hoat dong clia tac nhan dugc
ghi nhan trén hé théng mang ludi cla to churec.

Do tham Hé thong Mang luéi

T1021.002 Cac Dich vu Tir Xa: SMB/Chia sé
Quan tri Windows

T1135 Kham pha Chia sé Hé thong mang luéi
DO thém trén hé théng mang ludi va hoat dong
cda tdc nhdn bao gém: gdn két cdc chia sé SMB,
quét hé thong mang Iuéi va xdc dinh tén mién

Tai Thanh 1ap Két nai
T1090 May chu Proxy

Tdc nhan da tdi thanh Iap két
néi cda cong cu ssf (tuong tu
hoat ddng vao ngay 28 thang 7
va mét sé ngay khdc)
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Chi tiét cua dong thaoi gian
Thang 7: Tac nhan da thanh 1ap két ndi ban dau
tdi trang chinh cda mot ing dung mang tuy chinh
(T1190) dugc thiét ké riéng cho té chirc (ké tir day sé
dugc goi la “Ung dung mang” hodc ‘webapp’) thong
gua mot két ndi bao mat tang Idp truyén tai (TLS)
(T1102). Khéng c6 hoat ddng dang chd y nao khac
dugc ghi nhan thém.

Thang 7: Tac nhan bat dau xac dinh cac diém cudi
(endpoints) clia trang mang ng dung dé tién hanh
diéu tra thém>.

Thang 7: Tac nhan tap trung vao viéc ¢ gang khai
thac mét diém cubi cu thé.

Thang 7: Tac nhan da gdi yéu cau thanh céng posT
(Kiém tra tu déng khi bat ngudn) tdi may chu
mang, cé thé la théng qua mot web shell dugc dat
trén mot trang khac. Mét dia chi IP thir hai, c6 thé
cling do cung nhém tac nhan s dung, bat dau gui
yéu cau dén cuing mot URL. Tac nhén d& tao ra va
th nghiém mot s6 dugc cho la web shell.

Phuong thirc khai thac chinh xac hién chua dugc
xac dinh, nhung ré rang rang diém cudi cu thé da
bi nhadm t&i dé tao ra cac tap ho so trén
<webapp>2-ext.

Trung tdm An ninh Mang Uc truc thudc Tong cuc

Tin hiéu Uc (ASD's ACSC) cho rang két néi tir 2 dia chi
IP nay la mét phan cdia cing mét vu xam nhap, do
chuiing cé chung lgi ich va cac két ndi ban dau xay ra
chi cach nhau vai phut.

Thang 7: Nhém nay tiép tuc thuc hién do quét xac
dinh may chq, tim kiém co hoi dé chiém dac quyén
nang cao trong hé thong va trién khai mot web
shell khac. Cac tdc nhan dang nhap vao Ung dung
mang bang thdéng tin xac thyc da bi danh cap cho
<firstname.surname>@<organisation domain>.

Hoat déng clia cac tdc nhan duong nhu da that bai
trong viéc danh chiém dac quyén nang cao trong hé
théng trén <webapp>2-ext. Thay vao dd, tdc nhan
da chuyén sang cac hoat dong dua trén hé théng
mang ludi.

Thang 7: Tac nhan th&r nghiém théng tin xac thuc
da bj danh cap ctia mét tai khodn dich vu 3 ma tac
nhan nay cé thé tim thdy da dugc ma hoa ciing (dé
cap dén viéc cdy cac gia tri hoac dir liéu cu thé truc
ti€p vao ma nguén clia chuong trinh - hardcoded)
trong cac tap hoé so nhj phan c6 thé truy cap noi bo.

Thang 7: Tac nhan trién khai cong cu ma nguén ma&
O c&m Chuyén tiép An toan (Ia mot cong cu mang
cho phép chuyén ti€p dir liéu mot cach an toan tir
nhiéu 6 cadm - Secure Socket Funnelling), dugc st
dung dé két ndi ra vai ha tang co s doc hai. K&t nai
nay dugc dung dé chuyén tiép luu lugng tir cac may
tén codng clia tac nhan vao hé théng mang ludi noi
bo cla td chirc, ngi tén cla cac may bi 16 ra trong
nhat ky ghi chép su kién khi ho c6 gang str dung
thdéng tin xac thuc cla tai khoan dich vu.

Thang 8: Tac nhan dugc quan sat thay thuc hién
mot s6 hoat ddng thua thét, bao gobm viéc thanh lap
cac két ndi lién quan dén tai khoan dich vy, nhung
da bi that bai.

Thang 8: Tac nhan thuc hién viéc ra quét va xac
dinh théng tin hé théng mang ludi cling nhu Thu
muc Hoat dong mot cach dang ké. Mot tai khoan
bi danh cap khac sau d6 dugc sir dung dé gan cac
6 chia sé trén cac mdy clia Windows trong ving
DMZ nham gitp cho viéc danh cap dir liéu dugc
thanh cong.

DPay c6 vé la hanh vi khai thac co hoi khi sir dung
thong tin xac thuc bj danh cap trén cdc may c6 thé
gan két trong DMZ. Tudng Iira d& ngan chan tac
nhan khong dé cho ho thuc hién hoat dong tuong tu
trong hé thdng mang ludgi ndi bo.

Thang 8 - Thang 9: Cong cu SSF da tai thanh lap
két ndi dén mot dia chi IP doc hai. Nhém nay khong
thyrc hién bat ky hoat déng b6 sung nao cho dén khi
quyén truy cap cda ho bi ngan chan.

Thang 9: T6 chirc dd ngan chan dia chi IP doc hai
bang cach dua vao danh sach ngéan chan trén tuong
[&ra cla ho.

2 Trong ngtr cdnh nay, mot diém cudi (endpoint) 1a mot chirc ndng clia ing dung mang.
3 Taikhoan dich vu khong gén lién vdi ca nhan ngudi sir dung, nhung dugc lién két vdi cac dich vu. Trong mét mién doanh nghiép clia Microsoft,

c6 nhiéu loai tai khoadn khac nhau.

4 Viéc gan két cac 6 chia sé la qud trinh cho phép ngudi sir dung, hodc nhém ngudi sir dung truy cap cac tap hd so trong cau tric hé théng hd so.
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Chién thuat va ky
thuat cua tac nhan

Khung lam viéc MITRE ATT&CK la mét bd suu tap

tai liéu vé cac chién thuat va ky thuat dugc tdc nhan
s dung trong khong gian mang. Khung lam viéc
nay la do té chirc phi lgi nhuan cla My - MITRE
Corporation tao ra, va hoat ddong nhu mét ngbn ngr
chung toan cau vé hanh vi clia tac nhan.

Trung tdm An ninh Mang Uc truc thudc Téng cuc Tin
hiéu Uc (ASD’s ACSC) danh gia cac k§ thuat va chién
thuat sau day cé lién quan dén hoat dong doéc hai
clia tdc nhan:

Do tham
T1594 - Tim kiém cac Trang Mang thudc S& hiru clia
Nan nhan

Tac nhéan da thyc hién viéc xac dinh trang mang cla
Ung dung mang tuy chinh dé tim cac ca hoi truy cap
vao hé théng mang ludi.

Quyén Truy cap Ban dau

T1190 - Khai thac Ung dung Cong khai (lién quan
dén viéc khai thac ing dung mang tuy chinh)

T1078.002 - Tai khodn Hgp |é: Tai khodn Mién (lién
quan dén viéc dang nhap bang thong tin xac thuc bi
danh cap)

Viéc khai thac cac i'ng dung mang tly chinh cé két
ndi vdi internet, da cung cap diém truy cap ban dau
cho tac nhan. Sau dé, tdc nhan c6 thé st dung thong
tin dang nhap ma ching da danh cap deé tiép tuc
truy cap vao hé thong mang ludi.

Thuc hién

T1059 - Trinh Thong dich Lénh va Tap Iénh (lién
quan dén viéc thuc hién ménh Iénh théng qua
web shell)

T1072 - Cong cu Trién khai Phan mém (lién quan ]
dén viéc tac nhan sir dung céng cu ma ngudn mé O
cdm Chuyén ti€p An toan (Secure Socket Funnelling
-SSF) dé két néi vdi mot IP)

Khuyén cao vé nhém gian diép mang ciia Trung Qudc APT40 - Ky thuat MSS cla Trung Quéc dang hoat déng 11

Duy tri truy cap

T1505.003 - Thanh ph&n Phan mém May chu: Web
Shell (lién quan dén viéc s&r dung web shell va SSF
dé thanh lap quyén truy cap)

Quyén Truy cap Thong
tin Xac thuc

T1552.001 - Théng tin Xac thuc tr Kho Luu trir Mat
ma (lién quan dén cac tap ho so mat ma lién quan
dén hé théng quan ly toa nha (BMS))

T1558.003 - An cap hodc Lam Gid Vé Kerberos:

Kerberoasting (lién quan dén cudc tédn céng nham
|y thdng tin xac thuc hé thédng mang ludi)

Di chuyén hang ngang
trong hé thong

T1021.002 - Dich vy Tur Xa: Chia sé SMB (lién quan
dén viéc tdc nhan gan két cac chia sé SMB tir nhiéu
thiét bi)

Thu thap dir lieu
T1213 - DT liéu tir Kho Théng tin (lién quan dén cac
hudng dan/tai liéu tim thdy trén may cha BMS)

Panh cap dir liéu

T1041 - Banh cap dit liéu thdng qua kénh Chi huy
va Diéu khién C2 (lién quan dén viéc tac nhan danh
cap dir liéu tir Active Directory va cac 6 chia sé dugc
gan két)
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Nghién cru dién hinh 2

Phuc trinh nay da dugc an danh nham cho phép pho
bién rong rai hon. T6 chirc bi anh hudng ké tir day
dugc goi la 't6 chirc'. Mot s6 chi tiét cu thé da duoc
lwgc bd dé bdo vé danh tinh cdia nan nhan va cac
phuong phap doi pho van dé cua Trung tam An ninh
Mang Uc truc thuoc Tong cuc Tin hiéu Uc (ASD's ACSQ).

Ban tom tat chinh

Phuc trinh nay trinh bay cac két qua diéu tra clia
Trung tdm An ninh Mang Uc truc thudc Téng cuc Tin
hiéu Uc (ASD’s ACSC) vé viéc mang cla t6 chirc da bi
xam nhap vao thang 4 nam 2022. T6 chirc da dugc
cung cap phuc trinh diéu tra nay véi muc dich tom
tat cac hoat dong déc hai da dugc quan sat thay va
dua ra cac khuyén cao dé khac phuc. Cudc diéu tra
cho thay vu xdm nhap la do nhém APT40 thuc hién.

Vao thang 5 nam 2022, Trung tam An ninh Mang

Uc truc thudc Téng cuc Tin hiéu Uc (ASD's ACSC) a3
thong bao cho mét té chirc vé hoat dong doc hai
nghi ngd da anh hudng dén hé théng mang ludi cla
t6 chirc ké tir thang 4 nam 2022. Sau dé, té chirc
nay da théng bao cho Trung tdm An ninh Mang Uc
tryc thudc Téng cuc Tin hiéu Uc (ASD’s ACSC) Ia ho
da phat hién phan mém ddc hai trén mot may chd
6 két ndi vai internet. May chl nay cung cap cong
dang nhap cho viéc tim gidi phap truy cap tir xa vao
hé théng doanh nghiép cda té chirc. May chi nay st
dung mot sdn pham quan ly danh tinh va dang nhap
truy cap tir xa va sé dugc dé cap dén trong phtc
trinh nay la "thiét bi bi xdm nhap". Phdc trinh nay
trinh bay chi tiét cac phat hién tir cudc diéu tra, va
cac khuyén cdo khac phuc dugc thiét ké riéng cho

t6 chirc dua trén cudc diéu tra do Trung tam An
ninh Mang Uc truc thudc Téng cuc Tin hiéu Uc
(ASD’s ACSQ).

Bang chirng cho thdy mot phan hé théng mang

ludi cla té chirc d& bi xam nhap bdi tdc nhan mang
thong qua céng dang nhap truy cap tir xa cla té
chtrg, it nhat la tir thang 4 nam 2022. May chl nay
c6 thé d3 bi nhiéu tac nhan khac nhau xam nhéap, va
rat c6 thé da bi anh hudng bdi mot 16 hong cho viéc
thuc hién ma tir xa (RCE) da dugc cong bé réng rai
vao thai diém xay ra sy xam pham.

Cac hoat ddng chinh clia tdc nhan ma Trung tam An
ninh Mang Uc truc thudc Téng cuc Tin hiéu Uc (ASD’s
ACSC) nhan thay dugc, bao gom:

® xac dinh may chd, cho phép tac nhan thiét ké
ban do riéng vé hé thdng mang ludi;

® khaithac cac i'ng dung cé két néi vdi internet
va st dung web shell, viéc nay gilip tdc nhan
tao ra ché dirng ban dau trong hé théng mang
ludi va c6 kha nang thuc hién 1énh;

* khaithac 16 hong phan mém dé dat dugc dac
guyén nang cao; va

® thuthap théng tin dang nhap gilp cho viéc di
chuyén hang ngang

Trung tdm An ninh Mang Uc truc thudc Téng cuc Tin
hiéu Uc (ASD’s ACSC) phéat hién ra mét tac nhan déc
hai d& danh cap hang tram cap tén ngudi sir dung
va mat ma trén thiét bj bi xdm nhéap vao thang 4
nam 2022, cung v&i mot s6 ma xac thuc da yéu té
(multi-factor authentication codes) va cac dit liéu ky
thuat (technical artefacts) lién quan dén cac phién
truy cap tir xa. Sau cudc kiém tra ndi b, té chirc da
xac dinh mat ma la hgp Ié. Trung tdm An ninh Mang
Uc truc thudc Téng cuc Tin hiéu Uc (ASD’s ACSC)
nhan xét rang tac nhan cé thé da thu thap cac di
lidu k§ thuat nay dé chi€ém doat hodc tao ra phién
dang nhap tir xa véi tu cach la ngudi sir dung hop
phap, va truy cap vao hé théng mang ludi n6i bd cla
t6 chirc bang tai khodn ngudi sir dung hap phap.
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Két qua diéu tra

Tom tat diéu tra

Trung tdm An ninh Mang Uc truc thudc Téng cuc Tin
hiéu Uc (ASD’s ACSC) xac dinh 13 tdc nhan da xam
nhap vao thiét bi dugc sir dung dé cung cap phién
dang nhéap tlr xa cho nhéan vién cla t6 chirc va lgi
dung viéc xam nhap nay dé tién hanh thém cac hoat
dong khac. Cac thiét bi nay bao gbm ba may chd cé
trach nhiém can bang cac yéu cau théng tin (load-
balanced hosts), la noi phat hién ra bang chirng xam
pham s&m nhét. T8 chirc d3 tat hai trong ba may
chd nay ngay sau khi phat hién ra vu xam nhap ban
dau. Két qua 13, tat ca cac hoat dong tiép theo déu
dién ra trén mdt may chii duy nhat. Cac may cha
khac co lién quan dén thiét bi bi xdm nhép, cac yéu
cau thoéng tin cling dugc can bang theo cach tuong
tu. D€ dé hiéu, toan bd cac thiét bi bi xdm nhap sé&
dugc goi chung la “mot thiét bi” trong phan 1&n noi
dung clia phuc trinh nay.

Tac nhan bj tinh nghi 1a d3 Igi dung cac 16 héng bao
mat dugc cong khai dé trién khai web shell vao thiét
bi bi xdm nhap tir thang 4 nam 2022 tr& di. Tdc nhan
thudc nhom nay dugc cho rang da dat dugc dac
quyén truy cap nang cao trén thiét bj. Trung tdm An
ninh Mang Uc truc thudc Téng cuc Tin hiéu Uc (ASD's
ACSC) khéng thé xac dinh day dd muirc d6 hoat déng
do khoéng c6 day du cac dit liéu cha nhat ky ghi chép.
Tuy nhién, bang chirng trén thiét bi cho thay tac
nhan da thuc hién dugc nhitng diéu sau day:

®  Thuthép hang tram cap tén ngudi sir dung va
mat ma hgp 1&; va

* Cacdi liéu ky thuat thu thap dugc cé thé cho
phép tac nhan truy cép vao ha tang co s& do
clia may vi tinh dé ban (VDI) dudi danh nghia
mét ngudi sir dung hgp phap.

Trung tdm An ninh Mang Uc truc thudc Téng cuc
Tin hiéu Uc (ASD's ACSC) danh gia réng tac nhan c6
thé d3 tim cach md rong mirc dé xam nhap vao hé
théng mang ludi clia t6 chirc. Cac dit liéu kY thuat
bi tdc nhan danh cap, c6 thé da cho phép ho chiém
quyén hodc tao ra cac phién lam viéc trén may vi
tinh do d€ ban dudi danh nghia ngudi sir dung hop
phap, c6 thé la ngudi s&r dung ma ho chon lua, bao
g0m ca quan tri vién. TAc nhan c6 thé da sir dung
phuong thirc truy cap nay dé tiép tuc xam nhap cac
dich vu clia t6 chirc nham dat dugc quyén truy cap
lau dai va cac muc tiéu khac.

Cac thiét bj khac cda t6 chirc do nha cung cép dich
vu luu trir quan ly khéng c6 dau hiéu bi xam nhép.
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Quyén truy cap

May chu chira thiét bj bi xdm nhap cung cdp chirc
nang xac thyc théng qua thu muc hoat déng (Active
Directory) va may chi mang (webserver), danh cho
ngudi s dung két noi tdi cac phién lam viéc trén
may tinh do d€ ban (T1021.001).

Tén may chd thiét bi bi xam nhap (dé

Vitri can bang cac yéu cau thong tin)
Trung tam 5511, HOST2, HOST3
Dir liéu 1 ' '

Ha tang ca s& thiét bi cling bao gobm cac cong truy
cap clia may chd (access gateway) cung cap dudong
ham t&i VDI cho ngudi sir dung, mot khi ho c6 méa
xac thuc (authentication token) duoc tao ra va tai
xuong tur thiét bi.

Khong c6 bang chidng nao cho thdy cdc may chu nay
bi xdm nhap. Tuy nhién, nhat ky ghi chép cac céng
truy cap cia may chd, lai cho thay cé su tuong tac
dang ké véi cac dia chi IP doc hai d& dugc biét dén.
Rat c6 thé diéu nay phan anh hoat déng da dién ra
trén mdy chl nay, hodc cac két ndi hé théng mang
ludi véi ha tang co sé cla tac nhan da ti€p can may
chd nay. Muc dich clia hoat déng nay khong thé
dugc xac dinh rd rang dua trén bang ching hién
c6, nhung cho thdy nhém nay da c6 gang di chuyén
hang ngang trong hé théng mang ludi cla to

chirc (TA00Q8).

”~ ”~ k) ~n e ~
Cac may chu noi bo
ASD's ACSC da tién hanh diéu tra trén mét lugng
di liéu han ché tir phan doan hé thong mang ludi
noi bd cla té chirc. Cac hoat déng déc hai da dugc
biét dén, du la ho da tim cach hay thanh cdng déu
gdy anh hudng dén phan doan hé théng mang ludi
noi bd cula té chirc, bao gdbm tac nhan truy cap vao
cac dit liéu lién quan dén VDI, thu thap d liéu tur
may chd SQL ndi bd (T1505.001), va luu lugng
mang bat thudng dugc quan sat thay tir cac dia chi
IP d6c hai da biét thong qua cac thiét bi cong truy
cap (TA0011).

St dung quyén truy cap vao thiét bi bi xam nhap,
nhém nay da thu thap cac tén ngudi sir dung hop
[&, mat ma (T1003), va cac gia tri ma thong bao xac
thuc da yéu t6 (MFA token) (T1111). Nhém nay cling
thu thap cac JSON Web Tokens (JWTs) (T1528), mot
dang dir liéu xac thuc dugc sir dung dé tao cac
phién dang nhap may tinh 4o dé ban. Tac nhan cé
thé da sr dung cac théng tin nay dé tao ra hoac
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chiém quyén diéu khién cac phién may tinh do dé
ban (T1563.002) va truy cap vao phén doan hé théng
mang ludi ndi bd cta té chirc nhu moét ngudi sir
dung hop phap (11078).

Tac nhan cling da st dung quyén truy cap vao thiét
bi bi xdm nhap dé thu thap di¥ liéu tir may ch SQL
(T1505.001) nam trong mang ndi bd cla té chirc. Tac
nhan cling c6 thé da truy cap dugc dir liéu nay.

Bang chirng tir céng truy cap clia may cha cho thay
¢6 luu lvgng mang di qua hodc dén thiét bj nay tir
cac dia chi IP doc hai da biét. Nhu d3 mo ta & trén,

diéu nay cling c6 nghia rang cac tac nhan mang da
gay anh hudng dén hodac Igi dung thiét bi nay, c6 thé
dé chuyén hudng tan cong vao hé théng mang ludi
noi bo.

Dong thoi gian diéu tra

Danh sach dudi day cung cdp mét dong thai gian vé
cac hoat dong chinh dugc phat hién trong qua trinh
diéu tra.

Theoi gian Su kién

Thang 4 nam 2022 , s . PN
dich cda cac tuong tac nay.

Cac dia chi IP ddc hai d3 biét, tuong tac vdi c8ng truy clp clla may chd HOST7. Chua xac dinh dugc muc

Tat ca cac may chu, HOST1, HOST2 va HOST3, déu bi xam nhép bdi mét hodc nhiéu tac nhan, va cac
web shell d& dugc cai dat trén cac may chu nay.

Mot tap ho so nhat ky ghi chép da dugc tao ra hodc sira déi trén HOST2. Tap ho so nay chira thong tin

Thang 4 nam 2022

xac thuc 6 thé da bj tac nhan thu thap.

Cac tap ho so /etc/security/opasswd va /etc/shadow da bj chinh stra trén HOST1 va HOST3, cho thay
rang cdc mat ma da bj thay déi. Bang chirng trén HOST1 cho thdy mat ma clia ngudi s&r dung ‘sshuser’

da bj thay dai.

HOST2 d3 bj t8 chirc tat.

Cac web shell b6 sung (T1505.003) da dugc tao ra trén HOST1 va HOST3. HOST1 d3 chiju cac cudc tan
cong brute force (la phuong phap thir tat cd cac két hgp cho dén khi tim ra gia tri dang - brute force)

qua SSH tir HOST3.
Thang 4 nam 2022

Mot tép ho so nhat ky ghi chép da bi chinh stra (T1070) trén HOST3. Tap hoé so nay chira thong tin xac

thuc (T1078) c6 thé da bi tdc nhan thu thap.
Cac JWT bj thu thap (T1528) va dugc xuat ra tap ho so trén HOST3.
HOST3 sau d6 da bj t6 churc tat. Moi hoat ddng sau thdi diém nay déu dién ra trén HOSTT.

Thang 4 nam 2022 .
ang & nam tap ho so trén HOST1.

Cac web shell b6 sung d3 dugc tao ra trén HOST1 (T1505.003). Cac JWT da dugc thu thap va xudt ra mot

Cac web shell b sung dd dugc tao ra trén HOST1 (T1505.003), va mot dia chi IP ddc hai d& biét, a3

Thang 4 ndm 2022 tuong tac véi may chu nay (TA0011).

Mot dia chi IP doc hai da biét, cling da tuong tac vdi céng truy cap clia may chi HOST7.

Mét dia chi IP doc hai da biét da tuong tac vai cong truy cap clia may chd HOST7 (TAQ011).

Thang 5 nam 2022

Mot sy kién xac thuc cho mot ngudi st dung cé lién quan dén dia chi IP déc hai da biét dugc ghi

nhan trong nhat ky ghi chép trén HOST1. Mot web shell b6 sung ciing dugc tao trén may chd nay

(T1505.003).

Thang 5 nam 2022

Mot tap 1énh trén HOST1 da bi mot tac nhan chinh stra (T1543). Tap 1énh nay chlra chirc nang c6 thé
dugc sir dung dé thu thap dir liéu tr mot may chd SQL ndi bo.

Mét tap hd so nhat ky ghi chép bé sung trén HOST1 da dugc chinh stra 1an cudi (T1070). Tap hd sg nay

Thang 5 nam 2022
I (11078).

Thang 5 ndm 2022
ang > nam thu thap duoc tir HOST1.

chra cac cap tén ngudi sir dung va mat ma thudc hé théng mang ludi clia té chirc, va dugc cho 1a hop

Mot tap ho so ghi chép nhat ky bd sung da dugc chinh stra [an cudi (T1070). Tap hd sg nay chira cac JWT

Cac web shell b6 sung dugc tao ra trén HOST1 (T1505.003). Vao ngay nay, té chirc da trinh béo vdi

Thang 5 nam 2022

Thang 5 nam 2022

Thang 5 nam 2022
ang > nam 9998 va 9999 (T1572).

Trung tdm An ninh Mang Uc truc thudc Téng cuc Tin hiéu Uc (ASD's ACSC) vé viéc phat hién mét web
shell cé ngay tao ra la thang 4 nam 2022.

MOt so tap lénh dugc tao ra trén HOST1, bao gobm mét tap 1énh mang tén Log4jHotPatch.jar.

Lénh iptables-save dugc sir dung d€ cho thém hai céng ma vao cong truy cap clia may chd. Cac cong la
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Chién thuat va ky
thuat cua tac nhan

Dudi day la mot so chién thuat va k§ thuat dugc xac
dinh trong qua trinh diéu tra.

Quyén Truy cap Ban dau
T1190 Khai thac Ung dung c6 két néi cong khai

Nhom nay c6 thé da khai thac cac 16 héng RCE, dac
guyén nang cao, va vugt qua xac thuc trong san
pham quéan ly danh tinh va dang nhap truy cap tur
xa, dé c6 dugc quyén truy cap ban dau vao hé théng
mang ludi.

Phuong thirc truy cdp ban dau nay dugc xem la kha
thi nhat dya trén cac yéu to6 sau: :

* May chd dé bj tdn cdng bdi cac 16 hdng CVE
nay vao thai diém do;

* (6 cacnd luc khai thac cac 16 héng nay tir ha
tang co sd clia tac nhan da biét; va

®* Hoat dong doc hai ndi bd dau tién dugc ghi
nhan xay ra ngay sau cac no lyc khai thac vira
dién ra.

Thuwc hién

T1059.004 Trinh Thong dich Lénh va Tap 1énh:
Unix Shell

Nhom nay da thanh céng trong viéc khai thac cac 16
héng néu trén, va co6 thé da chay cac Iénh trong Unix
shell c6 san trén thiét bi bi anh hudng. Khéng cé
théng tin v&i day du chi tiét vé cac Iénh do tac nhan
chay vi khéng dugc thiét bj ghi chép lai.

Duy tri truy cap
T1505.003 Thanh phan Phan Mém May Chd: Web Shell

C&c tac nhan da trién khai nhiéu web shell trén thiét
bi bi anh hudng. C6 thé nhiéu tac nhan riéng biét da
trién khai web shell, nhung chi mét s6 it tdc nhan da
str dung cac web shell nay dé thuc hién hoat dong.
Web shell cho phép tac nhan thuc hién 1énh tay y
trén cac thiét bj bj xam nhap.
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Chiém dac quyén nang
cao trong hé thong

T1068 Khai thac dé chiém Bac quyén Nang cao

Bang chirng hién cé khdng gidi thich ré mirc do dac
quyén ma cac tac nhan da dat dugc. Tuy nhién, vdi
viéc str dung web shell, cac tdc nhan c6 thé da dat
dugc mirc dac quyén tuong duong véi dac quyén
clla may chd mang trén thiét bi bi xam nhap. Cac 16
hong dugc cho la ton tai trén thiét bi bi xdm nhap cé
thé da cho phép cac tac nhan dat dugc dac quyén
root (la dac quyén truy cap cao nhat trén mot hé
théng may tinh hodc hé théng mang ludi - Root).

Quyén Truy cap Thong
tin Xac thuc

T1056.003 Thu thap D{r liéu Dau vao: Thu thép D&
liéu tlr COng Thong tin Mang

Bang chirng trén thiét bi bi xdm nhap cho thay tac
nhan da thu thap dugc vai tram cap tén ngudi sir
dung va mat ma, dudi dang chit viét rd rang, va dugc
cho la hgp |&. C6 thé nhirng théng tin nay dugc thu
thap bang cach chinh slra quy trinh xac thuc chinh
thirc dé€ xuat thong tin dang nhap ra mét tap ho so.

T1111 Chan Bat Xac thuc Pa Yéu t6 (Multi-Factor
Authentication Interception)

Tac nhan cling da thu thap gia tri cia cdc ma thong
bao MFA tuong rng véi cac lan dang nhap hop 1é. Co
thé& nhirng gia tri nay dugc thu thap bang cach chinh
slra quy trinh xac thuc chinh thirc d€ xuat cac gia tri
nay ra tap ho sa. Khong c6 bang chirng cho thay “may
chd bi méat” luu trir cac gia tri doc nhat dé bao vé tinh
an toan clia ma thdng bao MFA bj xam pham.

T1040 Nghe Lén Hé théng mang ludi (Network Sniffing)

Tac nhan dugc cho la da 1dy dugc JWT bang cach
chan bat luu lugng HTTP trén thiét bi bi xam pham.
Cé bang chirng cho thay tién ich tcpdump (utility
tcpdump) da dugc thuc hién trén thiét bj bi xam
nhap, day co thé Ia cach tac nhan thu thap cac JWTs.

T1539 Panh cap Cookie cla Phién Mang

Nhu da mo ta & trén, tdc nhan da thu thap JWTs,
tuong ty nhu cookie phién mang. Tac nhan cé thé
da tai sir dung nhirng JWT nay dé thanh 1ap quyén
truy cap tiép theo.


https://attack.mitre.org/techniques/T1190
https://attack.mitre.org/techniques/T1059/004
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1068
https://attack.mitre.org/techniques/T1056/003
https://attack.mitre.org/techniques/T1111/
https://attack.mitre.org/techniques/T1040
https://attack.mitre.org/techniques/T1539

Kham pha
T1046 Kham pha Dich vu clia Hé thédng mang ludi

Cé bang ching cho thay tién ich quét mang ‘nmap’
da dugc thuc hién trén thiét bi bj xdm nhap dé quét
cac thiét bj khac trong cung phan doan clia hé thong
mang ludi. C6 thé tdc nhan da sir dung cong cu nay
dé kham pha cac dich vu ctia hé théng mang ludi kha
dung khac, tao co hdi cho viéc di chuyén hang ngang
trong mang.

Thu thap dix ligu

Bang chirng hién cé khong giai thich dugc cach thirc
cac tac nhan thu thap di¥ liéu, hodc chinh xac nhirng
gi da bj lay di tir thiét bj bi xam pham hodc tir cac

hé théng khac. Tuy nhién, rat c6 thé cac tac nhan da
truy cap dugc tat ca cac tap ho so trén thiét bj bj xam
nhap, bao gdm ca thong tin dang nhép bi thu thap
(T1003), gia tri ma thdng bao MFA (T1111) va cac JWT
da mo ta & trén.

Chi huy va Piéu khién

T1071.001 Giao thirc Tang 16p Ung dung: Giao
thirc Mang

Cac tdc nhan da sir dung web shell dé diéu khién va
kiém soat. Cac Iénh web shell c6 thé dugc truyén qua
giao thirc HTTPS st dung may chii mang hién co trén
thiét bi (T1572).

T1001.003 Lam M& DU liéu: Mao danh Giao thirc
Cac tdc nhan da s dung cac thiét bi bi xdm nhap lam

diém xudt phat cho cac cudc tan céng dugc thiét ké dé
hoa lan chung vdi luu lugng hgp phap.
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Khuyén cao veé viéc phat hién
va bién phap giam thiéu rai ro

Trung tdm An ninh Mang Uc truc thudc Téng cuc Tin
hiéu Uc (ASD’s ACSC) khuyé&n cdo manh mé viéc trién
khai Tdm Chién lugc Gidm thiéu Thiét yéu (Essential
Eight) clia T6ng cuc Tin hiéu Uc va cac bién phap
Ki€ém soét lién quan nham Gidm thi€u cac Van dé An
ninh Mang. Dudi day la cac khuyén cdo vé cac thuc
hanh bdo méat mang can thuc hién d€ phat hién va
ngan chan cac cuéc xam nhap ctia APT40, kem theo
cac bién phap gidm thiéu rdi ro cu thé cho bén TTP
chinh dugc tom tét trong Bang 1.

Phat hién

Mot s6 tap ho so dugc xac dinh & trén da bi dat

vao cac vi tri nhu C:\Users\Public* va C:\Windows\
Temp*. Cac vi tri nay thudng 1a noi thuan tién dé ghi
chép dir liéu vi ching thudng cho phép tat ca nguoi
s dung (dé cap dén viéc bat ky ngudi sir dung nao
trén hé théng cling c6 thé stra ddi - world writable)
c6 quyén truy cap, nghia la tat ca cac tai khodn clia
ngudi sir dung dang ky trén Windows déu c6 thé
truy cap thu muc nay va cac thu muc con clia né.
Thudng thi bat ky ngudi str dung nao cling cé thé
truy cap cac tap ho so nay, diéu nay tao diéu kién
cho viéc di chuy&n hang ngang, né tranh phong tha,
thuc hién véi dac quyén thap, va chuén bi cho viéc
danh cap di liéu.

Cac quy tac Sigma dudi day tim kiém cac hoat déng
thuc hién tir nhirng vi tri dang nghi ngd nhu mét chi
dau clia hoat dong bat thuong. Trong moi truong
hop, can tién hanh diéu tra thém dé xac nhan hoat
ddng doc hai va xac dinh thi pham.

Twa dé: Thuc hién tir Thw muc
c6 Quyén Sira doi Trén Toan Hé
thong - Temp

ID: d2fa2d71-fbd0-4778-9449-e13ca7d7505c

M@ ta: Phat hién qué trinh thuc hién tir C:\Windows\
Temp.

B&i canh:

Quy tdc nay tap trung cu thé vao viéc phat hién

cac hoat déng thuc hién xuat phat tir thu muc C:\
Windows\Temp*. Thu muc Temp dugc st dung
réng rai hon bé&i cac irng dung lanh tinh, va do dé

la dau vét doc hai c6 d6 tin cay thap hon so véi viéc
thurc thi ngoai cac thu muc con ¢ quyén slra doi
trén toan hé thong khac trong C:\Windows.

Viéc loai bo cac irng dung dugc thuc hién bdi ngudi
su dung SYSTEM hodc NETWORK SERVICE sé& giém
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thi€u dang ké sé lugng hoat dong lanh tinh dugc
quy tac nay chon ra.

Diéu nay dong nghia vdi viéc quy tac co thé béd sét
cac thyc hién ddc hai véi mirc dac quyén cao hon,
nhung viéc sir dung cac quy tac khac dé xac dinh
xem cé ai d6 dang c6 gang nang cap dac quyén Ién
SYSTEM hay khéng cling van la diéu nén lam.

Piéu tra:

1. Kiém tra thong tin lién quan truc ti€p dén viéc
thuc hién tap ho so (file execution), nhu béi
canh nguai st dung (user context), mirc do
toan ven thyc hién (execution integrity level),
hoat dong ti€p theo ngay lap tlc va cac hinh
anh dugc tap ho so tai.

2. Diéu tra cac dir liéu hé trg lién quan dén quy
trinh, hé théng mang ludi, tdp ho so va cac
thong tin khac trén may ch dé danh gia xem
hoat ddng d6 cé phai la déc hai hay khéng.

3. N&u can, c6 gang thu thap ban sao cla tap
ho6 so dé thuc hién phan tich ngugc (reverse
engineering) nham xac dinh tinh hgp phap cta
né.

Tai lidu Tham khao:
https://www.elastic.co/guide/en/security/current/
process-execution-from-an-unusual-directory.html

Tac gia: ACSC cla ASD
Ngay: 2024/06/19
Trang thai: th& nghiém
Thé:
- tlp.green
- classification.au.official
- attack.execution
Nguon Nhat ky Ghi chép:

category: process_creation
product: windows
Phat hién:
temp:
Image | startswith: 'C:\\Windows\\Temp\\'
common_temp_path:
Image |re|ignorecase: 'C:\\Windows\\Temp\\\
{[a-fA-FO-91{8}-([a-fA-FO-91{4}-{3}[a-fA-F0-9]
{127\
system_user:
User:
- 'SYSTEM'
- 'NETWORK SERVICE'


https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents/strategies-mitigate-cyber-security-incidents-mitigation-details

dismhost:
Imagelendswith: 'dismhost.exe'
known_parent:
Parentimagelendswith:

- "\\esif_uf.exe'

- "\vmtoolsd.exe'

- "\cwainstaller.exe'

- "\trolleyexpress.exe'

diéu kién: tam thai va khéng (common_temp_
path or system_user or dismhost or known_
parent)

Canh bao sai:

- Cac ing dung kiém toan nam trong danh
sach cho phép (allowlist) da dugc phat
hién thay chay cac tap hd so thyc hién tir
thu muc Temp.

- Thu muc Temp hgp phép c6 thé chira
nhiéu Ung dung cai dat va 1ap trinh khéi
chay, nén can xem xét muc do phé bién
cla hanh vi nay trén hé théng mang ludi
duogc giam sat (va liéu cé nén dua vao
danh sach cho phép hay khéng) trudc khi
trién khai quy tac nay.

Mdrc d6: thap

Tua dé: Thuc hién c6 Quyén Stra
doi Toan dién - Khong phai- Thu
muc Con Hé thong Tam thoi

ID: 5b187157-e892-4fc9-84fc-aa48affof997

M® ta: Phat hién tién trinh thuc hién tir vi tri cé
quyén stra doi trén toan hé théng trong thu muc
con cla vi tri cai dat hé diéu hanh (OS) Windows.
Boi canh:

Quy tac nay tap trung cu thé vao viéc phat hién thuc
thi tir cc thu muc cé quyén trén toan hé thong
trong 6 dia C:\, dac biét 1a trong C:\Windows\*, ngoai
tror C:\Windows\Temp (vi thu muc nay thudng dugc
str dung béi cac ing dung hop 1€, do doé la mot chi
dau do6c hai cé d6 tin cay thap hon).

Céc thu muc AppData sé bj loai trir néu tap hé so
dugc chay dudi dang SYSTEM - day la mdt cach thirc
v6 hai ma nhiéu tap hé so irng dung tam thaoi dugc
thuc hién.

Sau khi hoan tat viéc tao ra tiéu chuan (baseline) hé
thdng mang ludi ban dau, va xac dinh cac hoat déng
thuc hién vé hai tir cac vi tri nay, quy tac nay sé hiém
khi dugc khai déng.

Piéu tra:

1. Kiém tra thong tin lién quan truc tiép dén viéc
thurc hién tap ho so nay, chang han nhu ngi
canh ngudi sir dung, mirc dé toan ven thyc
hién, cac hoat dong tiép theo ngay lap tuc, va
cac hinh anh dugc tép ho so tai.

2. Diéu tra cac dir liéu nglt cdnh lién quan dén
tién trinh, hé thdng mang ludi, tap ho so va

cac dit liéu ho trg khac trén may cha dé gitp
danh giad xem hoat déng cé phai la déc¢ hai hay
khong.

3. N&u can thiét, c6 gang thu thap mét ban sao
cla tap ho sa dé phan tich ngugc (reverse
engineering) nham xac dinh tinh hgp phap cta
tép ho so.

Tai liéu tham khao:
https://gist.github.com/
mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://www.elastic.co/guide/en/security/current/
process-execution-from-an-unusual-directory.html

Tac gia: Trung tdm An ninh Mang Uc truc thudc
Tong cuc Tin hiéu Uc (ASD’s ACSC)

Ngay: 2024-06-19
Trang thai: th& nghiém
Tags:
- tlp.green
- classification.au.official
- attack.execution
Nguon Nhat ky Ghi chép:
category: process_creation
product: windows
Phat hién:
writable_path:
Image | contains:

- "\\$Recycle.Bin\\'

- "\\AMD\\Temp\\'

- "\\Intel\\'

"\\PerfLogs\\'

- "\\Windows\\addins\\'

- "\\Windows\\appcompat\\'
- "\\Windows\\apppatch\\'

- "\\Windows\\AppReadiness\\'
- "\\Windows\\bcastdvr\\'

- "\\Windows\\Boot\\'

- "\\Windows\\Branding\\'

- "\\Windows\\CbsTemp\\'

- "\\Windows\\Containers\\'

- "\\Windows\\csc\\'

- "\\Windows\\Cursors\\'

- "\\Windows\\debug\\'

- "\\Windows\\diagnostics\\'
- "\\Windows\\DigitalLocker\\'
- "\\Windows\\dot3svc\\'

- "\\Windows\\en-US\\'

- "\\Windows\\Fonts\\'

- "\\Windows\\Globalization\\'
- "\\Windows\\Help\\'

- "\\Windows\\ldentityCRL\\'
- "\\Windows\\IME\\'

- "\\Windows\\ImmersiveControlPanel\\'
- "\\Windows\\INF\\'

- "\\Windows\\inte\\'
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https://gist.github.com/mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://gist.github.com/mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56


"\\Windows\\L2Schemas\\'
"\\Windows\\LiveKernelReports\\'
"\\Windows\\Logs\\'
"\\Windows\\media\\'
"\\Windows\\Migration\\'
"\\Windows\\ModemLogs\\'
"\\Windows\\ms\\'

"\\Windows\\OCR\\'
"\\Windows\\panther\\'
"\\Windows\\Performance\\'
"\\Windows\\PLA\\'
"\\Windows\\PolicyDefinitions\\'
"\\Windows\\Prefetch\\'
"\\Windows\\PrintDialog\\'
"\\Windows\\Provisioning\\'
"\\Windows\\Registration\\CRMLog\\'
"\\Windows\\RemotePackages\\'
"\\Windows\\rescache\\'
"\\Windows\\Resources\\'
"\\Windows\\SchCache\\'
"\\Windows\\schemas\\'
"\\Windows\\security\\'
"\\Windows\\ServiceState\\'
"\\Windows\\servicing\\'
"\\Windows\\Setup\\'
"\\Windows\\ShellComponents\\'
"\\Windows\\ShellExperiences\\'
"\\Windows\\SKB\\'
"\\Windows\TAPI\\'
"\\Windows\\Tasks\\'
"\\Windows\\TextInput\\'
"\\Windows\\tracing\\'
"\\Windows\\Vss\\'
"\\Windows\\WaaS\\'
"\\Windows\\Web\\'
"\\Windows\\wlansvc\\'
"\\Windows\\System32\\Com\\dmp\\'
"\\Windows\\System32\\FxsTmp\\'
"\\Windows\\System32\\Microsoft\\Crypto\\
RSA\\MachineKeys\\'
"\Windows\\System32\\Speech\\'
"\\Windows\\System32\\spoo\\drivers\\
color\\'
"\\Windows\\System32\\spoo\\PRINTERS\\'
"\\Windows\\System32\\spoo\\SERVERS\\'
"\\Windows\\System32\\Tasks_Migrated\\
Microsoft\\Windows\\PLA\\System\\'
"\\Windows\\System32\\Tasks\\'
"\\Windows\\SysWOW64\\Com\\dmp\\'
"\\Windows\\SysWOW64\\FxsTmp\\'
"\\Windows\\SysWOW64\\Tasks\\'
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appdata:
Image | contains: "\AppData\\
Ngudi SIr dung: 'HE THONG'
diéu kién: writable_path va khéng phai appdata
Canh bao sai:
Cac ing dung ki€ém toan trong danh sach cho phép
dé dugc phat hién thdy chay cac tap ho so thuc hién
tr nhirng thu muc nay.

Cé thé cac tap l1énh va céng cu quan tri dugc sir
dung trong moi trudng dugc gidm sat nam trong
mét trong nhirng thu muc nay va can dugc giai
quyét theo tirng trudng hgp cu thé.

Murc d9d: cao

Tua dé: Thuc thi c6 Quyén Sira
doi Toan dién - Ngu@i Sir dung
ID 6dda3843-182a-4214-9263-925a80b4c634

MG ta: Phat hién qué trinh thuec thi tir C:\Users\
Public\* va cac thu muc cé quyén slra ddi toan dién
khac trong Users.

Bdi canh:

Cac thu muc AppData sé dugc loai trir néu tap ho
so dugc chay dudi quyén SYSTEM - day la cach hop
phap ma nhiéu tap ho so irng dung tam thagi dugc
thuec thi.

Piéu tra:

1. Kiém tra thong tin lién quan truc ti€p dén viéc
thuc hién tap ho so, chdng han nhu ngtr canh
ngudi dung, mdrc dd toan ven khi thyc hién,
cac hoat dong tiép theo ngay lap tlc va cac
hinh anh dugc tap ho so tai.

2. Diéu tra cac tién trinh, hé thong mang ludi, tap
hd so va dir liéu hé trg lién quan trén may chd
dé danh gia hoat déng dé cé phai la doc hai
hay khong.

3. Né&u can thiét, thu thap ban sao tap ho so dé
phan tich ngugc nham xac dinh tinh hgp phap
cla tap ho so.

Tai lidu Tham khao:
https://www.elastic.co/guide/en/security/current/
process-execution-from-an-unusual-directory.html

Tac gia: Trung tdm An ninh Mang Uc truc thudc
Téng cuc Tin hiéu Uc (ASD's ACSC)
Ngay: 2024/06/19
Trang thai: th& nghiém
Tags:
- tlp.green
- classification.au.official
- attack.execution
Nguon Nhat ky Ghi chép:
danh muc: tao quy trinh (process_creation)
san pham: windows



Phat hién:
ngudi st dung:
Imagelcontains:

= "\\Users\\All Users\\'
- "\\Users\\Contacts\\'
= "\\Users\\Default\\'
= "\\Users\\Public\\'

- "\\Users\\Searches\\'

appdata:
Imagelcontains: \\AppData\\'
NgUudi st dung: 'SYSTEM'
diéu kién: ngudi sir dung va khéng phai appdata
Canh bao sai:

- (6 thé cac tap I1énh va céng cu quan tri
dugc str dung trong méi trudong dugc giam
sat nam trong thu muc Cong khai (Public)
hoac cac thu muc con cda né, va can dugc
gidi quyét theo tirng trudng hap cu thé.

Mdrc do: trung binh

Bién phap giam
thiéu rai ro
Nhat ky Ghi chép

Trong qua trinh diéu tra cta Trung tdm An ninh
Mang Uc tryc thudc Téng cuc Tin hiéu Uc (ASD's
ACSC), mot van deé thuong gap lam gidm hiéu qua va
t6c d6 cla cac nd luc diéu tra la viéc thi€u thong tin
nhat ky ghi chép toan dién va trinh tu thoi gian cla
cac su kién trén nhiéu Iinh vuc, bao gdm nhat ky ghi
chép yéu cau clia may chd web, nhat ky ghi chép su
kién Windows va nhat ky ghi chép:proxy internet.

Trung tdm An ninh Mang Uc truc thudc Téng cuc Tin
hiéu Uc (ASD’s ACSC) khuyén cdo viéc xem xét va ap
dung cac hudng dan cda ho vé Ghi chép va Chuyén
ti€p Su kién cta Windows, bao gdbm cac tap ho so
cau hinh va tap Iénh trong Kho Luu trr Ghi Su kién
Windows va Huéng dan Theo d&i Hé théng trong S6
tay An ninh Thong tin, bao gdm viéc gom vé trung
tam tat ca nhat ky ghi chép va luu gitr nhat ky ghi
chép trong khoang thai gian phu hop.

> ”~ > Ve
Quan ly ban va
Nén nhanh chong va 16i cho tat ca cac thiét bj va dich
vu ¢6 két nGi vdi Internet, bao gobm may chli mang,
(ng dung mang, va cac cong truy cap tir xa. Can nhac
viéc ap dung hé théng quan ly ban va tap trung dé
tu dong hda va tang téc qua trinh nay. Trung tdm An
ninh Mang Uc truc thudc Téng cuc Tin hiéu Uc (ASD's
ACSC) khuyén cdo thuc hién theo Huéng dan Quan
ly Hé thong cda ISM, dac biét la cac kiEm soat Va Hé
théng nhimng khi cé thé ap dung.

Hau hét cac khai thac ma cac tac nhan sir dung déu
la cac 16 héng dd dugc cong khai va c6 ban v, hodc
bién phap gidm thi€u san c6. Cac t6 chirc nén bao
dam rang cac ban va bdo mat hoac cac bién phap
gidm thiéu rdi ro dugc ap dung cho ha tang ca sé co
két ndi v&i Internet trong vong 48 gid, va néu co thé,
s dung cac phién ban phan mém va hé diéu hanh
mai nhat.

Phan doan hé thong mang luéi

Phan doan hé théng mang ludi c6 thé lam cho viéc
déi thd tim kiém va truy cap vao di liéu nhay cdm
cla tbé chic trd nén kho khan hon nhiéu. Phan doan
hé théng mang ludi d€ gidi han hoac ngan chan viéc
di chuyén hang ngang bang cach tir chéi luu lugng
gilra cAc may vi tinh trir khi can thiét. Cac may cha
quan trong nhu Active Directory va cadc may chu xac
thuc khac chi nén dugc diéu hanh tir mét s6 lugng
cac may chu trung gian han ché, hoac ‘may chid
nhay’ (jump servers). Nhirng may chd nay can dugc
gidm sat chat ch&, bdo mat tét, va gidi han ngudi str
dung, cling nhu cac thiét bi nao dugc phép két néi
véi no.

Du da c6 nhitrng trudng hgp ngan chan dugc sur di
chuyén hang ngang dugc xac dinh, viéc phan doan
clia hé théng mang ludi bé sung cling cé thé da giup
han ché hon nita lugng dit liéu ma cac tac nhan cé
thé truy cap va danh cap.

Cac bién phap giam thiéu
bo sung

Cac co quan soan thao cling khuyén céo cac bién
phap gidm thiéu rui ro sau day dé€ ddi dau vdi APT40
va cac nhém khac str dung cac ky thuat, tha thuat va
phuong sach (TTPs) dudi day:

® V0 hiéu hda cac dich vu cia hé théng mang
ludi, cong va giao thirc khdng sir dung hoac
khong can thiét.

* S dung tudng Iora ing dung mang (WAF)
dugc tinh chinh t&t dé bdo vé may chd mang
va cac irng dung.

* Thuc hién nguyén tac it dac quyén nhat dé gigi
han quyén truy cap vao may chd, chia sé cac
tap ho so, va cac ngudn lyc khac.

® S dung xac thuc da yéu té (MFA) va tai khodn
dich vu dugc quéan ly dé€ 1am cho thong tin
dang nhap khé bi xam pham va tai sir dung
hon. MFA nén dugc ap dung cho tat ca cac
dich vu truy cap tlr xa qua internet, bao gém:

o Email mang va email duya trén dam may

o Cac nén tang cdng tac

o K&t néi hé thong mang ludi do riéng (VPN)
o Dich vu may vi tinh dé€ ban tir xa

® Thay thé thiét bi da hét han sr dung.
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https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/windows-event-logging-and-forwarding
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/windows-event-logging-and-forwarding
http://www.github.com/Australiancybersecuritycentre/windows_event_logging/
http://www.github.com/Australiancybersecuritycentre/windows_event_logging/
http://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-system-monitoring
http://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-system-management
http://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-system-management

Bang 1. Chién lwgc/Ky thuat Giam thiéu Rui ro

Tam Chién lwgc Gidm thiéu Thiét yéu

Kiém soat ISM

ISM-0140
. L ) ISM-1698
R R . Cap nhat ban va cho Ung dung
Quyén Truy cap Ban dau R N o ISM-1701
Cap nhat ban va cho hé diéu hanh
T1190 o ISM-1921
o R Xac thuc ba Yéu to6
Khai thac Ung dung Cong khai Y o ISM-1876
Kiém soat Ung dung
ISM-1877
ISM-1905
ISM-0140
i ISM-1490
Thuc hién Kiém soat irng dung
. ISM-1622
T1059 Han ché macro trong Microsoft Office
R R « <A ia y : \ ISM-1623
Trinh théng dich Iénh va tap 1&énh Han ché dac quyén quan tri
ISM-1657
ISM-1890
ISM-0140
ISM-1246
Duy tri Truy cap ISM-1746
T1505.003 Kiém soat Ung dung ISM-1249
Thanh phan Phan mém May Chi:  Han ché ddc quyén quan tri ISM-1250
Web Shell ISM-1490
ISM-1657
ISM-1871
Truy Cép ban dau / Chiém Dac Cap nhat hé diéu hanh ISM-0140
quyén Nang cao trong Hé théng /  Xac thuc ba Yéu to ISM-0859
Duy tri Truy cap Gi6i han quyén quan tri ISM-1546
11078 Kiém soat ing dung ISM-1504
Tai khoan Hop 1€ Tang cudng ing dung ngudi sir dung ISM-1679

DE biét thém cac khuyén cao chung vé viéc phat hién va gidm thiéu rdi ro, xin vui long tham khao cac muc
Gidm thiéu RUi ro va Phat hién trong phan ky thuat trén trang mang ky thuat MITRE ATT&CK cho ting k¥
thuat dugc xac dinh trong phan tém tat vé MITRE ATT&CK & cudi tai liéu khuyén cao nay.

Tuyén bd mién trir trach nhiém

Thong tin trong phuc trinh nay dugc cung cap “nguyén trang” chi nham muc dich cung cap théng tin ma thoi.
Cac co quan soan thdo khong xac nhan bat ky té chirc thuong mai, sdn pham, cong ty, hodc dich vu nao, bao
g0m ca cac t6 churc, sdn phdm, hoac dich vu dugc dé cap dén trong tai liéu nay. Bat ky viéc dé cap nao dén
cac t6 chirc thuong mai, san pham, phuong sach, hoac dich vu cu thé dudi dang nhan hiéu dich vy, nhan
hiéu thuong mai, nha san xuat, hodc hinh thirc khac, déu khéng dai dién hodc ngu y sur xac nhan, khuyén
nghi, hodc thién vi tir phia cac co quan soan thao.

Tai liéu nay dugc danh dau TLP:CLEAR. Viéc tiét 16 khéng bi han ché. Cac nguén c6 thé sir dung TLP:CLEAR
khi théng tin mang it hodc khong c6 nguy co bi sir dung sai muc dich c6 thé du doan, theo dlng cac quy
tac va tha tuc hién hanh vé viéc cong bé cong khai. Theo cac quy dinh tiéu chudn vé ban quyén, thong tin
TLP:CLEAR c6 thé dugc phan phéi khong gidi han. DE biét thém théng tin vé Giao thirc Dén Giao Théng
(Traffic Light Protocol), hdy xem cisa.gov/tlp.
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https://attack.mitre.org/versions/v15/techniques/T1190/
https://attack.mitre.org/techniques/T1059
https://attack.mitre.org/techniques/T1505/003
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/mitigations/enterprise
https://cisa.gov/tlp

MITRE ATT&CK - Ky thuat
hoat dong dang chu y trong
qua khir cuta nhéom APT40

Do tham (TA0043)

Tim kiém trén cac Trang Mang Thudc S& hiru cdia Nan nhan
(T1594)

Quét Cha ddng: Quét LS hdng (T1595.002)

Tim kiém Trang mang md& Rong /Tén Mién m& Rong: Cong cu
Tim ki€ém (T1593.002)

Thu thap Théng tin Nhan Dang clia Nan nhan: Bia chi Email
(T1589.002)

Phat trién Ngudn luc (TA0042)

Thu thap Théng tin Nhan Dang cda Nan nhan: Théng tin dang
nhap (T1589.001)

Thu thap Thdng tin Mdy Chd clia Nan nhan (T1592)

Thu thap Théng tin Hé thong mang ludi cila Nan nhan: Thudc
tinh cda Tén mién (T1590.001)

Mua sdm Ha tang Cd s&: Tén Mién (T1583.001)

Mua sdm Ha tang Co s& Mday chdi DNS (T1583.002)
Phat trién Nang lyc: Ching chi Ky Ma (T1587.002)

Phat trién Nang luc: Ching chi K§ thuat S6 (T1587.003)
Thu thap Kha nang: Ching chi Ky Ma (T1588.003)

Xam pham Ha tang Co s&: Thiét bi Mang (T1584.008)

Mua sadm Ha tang Co s& (T1583)

Xam nhap Tai khoan (T1586)

Xam nhép Ha tang Co s& (T1584)

Phat trién Nang luc: Phan mém Déc hai (T1587.001)
Tao Tai khoan: Tai khodn Dam may (T1585.003)

Thu thap Kha nang: Chirng chi Ky thuat S6 (T1588.004)

Truy cap Ban dau (TA0001)

Tai khodn Hop 1& (T1078)

Tai khodn Hgp |é: Tai khodn Mac dinh (T1078.001)
Tai khodn Hop 1é: Tai khodn Mién (T1078.002)
Dich vu TU Xa Bén Ngoai (T1133)

Xam pham bang K§ thuat Drive-by (T1189)

Lira dao (T1566)
Lira ddo: Tap ho so Binh kém Lira ddo Truc tuyén (T1566.001)
Lira ddo: Budng dan Spearphishing (T1566.002)

Khai thac Ung dung Céng khai (T1190)
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Thue hién(TA0002)

Cong cu Quan ly Windows (T1047)
Cong viéc/Nhiém vu dugc Lén lich: Tai (T1053.002)

Cong viéc/Nhiém vy dugc Lén lich: Cong viéc dugc Lén lich
(T1053.005)

Trinh Théng dich Lénh va Tap I1énh (T1059)

Trinh Théng dich Lénh va Tap Iénh: Trinh Dong Iénh Windows
(T1059.003)

Trinh Théng dich Lénh va Tap I1énh: PowerShell (T1059.001)
Trinh Théng dich Lénh va Tap Iénh: Visual Basic (T1059.005)
Trinh Théng dich Lénh va Tap Iénh: Unix Shell (T1059.004)

Cong viéc/Nhiém vy dugc Lén lich: Cron (T1053.003)

Persistence (TA0003)

Trinh Théng dich Lénh va Tap Iénh: Python (T1059.006)

Trinh Théng dich Lénh va Tap Iénh: JavaScript (T1059.007)
API Gbc (T1106)

Giao tiép Lién Tién trinh (T1559)

Dich vu Hé théng: Thuc hién Dich vu (T1569.002)

Khai thac dé€ Thuc hién trén May khach (T1203)
Thurc hién bdi Ngudi SI dung: Tap H6 so Doc hai (T1204.002)
Trinh Théng dich Lénh va Tap Iénh: Apple Script (T1059.002)

Céng cu Trién khai Phan mém (T1072)

Tai khodn Hop & (T1078)

Khai dong L’J’ng dung Office: Macro Mau Office (T1137.001)

Cong viéc/Nhiém vy dugc Lén lich: Tai (T1053.002)

Cong viéc/Nhiém vy dugc Lén lich: Cong viéc dugc Lén lich
(T1053.005)

Dich vu TuU xa Bé&n ngoai (T1133)

Cong viéc/Nhiém vy dugc Lén lich: Cron (T1053.003)

Thao tung Tai khoan (T1098)

Tai khodn Hop |é: Tai khodn Mién (T1078.002)

Thanh phan Phan mém Mdy Cha: Web Shell (T1505.003)

Tao hoac Stra ddi Quy trinh Hé théng: Dich vu cia Windows
(T1543.003)

Thuc hién Ty déng Khéi ddng hoac Dang nhap: Khda Chay
Registry (co s& di liéu phan cap - Registry)/Thu muc Khdi
dong (T1547.001)

Thuc hién Khéi dong hodc Dang nhap Tu ddng: Sira déi Phim
Tat (shortcut) (T1547.009)

Ludng Thuc hién Hijack (t&n cong chiém quyén diéu khién):
Lénh Lira ddo Tim kiém DLL (T1574.001)

Ludng Thuc hién Hijack (t&n cdng chiém quyén diéu khién):
Tan céng Thir ty Tai DLL (T1574.002)

Tai khodn Hgp |é: Tai khodn Dam may (T1078.004)

Chiém Pac quyén Nang cao trong Hé thong (TA0004)

Cong viéc/Nhiém vu dugc Lén lich: Tai (T1053.002)

Cong viéc/Nhiém vy dugc Lén lich: Cong viéc dugc Lén lich
(T1053.005)

Qua trinh Tiém vao: Chiém quyén Thuc hién Luéng
(T1055.003)

Quaé trinh Tiém vao: Qua trinh Lam Réng (T1055.012)

Tao hodc Stra d8i Quy trinh ctia Hé théng: Dich vu Windows
(T1543.003)

Thuc hién Khéi ddng hodc Dang nhap Tu dong: Khéa Chay
Registry (co s& dir liéu phan cap - Registry)/Thu muc Khdi
dong (T1547.001)

Thuc hién Khéi dong hodc Dang nhap Ty déng: Stra d&i Phim
tat (T1547.009)

Ludng Thyrc hién Hijack (tdn cong chiém quyén diéu khién):
Chiém quyén Th tu Tim kiém DLL (T1574.001)
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Chiém Pac quyén Nang cao trong Hé thong (TA0004)

Tai khodn hgp 1é: Tai khodn Mién (T1078.002)

Thao tung M3 Théng bao Truy cap: Mao danh/An cdp M3
Thdéng bao (T1134.001)

Qua trinh Tiém vao: Tiém vao (DDL) Thu vién Lién két Dong
(T1055.001)

Tai khodn Hop 1é: Tai khodn Cuc bd (T1078.003)

Né tranh Phong thui (TA0005)

Khai thac d& Chiém B&c quyén Nang cao trong Hé thong
(T1068)

Thuc hién Kich hoat Sy kién: Stra d6i Cau hinh Unix Shell
(T1546.004)

Tai khodn hop |é: Tai khoan Mién (T1078.002)

Rootkit (T1014)
Lam r&i Tap ho so hodc Théng tin (T1027)
Lam r&i Tap ho so hodc Thong tin: Bdng gdi Phan mém

(T1027.002)

Lam réi Tap hd s hodc Thong tin: Thuat 4n Ma (T1027.003)

Lam r6i Tap hd so hodc Thong tin: Bién dich Sau khi Chuyén
giao (T1027.004)

Nguy trang: So khdp Tén hoac Vi tri Hgp 1é (T1036.005)

Qua trinh Tiém vao: Chiém Quyén Thyc hién Ludng
(T1055.003)

Tai Ma Phan chiéu (T1620)

Qua trinh Tiém vao: Qué trinh Lam réng (T1055.012)

Xb6a Dau vét: Xda Tap Ho so (T1070.004)
Xb6a Dau vét: Timestomp (T1070.006)

Xb6a Dau vét: Xda Nhat ky Ghi chép Su kién clia Windows
(T1070.001)

Slra d&i Registry (T1112)
G0 rdi/Gidi ma tap hd so hoac théng tin (T1140)

Lam Suy yéu Phong thd (T1562)

Truy cap Thong tin Xac thuc (TA0006)

Thyc hién Lénh Gian tiép (T1202)

Thuc hién Proxy Nhij phan Hé théng: Mshta (T1218.005)
Thuc hién Proxy Nhi phan Hé théng: Regsvr32 (T1218.010)

Lam Xé&o troén cac Bién phap Kiém soat Tin cdy: Ky ma
(T1553.002)

Slra d6i Quyén Truy cap Tap Ho so va Thu muc: Stra dGi
Quyén Truy cap Tap Ho6 so Linux va Mac va Thu muc:

(T1222.002)

Ao hoa/Né tranh Sandbox: Kiém tra Hé théng (T1497.001)
Nguy trang (T1036)

Lam Suy yéu Phong tha: V6 hiéu héa hodc Stra d6i Hé théng
Tudong Itra (T1562.004)

An dau Hién vat: Cac Tap hd so va Thu muc An (T1564.001)
Dau Hién vat: Window An (T1564.003)

Ludng Thuc hién Hijack (t&n cong chiém quyén diéu khién):
Chiém Quyén Th( ty Tim kiém DLL (T1574.001)

Ludng Thuc hién Hijack (t&n cdng chiém quyén diéu khién):
Tan céng Thir ty Tai DLL (T1574.002)

Dich vu Mang (T1102)

Nguy trang: Nguy trang Nhiém vu hodc Dich vu (T1036.004)

Danh cap (Dumping) Thong tin Xac thuc clia Hé diéu hanh: B

nh& LSASS (T1003.001)

DPanh cap (Dumping) Thong tin Xac thyc cla Hé diéu hanh:
NTDS (T1003.003)

Nghe [én Mang (T1040)

Thoéng tin Xac thuc Khdng dugc Bao méat: Thong tin Xac thuc
trong Tap hod so (T1552.001)

Ky thuat Brute Force: Boan Mat ma(T1110.001)

Xac thuc Bat budc (T1187)
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Truy cap Thong tin Xac thu'c (TA0006)

Thdng tin Xac thuc tir Kho Luu trir Mat ma: Méc khéa
(T1555.001)

Thu thap D{ liéu Dau vao: Nhat ky Ghi chép Thao tac Phim
(T1056.001)

An tréom Cookie cia Phién Mang (T1539)
Khai thac Truy cap Thong tin Xac thuc (T1212)
Thu thap DT liéu Bau vao: Thu thap DT liéu tir Céng Thong

tin Mang (T1056.003)

Thdng tin Bang nhap tir Kho luu trir Mat ma (T1555)

Kham pha (TA0007)

An trém hodc Gid mao Vé Kerberos: Kerberoasting
(T1558.003)

Ngan chan Xac thuc Da yéu td (T1111)

Trém M3 théng béo Truy cap Ung dung (T1528)
Ky thuat Brute Force: Bé khda Mat ma (T1110.002)

Danh cap (Dumping) Théng tin Xac thiyrc clla Hé diéu hanh
DCSync (T1003.006)

Thdng tin Bang nhap tir Kho luu trir Mat ma: Thong tin bang
nhap tu Trinh duyét Mang (T1555.003)

Kh&m pha Dich vu Hé théng (T1007)

Kham pha Window Ung dung (T1010)
DBang ky Truy van (T1012)

Kh&dm pha Tap ho so va Thu muc (T1083)

Kh&m pha Dich vu Hé théng mang ludi (T1046)

Kham phéa Hé thong Tur xa (T1018)

Khdm pha Tai khodn: Tai khodn Email (T1087.003)

Kham phéa Két n6i Hé thong mang ludi (T1049)

Kham pha Qua trinh (T1057)

Kham pha Quyén cia Nhém: Nhém Mién (T1069.002)
Kham pha Cau hinh clia Hé thdng Mang ludi: Kham pha Két

ndi Internet (T1016.001)

Di chuyén Hang Ngang (TA0008)

Khdm pha Thong tin Hé thong (T1082)
Kh&m pha Tai khodn: Tai khodn Cuc b6 (T1087.001)

Khdm pha Thong tin Hé théng, K§ thuat T1082 - Doanh
nghiép | MITRE ATT&CK®

Kham pha Thai gian Hé thong (T1124)

Khdm pha Chu sé& htru/Ngudi sir dung Hé théng (T1033)
Kham pha Do tin cdy Mién (T1482)

Khdm pha Tai khoan: Tai khodn Mién (T1087.002)

Né tranh Ao hoa/Sandbox: Kiém tra Hé thong (T1497.001)
Kham pha Phan mém (T1518)

Kham phé Chia sé Mang, K§ thuat T1135 - Doanh nghiép |
MITRE ATT&CK®

Dich vu Tu xa: Giao thirc May tinh Tur xa (T1021.001)
Dich vu Tr xa: Chia sé Quan tri SMB/Windows (T1021.002)

Dich vu TUr xa: Quan ly Windows TUr xa (T1021.006)

Thu thap dir liéu (TA0009)
D liéu tir Hé thng Cuc bd (T1005)

D liéu tir O dTa Chia sé clia Hé théng mang ludi (T1039)
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Dich vu Tir xa (T1021)
S{r dung Tai liéu Xac thuc Thay thé: Chuyén Vé (T1550.003)

Chuyén Cong cu Hang Ngang (T1570)

Luu tr& DI liéu Ba thu thap: Luu trlr qua Thu vién
(T1560.002)

Thu thap Email: Thu thap Email TU xa (T1114.002)



Thu thap Dix liéu (TA0009)

Thu thap D liéu Bau vao: Nhat ky Ghi chép Thao tac Phim

(T1056.001) Dt liéu dugc Luu trir Tam thoi (T1115)

Thu thap ty dong (T1119) D{t liéu tir Kho Thong tin (T1213)

Thu thap D liéu Bau vao: Thu thap DT liéu tir Céng Thong

tin Mang (T1056.003) Dt liéu dugc Phan doan: Phan doan Dt liéu tir xa (T1074.002)

D{ liéu dugc Phan doan: Phan doan Dt liéu Cuc bd

(T1074.001) Luu trr DI liéu da Thu thap (T1560)

BO Suu tap email (T1114)

Panh cap Dir liéu (TA0010)

Danh cap DI liéu Qua Giao thirc Thay thé: Banh cap DI
Panh cap D{r liéu Qua Kénh C2 (T1041) liéu Qua Giao thirc Non-C2 dugc Ma hoa Bat Boi xing
(T1048.002)

Danh cap D liéu Qua Dich vu Mang: Danh cap DU liéu t&i B6

Panh cap D liéu Qua Giao thic Thay thé (T1048) nhé Dam may (T1567.002)

Lénh va Kiém soat (TA0011)

Lam M& D liéu: Mao danh Giao thirc (T1001.003) Dich vu Mang: B6 Gidi ma Biém chét (T1102.001)
Céng Thudng dung (T1043) Dich vu Mang: Giao ti€ép Mot Chiéu (T1102.003)
Giao thirc Tang 16p Ung dung: Giao thirc Mang (T1071.001) Chuyén giao Cong cu Ingress (T1105)

Giao thirc Tang 16p Ung dung: Giao thirc Truy@n tai Tap Ho so

(T1071.002) Proxy: Proxy N&i bo (T1090.001)

Proxy: Proxy B&n Ngoai (T1090.002) C6ng Khéng Chudn (T1571)

Proxy: Multi-hop Proxy (T1090.003) buong Ham Giao thirc (T1572)

Dich vu Mang: Giao tiép Hai chiéu (T1102.002) Kénh Bugc Ma hoéa (T1573)

Kénh Bugc Ma hda: Ma héa Bat Boi xirng (T1573.002) Céng cu Chuyén giao Ingress (T1105)

Proxy, Ky thuat T1090 - Doanh nghiép | MITRE ATT&CK®

Tac dong (TA0040)
Dung Dich vu (T1489) X6a O dia (T1561)
Tat/Khdi dong lai Hé théng (T1529) Chiém doat Ngudn luc (T1496)
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Tuyén b6 mién trir trach nhiém

Tai liéu trong hudng dan nay mang tinh chat téng quat va khdong nén dugc coi la c6 van
phéap ly hodc dua vao dé dugc gitp dd trong bat ky trudng hgp cu thé hoac tinh hudng
khan cap nao. B6i véi bat ky van dé quan trong nao, quy vi nén tim kiém i khuyén
chuyé&n mon, déc lap va thich hgp lién quan dén hoan canh clia minh.

Chinh phu Lién bang khong chiu trach nhiém hoac trach nhiém phap ly nao doi véi

bat ky thiét hai, mat mat hoac chi phi nao phat sinh do viéc dua vao thong tin c6 trong
hudéng dan nay.

Ban quyén

© Chinh pht Lién bang Uc Nam 2025

Ngoai trlr Qudc huy va nhitng ndi dung dugc ghi ré khac, tat ca tai liéu dugc trinh bay
trong an ban nay dugc cung cap theo Gidy phép Thira nhan Sang tao Chung (Creative
Commons Attribution 4.0 International) | creativecommons.org.

Pé tranh hoé nghi, diéu nay nghia la gidy phép nay chi ap dung vdi cac tai liéu nhu dugc
néu trong an ban nay ma thoi.

Chi tiét vé cac diéu kién gidy phép lién quan, cé san trén trang mang Creative
Commons, cling nhu Quy tac Phap ly day du cho gidy phép CC BY 4.0 |
Creativecommons.org.

SUr dung Quéc huy

Cac diéu khoan vé viéc str dung Qudc huy nhu dugc trinh bay chi tiét trén trang mang cla
B6 Thd tudng va N6i cac Commonwealth Coat of Arms Information and Guidelines |
pmc.gov.au.

Muon biét thém thong tin, hoac muén trinh bao van dé an ninh mang,
xin hay lién lac vé@i chang toi:
cyber.gov.au | 1300 CYBERI (1300 292 371)
S6 dién thoai nay chi dugc sir dung & trong nudc Uc ma thoi.

L J AUSTRALIAN
SIGNALS
- - DIRECTORATE

c\ Australian
Cyber Security
_\ \.) Centre


https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/legalcode.en
https://creativecommons.org/licenses/by/4.0/legalcode.en
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