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BADBAZAAR LDMM|LD MOONSHINE: 2 L&,
emBH6UT6sHIW LDMID SeILSHEHW (& (pSE6T
Log)gum FEUPS> SLTEUEVTHEM6ETS (S
6516185 (&LD Spyware 6T6oTLILI(HILD

2 616G LD63T O LI (6T

@\ yevor(h) 2616 6ILDEBTEILIT(H6IT 6uen &6 (HIbSHI 15
QLLISE6V 2 6ITEIT6UIT 8 (6THESIT6BT L|SW &856116V LOMMILD &655fILIL|
HL 6L EH60)8E&HEM6IT NCSC LOMMLD B565T FoLL_LITEITT&H6IT
GleuefNuN(H &I MmIFE6iT.

C\& MG LI

@hs ,GevmrasnesT UKUIN6oT Cyber League S{6mLOLILN6TT 4,561 L 60T, the National Cyber
Security Centre (NCSC UK) 6T6sTm G&H&IW 60&LIT LITGISTLIL] 60LOWILD MHMILD L65T6u (HLD
FreuCsHF Fal LTETT&HETTEL Fal LT&HS SWTflEsIUL(HsTerg):

> &YL,eSHGredSlw emeLIT LTSISTLIL] 6nLOWLD, ,610HGredlw
1518 60)(6H & 61T @\ U185 (5 HIJ & &) 60T ¢(IF LI5S

> enEUT UTgISTULNMETesT &G6oTigW 6mLOWILD, &8616V CISTLITL]
LUTSISTLIL] 610STL6sTSHE60T 62(IH L&)

> O TLD6BT cobILILIF6L LjevevTmiliey] GaFemen

> O TLD6BT cobILILIT6L THFlW6VENIOLIL] LITSHISTLIL] S{6V]6L6VELD

> hlupFlevmbg CHFIW 6n &L LITHISTLIL] 60ILOWILD, HJEFTHIS &8 66V
QLY urgismLL usssflusssler e(m LG S

> 96w iflasmailest (&MMLI L|6VesTITILIO| & I6M M - Federal Bureau of
Investigation (FBI)

> 90wifles GCa&lw urgsmLL HimieaesTid (NSA)

MGEUMEDT, HloILIS, Eﬂshg]u_lrrréu 2 (& SesTerTmL&] LMhSIILD, SR68T BTG
QWESBISET HMILD coLITEV|6IT SHITMhI 2 6T6ILL 6L ILIMGIS EThL65T ClFTLIL|enL Ul
S6vi LTS Eh& &S SmISlenLNs &L B)6n6wTl HLEYSHM&HE6T 6 DLIHISEID
SUETTThS| eU(HLD SAFEFMISSEV GMSSI NI ewTTene eFHLbISSICEH Q60T

CrBT&saLD.

@& ,CeuTaenesTuIlen F6oT BTEE(E) U, T6U(LPEIT6IT 6TVLDITTLooGLIT6TSH6T

2 6T6rf 1L GILOTEmLIE) FIT&H6THRIS6IN60T HFen6u (&N 6m6188, BADBAZAAR LOMM)|LD
MOONSHINE 6T6sTLILI(BILD 2616 GILD6STEILIT (ThemeTT LI LILI6STLI (& 5)
SmiglenlpLiLionfseT LiweTL(hSSID MILLmsener edleufls @ @resor(h
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https://www.ncsc.gov.uk/information/cyber-league

eNifleumest &4 U16 86T SILMHIGLD. HRISENETLD SHHIGH6IT FTSH60TRISEN6TULD &hIgH6IT
STEMEULLD 6Q(HEUT LITHISTES 2 &6 6ULPSTL(HH60TEH6|D @& HHeMEIMS).

@& o,CevmgenesTL6dT, full technical detail with separate guidance 6T65TM
ClamplevmILL 69leurThigsenemuD NCSC GleustlufL (hsTers).

@) 563TIT6VL WIT(IH5(S H,USSHI?

BADBAZAAR LOMM|LD MOONSHINE i, &luleneu GMILILITE &FeuT STFT6V i6uTgerfleor

2 6THTL(h HSHSTTLD, @leVLFlWimbigeT HMID 2 euseTTeil BHCILIWI(HEE
SNFHFMIHHE0MSHE & ([HSLIL(HILD HEEVLIL|S ETHL6DT Qg)I'I'LU'qGG)LU_IGLIU'BSGG)ﬂTBS G
MEULILIENS, BbS UEUETTHENS 6T(LLSIWI SHMLOLILISET LHMID CISTIle0Z16mM
L& Terf &61T &euenflSSI6TeTenT ). Si6UT&6T L (HILD Hmeor

U USH S| (GETETTESTEU 6T 6T60TM @)6V6VTEILLTEILD, LILIgWwiedlL UL L9 (& & LD
LSl65T6U (THLD DHEMLDLIL|E(ETHL6ST OIS TLITLIEHLWIEUTEETT LBl&6 LD Y LISE)6V 2 6iT6mesTi:

> gmueumesflest a9 (H&Hem6v
> Hlolugsslw 2 flengeir
> 2 UIGT (PervedlD&6IT LoMMILD FesTmailest & (eh&FWITmI 2 Wi(& T
gesTeoTmL&IL1 Lig Slullev eumpLd LNm @6t FlmLimesTenLoueoriy
> (ClammmIlsmm 2 1 LIL) g260TH TS SH S M SHTEHS (8T6V
Q& m(hHLILeuFs6iT
> coLITEY|6BT &I Y,66TL08 @)U E1D

SAT& FTTT BIMI6U6ESTRISET (NGO), LSS Flens e a6, ouenflemiseT mmID
QS &WHSHEHSHSHTE eUTH|(HILD, HEMLIITETLD ST HeV6vH Goumi eNGme
WrEBlSlSsIULHSSID SelBUTSEBL Q6L HLmIGaT. Qbs

2 616 Gl LOESTEILIM(HET GEMentTIISHS6V &6ToTeLI9SHEUTLOMSL LITE|6SETTED,

G el LITHl&eULILLEITEEHSE LM, @) HenM LiweTjaeflL (b
LIT6YLD SJLITWILD HSHHLOME 2 66T

BADBAZAAR LOMMI|LD MOONSHINE 2_6é6) el o6sT el Lim(merfleoT @mIusliL
SHFFMISH BV (G LISHS6V 2_6TET6UTHET HSHM (&S SHMDLILLI Ligleverfl&Hss

2 56|6160s CHTEHEHDMSES s @b U, Cemaement 6(WsLILIL(I6TETS).
LflbglenTesLLLL S65flLL| BLOIG&ENSSET, LTHE @)enestr Limg| s

U CEVTFEMETERLILLD & (HSHI6V 1 meret(h Cl& T (hl&asLILI(HS6TDET. SHeuHenms
sesfllumsl UTTLILNSS &69J&86LD.

@bs o,Ceurasnesruiley GMILLNLLILIL(H6T6m U ST (H&6emeVLl LILI6ST T &6iT
LSlesTLIMM|6UGEBT PLPEVLD, 2 6T6 GILD6TTGILIT(THET D 6U &6 CILDTEnLIGY &TS 60T hIS6T
LMMID SF6eY&6rflev ClHTMHMID HUTWSHNSS (56N MEE (LPLyL|LD.
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http://www.ncsc.gov.uk/

SIFHFMISHH6V

MOONSHINE oM m|LD BADBAZAAR gg,aﬂmemm L(BUrrgeirraS@és@ T(h5H5IHSTL(H&6TT.
(LPEMMITSE app store&H6iT S{6V6VG)| 4,65T6m6V65T GHTLIL| LISIT6y Caemevssriled)(Hba)
LSS ClF LIS gl ClFLIEOSEhE E6T @bS ShiflenLps & LD
ClEweLLIMT(H&6TT EOME S| 6n6UESLILIL (H6T6IT6DT.

@ LWeTen T MMM SHeUTH| FTHETHEH6V LSlel &S iz Himie|n
sUMSHUNED QB ClFIESHET allgalenDSELILIL(HETETE. Sibs Cl&wied]
BIMIQULILILL I, FTSHETSHSI6V 2 66T LITHILILIS(E6T6MTHSSa0lglL LIGHSEHM6T S HS
ClFwed) LWeTU(HSS), SHBIESFSSUILLTS ClFWeoLIT(hsHeners Clawiul
FMSHETHS|60l(Hb&| HHEUMEV HeW)SH6|D LFledm&sa|D ClFuwiedlufesr

SIS HENEITLI LILIEDT] HLDLIS608IL|L6DT 6ULpMIS 6ULY) CIFUILIGVITLD. S{6umMMI6T
SILMBI(GLI6D6L:

> 5&Lp Gl sevorasmessilLiL] 2 UL @@pLNLE Srey

> e6dleummu) LMMILD SLOFIT QY & WM NN6ST | 658)186V

> QIEFWS)SET, LiemaLILILBISET MM FrHestHSlev CablssiulL 9m
GasmLLss6iT

> FMSHE0TSH S8616V LDMMILD LISV

DI H60T LN6ITEOTTT, QLSS 2_6IT6IT (8(LPEEH6TT6L 2_6TT6eIm6eUT&6ITl60T [HIWIMWILDT6sT
eSl(HLILIGISENETL LIWETU(h 55, SH6UTSH6T6T STenel SIS, (PlybEeLeniT
LI6uenTL UMTSl& 86,10 CIFIEIMTT&6IT. HalFaserle blambs GlomplasemerT
515G ClFWIEOlGE6T su6vg| Ferrmallett SlelLSHSI LIGSH6T SHev6Vg)|
Feoregglwimal GumesTm @\Lraigselest GOILNLL 2 6T6TL 85556058

(Cl&TEBoTLY (HLILISEDT PLPEVLD LIMEISELILILL 6UFTEHEM6TT & EHLD ClFwedlaemerr
EULYEUEDIDGS G| DIHEDIETT SI6UT&H6T OlFWISIMTTEH6IT.

@& o, CeumaemesTullev 2 6o elifleumesT &y U16&6iT TibetOne LDMM|LD Uyghur Quran
ClFWEO&6T 2 L LIL &l6v 6T(HSHSHIHHTL(HSHEN6T @& M (F) 6LLPMI(F)E60TM6DT.

U ETED6V6IT LDGITMEISEM6V @leuTaeiT ClFwDHLBHIEIDTTEET. b eThigerey
GOINCL CBITEELD ClSTEBoTL LILIESTTSET LISV E)6emestt ) (HLILISTED H6UT&6iT
SI6METTEUT S| & (HENIS(6THLD urrf@asasuu@sug;masrrm UMY HSH S SHEME)|.
s‘f)]@ug) Qg;rrujurrm Telegram channel&6TT LDMMLD Reddit LDGZST[DI‘E:.IBSGrﬂGU

2 66 GloesTEILIM(RHL&s6T Goustor(hClwesTCm LISIToUS| HeUSTeflS&ELILL (H6TETs).
@be 2GeurEemesTUIN6EL 6uULPmISLILIL (HeTem eNifleumest oy liey&erflsy Flev
TS5 TL(H&6T STLILIL(H6T6IT6T.

SmISlen L& &L ClFWwed &6 GlIL(HLOLITEY|LD Android @60 APK GasmLiL|gs6iT GLimesTm
(WP pemowimest GamLiLsemmasl L& FLL(h&lesTmeoT, SI6UDEDMD LILIGSTT 86T
LSleNMmESLD QEU_IQJ BImieu Geuessr(HLb. Google Play Store LD[])@JLD Apple App Store
GCUITesTMD HSSHMT LiTeu Semhigseriey LSlGeummIalSHeor CLPEULD H6V6VE] (LP6TEBT]
Smisnm Clawedserflsy HhislenLpss G ClFwedsnwdF GaTLILISET fLP6eVLD
SmISDLPLILIOITHET HHIGHET 2 66 6IL6TTCILIT(HEDET LI&6LD (PEDMWITETSHTEHS
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CamesTme ClFwiw (WPWMHESSITM6TTT. HSSTT LLT6U @)L hig6rflev LImg|smiL
SILDEMRIGEIT LOMM|LD CHFTHEDETT GClFWIEV(LPEDMEET 2_6ITEITETT. SH&H6TTTEV, @ HS
SHSHCrmumwLD Gleumm Clumieug) GenmeuTsGol 2 6T6g). @& HSHSTT LLT6u
&6enL&61f160)(Hbg] ClumLILIHID ClFwed&eneTLl LITg|STLILIT6T S TS @GS ME]
ETETMTEYILD @\HS 4, CevmEemssTuIlev euLpmISLILIL (heTem eNifleumest gy li6&6rflev
GMIUEILLG| GLITeve D NCSC @)65T App Store Threat Report(G6y
HlepL& &S LILIL (H6T6TLILg LD, {6m6u 6TLIGCLITGILD LIMTGISTLILITETSHTS
S{6DLDEUS6V6D6V.
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https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf

9 EFHDISF VSN (BBSH 2 BISGTL] LITSFT5%, Q)BS 2 Cvrsameruied CamqL” s sri_ v Rerer teteumd Brerg 2 sails @Gpllysamart HaTLDDIaIg 2 SajLb.

Guoayd eflfleures <,CovrFemets @, senflLiLjsar LGSew L] LITisSa L.

s cee  Four tips to stay safe when
using your smartphone

apart of GCHQ

Reduce the risk from malicious apps with good cyber hygiene,
then follow these four principles:

Stay Mainstream Stay Organised

Don’t root or jailbreak devices, Review installed apps and
only use trusted app stores. permissions regularly.

Stay in Touch Stay Alert

Report suspicious messages Stay vigilant on social media
and files to online services. and check shared files and links.
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el ifleurmest oy Wi & 6iT

@bg @\resr(h eNifleument S4\li68EHLD MOONSHINE LDMHM|LD BADBAZAAR 6T6L6UMM)]
Cl&FWI6VLI(h 5165TM BT TEITLIENS LD, SHBILIeMLPLILIOUTEHEIT 6T6UEUTMI LIS S160
2 6IT6TEUT&HEN6IT (&M 686USSIMITTEEIT 6TETLIENS W|LD 6191618 (5851 65T M6DT.

edlifleumest oy 16y 6265TM)|: MOONSHINE

MOONSHINE 6T65Tm Android 2_6m6GlLoesTOILIM (6T SHlolLGHSHW (& (LpE&&en6rT (&)
DEULILIGTE 20194 LD 4600796V Citizen Lab HMONSSHGI. (PemMWITesT GlEFwedwims
MOONSHINE &ML 198 Gl&mesot(h), 34608 Himieu LTS &SELILILLEUTEHEN6ITS

SUTHS (PSS MG. 15| Telegram CFesTELE6IT ELPEVLD LISIFLILIL(H), 1S 65T

@ emeBoTLIL| & 6T WhatsApp eulflwimssL L&STruL(heTerg).

MOONSHINE 691ifl6umesT &655T&MestfILIL] HMesTEH6m6ms Cl&mevsT(hH6Terg). 3iglev:

> Fl&PpCHr sevorsmessflliy 2 LuL @pUlLs srey

> Gy pGwim WHMIWD Ljens UL gL

> FnseeTHE6V @)\ (Hhs CamLLsenerL LSalMe &S M)
> FMSH6ETHH60T H&H6U6VEHEM6I L CIL(H&H M s

> FNH6THS6V QY lpGwimemeu @Quis (&S IMS]

2 UI(GTHM6TSE (§MI6n6uss MOONSHINE sreueumm| LiwesTU(HSSLILHIS MG
eT60TLIS M (S,

‘Audio Quran.apk’ eTeuT GILOMACILILITSHSLUILILL 'G5 (Lusb.apk’ eT60Tm ClEFWLISH (b
THSHHETL(h). (BT IU,60T ClFWESlnWEF LSS TL(HILD euenssuiley, 2 iG]
Glomflufev CamiiLy Gluwy @LUULIgHLULSTETSI, 2 W& T (Wevedlibserfles
HEUTHENS FTLILSMNSTHG6U CleFWwILIL g (HESHEVTLD.

GClawed) HlmeuILLL )b, LTS &&LILILL6UTE6IT60T &IT&60TmIS 61160 (HH &)
SHHISEMLPLILIOUTEHET H&H6UVHN6T CasflHs (PlgW|b. @QHHS &H&H6Uen6V, 'SCOTCH
ADMIN' (8L 6ULPIWITE 26T0)|&6VITLD.
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https://citizenlab.ca/2019/09/poison-carp-tibetan-groups-targeted-with-1-click-mobile-exploits/

SCOTCH ADMIN

ClFWI6015 &6 BINWHBSILD, HGCLY 266 LLGSHI60 STLLULIL(H6TET LiIs&HS5m55
BHBISIDLOLILIEITSHET HEWIHEVMLD. LITSIEHEULILL FTSHehIS6M6sr aileurhigeT
LODMILD UTSIEESILILL FTHETBISEN6T HhISlDLLILIEUTSHET HED| (LD SH6Temel

@bsL UsESL STLHSEIMS:

o SCOTCH SYSTEM

alias: app name: package name: sdk version:

if contact: if location: if call_log: ifsms: if cache file:

search

All Online Offline Important

CeaflasiulL gremel, SDCILMHET GLEVTEITEnOL  LIsVens
SI6UMM)6T LIN6TTEL (THEUEBT LMl (&85 65T M 6DT:

> FMSHETHEHMETET |600)|86V [hlemey
> (5mIEHoF LIS ST

> genpLiLserflest L&leyseir

> @EulhlLs ey

> FMSHETHH60T 55616V

Cyber League 2_L 63T @)en680TH&|, NCSC S{6mLOLILY, Trend Micro ULpHEISI W

@'

¢Upload Component

Logout

4. download all

sTLHSImE,

Carflevglenm MEemnsenl SigliLienLwms Glamessr(h), 'UPSEC' Gl&messrL HTML
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https://www.trendmicro.com/en_us/research/24/l/earth-minotaur.html
https://www.trendmicro.com/en_us/research/24/l/earth-minotaur.html

HENEVLILI6TE 2 6THI6MLE LIGVEm&UTIGVI6T6IT 6if) L ULIMGI& LD, MOONSHINE
2 66l eTEILIm(merfley|siTem &)(hH(HID ClFWMLIT(HILD 6R65TM)]L 65T §265TM)]

Qeventha QHULMS &6t (hlLlySSI6TeTgI. (P lLIThIGET G585 60T
@ enestrasLILL (h6Term OIS TH6VHILLI 9 GevmEFenssTuiley 2 6TET6oT.

UPSEC 6T6oTLIG| 'Sichuan Dianke Network Security Technology Co. Ltd' 6r6i>‘ru6mg>és

GM&ESIM G| sresTm) Intelligence Online (GMILLNHSIDSI. @HS 4,616TTTSHENS
GleusNuN(HID SieMOLILGEST @HS MSHensHen g FflUTTE ST 6V6em6L.

edlifleumest 94 u16] @\Tesor(h): BADBAZAAR

BADBAZAAR 6T60TLI&)| 2 UI(&T&6TT, HCILSSHWITSHET MMILD 608 6UT6si 1WLIT&Hen6Ts
&M 618 &LD i0S LMMILD Android 61608 GILTEMLIEY SLDEILIT(HETT(GLD. @ HSHE
SO (HETT FEPS 26T 5HE SEMLISET LDMHMID HSSTY LLT6u App storesel
eulflwimss uyelluysirerg).

"TibetOne' 6T65TM GlFWIESIUIN60T eLpEVLD HIOILSSHILTEHEM6TS (FHN)l6mer &8, BADBAZAAR
LwesTU(hSSLILIL (H6T6ITE)| 6T6sTLIENS Lookout LOMMLD Volexity 61&fle)&&l6sTm60r.
'TibetOne' 6T60TLIG| SHMHILSIENLPLILIOUTEHEITTEY 2 (HEUTSHSLILILL i0S GlFwedlwmEL.
@8 FTHETS 58616V LMHMID QHLILINLE ST606U H6T)|(GHLD S Men6Ts
Clasmesst(hleTergl. @bHs 6l&wed), 20219410 &y ,600T(h) l9.&FLDUIT LOTSLD Apple App
Store@6L LS COUMMUILILLG). U60TT6Y, HHCLTE| NG| HEICH HlenL&ESHTE).
Solummemer Goey|b LFLIL, 'tibetanphone' 6T65TM Telegram G&6uT60160 HHS
ClFwedenw SridlenpLiLieuFgeT eNembuFLiLI(h&HS6oTl.
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https://www.intelligenceonline.com/surveillance--interception/2025/01/29/chinese-firm-behind-hacking-operations-against-uyghurs-and-tibetans-unveiled,110368855-evg
https://www.lookout.com/threat-intelligence/article/badbazaar-surveillanceware-apt15
https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/

TibetOne

App Store Preview

TibetOne (i)
Bhatt Jayaben

Designed for iPad

Fres

Screenshots irad  iehone
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LILLD 7. Apple App Store @\6V TibetOne GlgwedluNeT LISEWD. HHCUTE| SHS 6l&Wed mif(hHHESI
b&&LUL (heTerg).

8 December 2021

Bav Lol o 04:15
https://apps.apple.com/app/tibetone/id1597024202 ss2qvgzz=
TibetonE'x:‘Qqc:'r\";.mq'qg;-r\a‘g TibetOnc;_r TR AR TR Ty P A IR AT En) faew

ArrasT AT s Ty S AR S rr Al g A s Rvesll Erlig & Fwsgem ¢ fyazs &
~ e
B5 geramsials ge T ls)

= P s = - P
:'E'ﬁq'x:'a";ﬁl‘:;'m‘a‘! xm:-:qg:wgw&riﬁq’@ rﬁ:'ﬁq"g’a%:_'g‘ﬁq‘%:wd:'ﬂax'q%a'_'r\-aa_—wg:':_w'agi_'aa-q:'gm'

i/

2gaids) ﬁq.‘?fm'a'.:'@’-."“m'%"5:_'?5!{':‘&'&:11;‘:1'?«3 T T T IS A RgI TIn e S|

e 04:42

ADD Store Frevew

LILLD 2: Telegram GFesTedl6v LIENTLILILL TibetOne Gl&wWi6d).
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@& GClFWwed s & &L L JeuLDTesT &rfua‘;asrrljgsmg G&jl;lugrjjasrras,
SIS0 LPLILIITSET ‘tibetone[.Jorg’ 6T65TM 6UEMEVEH S 6T &6MG LD
2 (HEUTSHSEIDTTISHET. 'HlEUSSI HTFEFTTHMS ChelsEL0 MHMILD euTELienL

@ LS QUTREHENS (PENMUITE LOMHM|LD LDBSBS@H‘:@ LI6BOT&&ITI LOMM)|LD
2 WFSHT LenLLIL&en6m Cl&messT(h) 6U(HEUSTS 'SHetTenstT SiHlev eNleufl&Heg).

TEOFRYNF g T,

TibetOne aims to bring rich and high-quality works to people whe love Tibetan culture and make reading a new way of life.

.
R

g

AN R Tenesa BT

Photo

LILLD 3:‘tibetone[.]Jorg” @\6tT (P& LILLILISSLD

QamLIyenLwWw LiGHsener Q&srfley LIS euemnauiley @ng LLLD &(hSHSLILL(H6TETE.

@ HS 6UEEVSHHETHS6V LILIGTTSH6T & (HEGIH606I bleusfluilL 360|088 G 6(H
LSS @) (HHSGI. 'choekyi.wangmo@ignitetibet.net' 6T65TM LO160T60T(6HF6V (LP&6EUIFILITEV
@LLULILL 6 &(HHG, HhslenpliLieurmev &L (hLUubhSSLILHEUSTELD, el
‘Choekyi Wangmo' 6T60TLIGUEDT QY 6TDMMTLLLD Gl&FUIS) (HES 6UTUILIL|6TEITS| 6T60T6LLD
BLULILIHSIME]. ‘Choekyi Wangmo' eTesTLI6Nf, Tibetan Centre of Human Rights and
Democracy @16V $l6lLGHm S 5118 @E&HW0 Cumymeflwums Ll igwed iU (hsTemmiy.

@'r_F;g, GClFw el 2_esTemwuNCeuCw HEILSH W &SHHEHTEHSHM&STES euUTH (HE M)
eT6oT CHTMMEHEMS 6118 (&) LMGIMT(H (PWHEFIWTES @) (HESEVTLD.
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https://tchrd.org/cases-of-torture-in-drapchi-prison/
https://tchrd.org/cases-of-torture-in-drapchi-prison/

Recent Comments

Dalai

Lama—Inner World: The Buddha
Rangyul
Rangla Mayna Recent Comments
Dalai
Lama—Inner World:The Buddha
Yamdrok Yumtso
X Rangyul
Rangla Mayna
VOL.59

Yamdrok Yumiso

VOL.59

LLLD 4 ShiflenlpliLieufsermey sL(HLLbhSS LU [H6USTE HOULILIHID LIW6T&e6r6iT &(hHe e &H6m6ms STl (HLb
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https://www.cyber.gov.au/report-and-recover/report
https://www.cyber.gov.au/report-and-recover/report
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/threats/types-threats/phishing
https://www.cyber.gov.au/threats/types-threats/scams
https://www.cyber.gov.au/protect-yourself/staying-secure-online/connecting-others-online/secure-your-social-media
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/user-education/security-tips-social-media-and-messaging-apps
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/user-education/security-tips-social-media-and-messaging-apps
https://www.ncsc.gov.uk/collection/defending-democracy
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.npsa.gov.uk/personal-safety-and-security-high-risk-individuals
https://www.npsa.gov.uk/personal-safety-and-security-high-risk-individuals
https://media.defense.gov/2021/Sep/16/2002855921/-1/-1/0/MOBILE_DEVICE_BEST_PRACTICES_FINAL_V3%20-%20COPY.PDF

G5 D Ca6iTeN&H6T @) (HHSTEV, nescinfoleg@ncsc.gov.uk 6T6sTM LO63T 6T (65 &6V
(LP&6UTS1E(E DL 6D6USHE6LD.

@ &l6v FaMUILILL Jem6esTSHSHIM (&L UK Crown LISILILIfléno © 2 6Terg)

ussd 22 Qurgsd 33


mailto:ncscinfoleg@ncsc.gov.uk
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99 Names of ALLAH com.Apptriple.Namesofallah.Asmaulhusna

APKPure com.apkpure.aegon

Adobe Acrobat com.adobe.reader

Alpine( i) psyberia.pa.full »«

pro
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AlpineQuest Off-Road
Explorer

psyberia.alpinequest.full

A

pro

AlpineQuest Off-Road
Explorer

psyberia.alpinequest.full

AlpineQuest Off-Road
Explorer (Lite)

psyberia.alpinequest.free

ApplLock

com.alpha.applock

Arabic Keyboard

com.arabic.keyboard.arabic.language.keyboa
rd.app

Doooo
oooao
=

Audio Video Cutter

bsoft.com.mp3.cutter.ringtone.video.maker.
trimmer

Badam#4E 15 fiy A\ v

com.ziipin.softkeyboard

Buddhist Songs (1)

com.bigkidsapps.buddhistsongs

Calculator

com.android2.calculator3

Compass 360 Pro

com.pro.app.compass

EN-UG Dictionary Free

ru.vddevelopment.ref.enugen.free
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Ewlad ewlat.com.ewlatuyghur
FAST com.netflix.Speedtest
FMWhatsApp com.fmwhatsapp
File Manager + com.alphainventor.filemanager
FlyGram org.telegram.FlyGram
Flygram org.telegram.FlyGram
Free WiFi Pass com.cl.wifipassword.share
GBWhatsApp com.gbwhatsapp
Hefz Quran com.golap.hefzquran
Hijri Calendar com.ibrahim.hijricalendar
InShot com.camerasideas.instashot
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KMPlayer

com.kmplayer

KineMaster

com.nexstreaming.app.kinemasterfree

MP3 Cutter & Ringtone
Maker

ringtone.maker.mp3.cutter.audio

Malloc

com.mallocprivacy.antistalkerfree

Maps Distance Calculator

com.routemap.mapdownload.gpsrouteplann
er

Media Recovery

com.aaa.media.recovery.androidapp

Nur.cn com.nur.reader
Nurfi N1 com.nur.ime
OGWhatsApp com.gbwhatsapp3
PDF Extra com.mobisystems.mobiscanner
PDF Reader pdf.pdfreader.pdfviewer.pdfeditor
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PDF Reader com.gappstudios.:?\utow?fiBgdataswitch.san.b
asicpdfviewer
Photo Editor com.iudesk.android.photo.editor
Photo Recovery recover.restore.undelete.photo.video.file
Photo Studio com.kvadgroup.photostudio
Plus org.telegram.pluspro
Prayer Book com.arashpayan.prayerbook
QuarkVPN com.speedy.vpn
Quran com.tos.quranuighore
QuranKerim com.ewlat.qurankerim
Restore Deleted Pics com.restore.deleted.pictures.video
Signal org.thoughtcrime.securesms
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Signal Plus org.thoughtcrime.securesmsplus
SignalPlus org.thoughtcrime.securesmsplus
Singing Bow! Sounds HD com.soundj_abber.tibetansingingbowls.candIe
tibet.bowlschakrasound
Skype com.skype.raider
Snaptube com.snaptube.premium =
Snaptube Plus com.snaptube.gold =
SwiftKey Keyboard com.touchtype.swiftkey @
Tarteel com.mmmoussa.igra . |
Telegram org.zhifeijihj.messenger Q
Telegram org.telegramfbo.messenger 0
Telegram X org.thunderdog.challegram o
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Tibetan Divination System
MO

net.rhombapp.mo

Tibetan Prayer

com.chorig.tibetanprayer

Translator AR-TR

free_translator.artr

Truecaller com.truecaller
TubePlus com.techshop.videocraft
Ultrasurf us.ultrasurf.mobile.ultrasurf

Uyghur Keyboard

com.mykeyboard.myphotokeyboard.uyghurk
eyboard

Uyghurche Kirguzguch

com.ziipin.softkeyboard

Video Converter

com.inverseai.video_converter

Video Cutter

com.naing.cutter

Video Downloader

downloader.video.download.free
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Video Maker

com.bstech.slideshow.videomaker

Video Player for Android

com.zgz.supervideo

Vieka

com.prime.story.android

VivaVideo Lite

com.quvideo.vivavideo.lite

LITE

VivaVideo PRO

com.quvideo.xiaoying.pro

0
X

Vmuslim

com.alhiwar

Voice Recorder

com.media.bestrecorder.audiorecorder

Voxer

com.rebelvox.voxer

g o

Weather Forecast

com.graph.weather.forecast.channel

WhatsApp

com.whatsapp

WhatsApp

com.whatsapp
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WhatsApp com.WhatsApp3Plus @
v

WhatsApp com.whatsapp g

WhatsApp com.WhatsApp2Plus

Whoscall gogolook.callgogolook2

WiFi Password Master_v1.4

com.example.dat.a8andoserverx

Windy com.windyty.android
Wise com.transferwise.android
YoWhatsApp com.yowhatsapp

YouTube Downloader

dentex.youtube.downloader

Zom

im.zom.messenger
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iQuran Lite com.guidedways.iQuran
. (.fud.\
Al s (3l 5 com.ewlat.eserler IS
Ol sl ysa com.c9.utilim
T com.yelken.izchi

A 5 5 APK (o S5 i

com.uygur.apkstore

QLB s Hsm i

com.c9.uyghurquran

s SN ol com.maherd4web.quran
A com.my.newproject5
mAS () ru.omdevelopment.ref.quranuyghur.free
S e i ol com.kuhigap.lughitim ?6
e SH8S H% com.nur.ime
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com.guanyincitta.chant

PP T L com.dacd.dictionary
e N com.example.astronomicalcalendarapp
B e ek D RH P com.tibetan.translate
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