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https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
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National Cyber

¥ serycene  FOUT tips to stay safe when
using your smartphone

a part of GCHQ

Reduce the risk from malicious apps with good cyber hygiene,
then follow these four principles:

Stay Mainstream Stay Organised

Don’t root or jailbreak devices, Review installed apps and
only use trusted app stores. permissions regularly.

Stay in Touch Stay Alert

Report suspicious messages Stay vigilant on social media
and files to online services. and check shared files and links.
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https://tchrd.org/cases-of-torture-in-drapchi-prison/
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https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
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https://appdefensealliance.dev/malware-mitigation
https://appdefensealliance.dev/malware-mitigation
https://support.apple.com/en-gb/guide/security/secb8f887a15/web
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
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https://support.apple.com/en-gb/guide/iphone/iph251e92810/ios
https://support.google.com/android/answer/9431959?hl=en-GB
https://support.google.com/android/answer/2812853?hl=en-GB
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https://landing.google.com/advancedprotection/
https://www.ncsc.gov.uk/collection/mobile-device-guidance/keeping-devices-and-software-up-to-date
https://www.ncsc.gov.uk/collection/mobile-device-guidance/keeping-devices-and-software-up-to-date
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/collection/phishing-scams
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https://www.cyber.gov.au/report-and-recover/report
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/threats/types-threats/phishing
https://www.cyber.gov.au/threats/types-threats/scams
https://www.cyber.gov.au/protect-yourself/staying-secure-online/connecting-others-online/secure-your-social-media
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/user-education/security-tips-social-media-and-messaging-apps
https://www.ncsc.gov.uk/collection/defending-democracy
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.npsa.gov.uk/personal-safety-and-security-high-risk-individuals
https://media.defense.gov/2021/Sep/16/2002855921/-1/-1/0/MOBILE_DEVICE_BEST_PRACTICES_FINAL_V3%20-%20COPY.PDF

#198961a18 FOIA 1o 9 1un ncscinfoleg@ncsc.gov.uk
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LanINInuALauENV8I UK Crown Copyright ©
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Fauol FOUNNLND lanauuai

99 Names of ALLAH com.Apptriple.Namesofallah.Asmaulhusna
APKPure com.apkpure.aegon
Adobe Acrobat com.adobe.reader
Alpine(_ss) psyberia.pa.full A
pro

AlpineQuest Off-Road Explorer psyberia.alpinequest.full A

pro

AlpineQuest Off-Road Explorer psyberia.alpinequest.full I \
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AlpineQuest Off-Road Explorer

(Lite)

psyberia.alpinequest.free

AppLock

com.alpha.applock

Arabic Keyboard

com.arabic.keyboard.arabic.language.keyboard.app

Audio Video Cutter

bsoft.com.mp3.cutter.ringtone.video.maker.trimmer

Badamé&iﬁ‘iﬁ)\w&

com.ziipin.softkeyboard

Buddhist Songs (1)

com.bigkidsapps.buddhistsongs1

Calculator

com.android2.calculator3

Compass 360 Pro

com.pro.app.compass

EN-UG Dictionary Free

ru.vddevelopment.ref.enugen.free

Ewlad

ewlat.com.ewlatuyghur

FAST

com.netflix.Speedtest

FAST
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FMWhatsApp

com.fmwhatsapp

File Manager +

com.alphainventor.filemanager

FlyGram

org.telegram.FlyGram

Flygram

org.telegram.FlyGram

Free WiFi Pass

com.cl.wifipassword.share

GBWhatsApp

com.gbwhatsapp

Hefz Quran

com.golap.hefzquran

Hijri Calendar

com.ibrahim.hijricalendar

InShot

com.camerasideas.instashot

KMPlayer

com.kmplayer
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KineMaster

com.nexstreaming.app.kinemasterfree

MP3 Cutter & Ringtone Maker

ringtone.maker.mp3.cutter.audio

Malloc

com.mallocprivacy.antistalkerfree

Maps Distance Calculator

com.routemap.mapdownload.gpsrouteplanner

Media Recovery

com.aaa.media.recovery.androidapp

Nur.cn

com.nur.reader

Nuriﬁi]\ﬁi

com.nur.ime

OGWhatsApp com.gbwhatsapp3
PDF Extra com.mobisystems.mobiscanner
PDF Reader pdf.pdfreader.pdfviewer.pdfeditor
PDF Reader com.gappstudios.autowifid3gdataswitch.san.basicpdfviewer
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Photo Editor

com.iudesk.android.photo.editor

Photo Recovery

recover.restore.undelete.photo.video.file

Photo Studio

com.kvadgroup.photostudio

Plus

org.telegram.pluspro

Prayer Book

com.arashpayan.prayerbook

QuarkVPN com.speedy.vpn
Quran com.tos.quranuighore
QuranKerim com.ewlat.qurankerim

Restore Deleted Pics

com.restore.deleted.pictures.video

Signal

org.thoughtcrime.securesms

Signal Plus

org.thoughtcrime.securesmsplus
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SignalPlus

org.thoughtcrime.securesmsplus

Singing Bowl Sounds HD

com.soundjabber.tibetansingingbowls.candletibet.

bowlschakrasound

Skype

com.skype.raider

Snaptube

com.snaptube.premium

4n

Snaptube Plus

com.snaptube.gold

SwiftKey Keyboard

com.touchtype.swiftkey

Tarteel com.mmmoussa.iqra
Telegram org.zhifeijihj.messenger
Telegram org.telegramfbo.messenger

Telegram X org.thunderdog.challegram

Tibetan Divination System MO

net.rhombapp.mo
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Tibetan Prayer

com.chorig.tibetanprayer

Translator AR-TR

free_translator.artr

Truecaller com.truecaller
TubePlus com.techshop.videocraft
Ultrasurf us.ultrasurf.mobile.ultrasurf

Uyghur Keyboard

com.mykeyboard.myphotokeyboard.uyghurkeyboard

Uyghurche Kirguzguch

com.ziipin.softkeyboard

Video Converter

com.inverseai.video_converter

Video Cutter

com.naing.cutter

Video Downloader

downloader.video.download.free

Video Maker

com.bstech.slideshow.videomaker
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Video Player for Android

com.zgz.supervideo

Vieka

com.prime.story.android

VivaVideo Lite

com.quyvideo.vivavideo.lite

VivaVideo PRO

com.quvideo.xiaoying.pro

Vmuslim

com.alhiwar

Voice Recorder

com.media.bestrecorder.audiorecorder

Voxer

com.rebelvox.voxer

Weather Forecast

com.graph.weather.forecast.channel

WhatsApp com.whatsapp g
WhatsApp com.whatsapp e
WhatsApp com.WhatsApp3Plus

L
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WhatsApp

com.whatsapp

WhatsApp

com.WhatsApp2Plus

Q

Whoscall

gogolook.callgogolook2

WiFi Password Master_v1.4

com.example.dat.a8andoserverx

Windy com.windyty.android
Wise com.transferwise.android
YoWhatsApp com.yowhatsapp

YouTube Downloader

dentex.youtube.downloader

Zom

im.zom.messenger

iQuran Lite

com.guidedways.iQuran
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A et (3l 530 com.ewlat.eserler %
oLy 88 e lsh com.c9.utilim
@J.u com.yelken.izchi
42 ) 5% 3 APK L;e)g\-m)-u com.uygur.apkstore
BBy A ) com.c9.uyghurquran

ﬁ)ﬁ\ L‘j)ﬂ\

com.maherd4web.quran

AL

com.my.newproject5

aAS b 8 ru.omdevelopment.ref.quranuyghur.free
w s - 2 . o A
e 3l claw com.kuhigap.lughitim . G

285088 )5

com.nur.ime

CLRIENT) &L

com.guanyincitta.chant

AU 31 91N 32 NN




com.dacd.dictionary

ik D HE A K B

com.example.astronomicalcalendarapp

PRSI

com.tibetan.translate
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