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https://www.ncsc.gov.uk/information/cyber-league
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http://www.ncsc.gov.uk/
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https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf

8 OB 0 Al A annd ALt 58 sanai 5 35S Jad (3 e Gl 4l ) a8 ) € Jia G Sk 55

d\)\ﬂ A.SSAJ)JGSJ « ‘JL‘Ls-’ A ..:.» UJEA)!-’ Tl \ ’ P

s ore  Four tips to stay safe when
using your smartphone

a part of GCHQ

Reduce the risk from malicious apps with good cyber hygiene,
then follow these four principles:

Stay Mainstream Stay Organised

Don’t root or jailbreak devices, Review installed apps and
only use trusted app stores. permissions regularly.

Stay in Touch Stay Alert

Report suspicious messages Stay vigilant on social media
and files to online services. and check shared files and links.
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https://citizenlab.ca/2019/09/poison-carp-tibetan-groups-targeted-with-1-click-mobile-exploits/
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https://www.trendmicro.com/en_us/research/24/l/earth-minotaur.html
https://www.trendmicro.com/en_us/research/24/l/earth-minotaur.html
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https://www.lookout.com/threat-intelligence/article/badbazaar-surveillanceware-apt15
https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
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https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/

r/tibet -

who can help me to translate the App?

& ¥4 93% 82009

a— ) N
M >664m 284.7° T+43 m sgoengidel =

t save'N Salistockys
¥

Add a Comment

kameOmar -
\ery nice app

a1

il jo A Sloly Y 55 e 8o o fesio L] flassd Sonid gl g i o Slois pulina g g8y o bl jo e laly 30 b jly oSt piige ReAdt : oo
CAKHS Gl (2 )l i) sas] S5

Reddit Moﬁ% Sl (KimeOmary, ole Db »Sule 3Bha jb 50 ¢ S a5y 4y (lald Cddin g )6

ol Ae ey 38U g Gl ADE S0 jdsedn (Al el g e ) sy Bl S fas dnne 3 5B Sad i de
tinns ) 38 Gl aitian ) (i b 3l i ol 3 55 il Cp alll piile 5851 ) lasiad Glanasda 5 Sl plina da 5o

OSage (o83l ol it 5

Page 12 of 30



SVl

lating 8L (a5 (il il ddlala (e 30 0§ Ciadi Qi sl w5 sy oF «IDb Sy
s g 3A Ly s pall G 5 3 iy i
g5y Joabiaileda 3L Al ladg) I 5 Sl gy GELES 9 80l UL E Sald H3ug e
(a1 g FS0haba Ui iy g8 liain 5 (laidd (s oddiandda
Gl el Cal ) Sl Y Ladgy (hhad i Lo palilS 50 il ey (ol 5 e, 50000 5 5 @
g sy Ol 320 (3l JU el jndaeda 1,00 68 o8 il a4y Ol g Gl S
Ol Cldaa Adan HlE

O8Le s Y e 5 Sl g heed iy ¢ 5a 55 (e sS 38 SR (Rl (5 sl 05«1k Saddy

Ol (bl i observed (sblaindlly op 345 0§ il ¢ da 5 S5 @y « )k Sy 4 28

\Aﬁ)mcjﬁ_ﬁgg\l\'; u&lﬁum‘f‘)m%jjjgd&u)bbﬁbéqg\ﬁnJM\)gj)ﬁuﬂJJaJAs Olal L8EL 454 ¢ e o
QL Sy CAaalial J\J\ﬁjﬁ GS.\L'\U_\J.\LJG ol REAAR @)&ajm Sloadle Cuaads Lasilad da Lf"J.\.\.\.u:\.m.\SL& ‘%51.1\';»

Wl g8 iy 5 3 oy s 05 3130 0035 ATSAAAS 7 40 a8y SR Bl bl (3 Sl il (8L (ELES 3 e 3 (5L o
é.\LSJU JALM_I u‘d.u Jmujhﬂ r-ao.}@)o.ﬁ PRYEELEFY L;)MUL:‘ LEJ.LL\:\S.LI):I ol ‘SS)M@J}:I s laian u,ul\jj)}u};

j.ﬁ.}).\.}k_u.u‘)\:aMjﬁuj;ﬁgwuguﬁﬁojﬁa)\)bémm

Page 13 of 30


https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
https://arstechnica.com/information-technology/2014/10/year-of-the-rat-chinas-malware-war-on-activists-goes-mobile/

Gl Gyl S Sl AR G sa i dlaa DU 8 s judadd ¢ pdily

Gl i AR S 55 (0 3 B 558 Jaldls a8 paliaandd (a8l s a1 SRS aedd 5Dla g jladd iadins )5S
b Gl i jalaaia )38 et 3al 3 Sl NCSC b 305 4 g gabianss ;) il oyl jla
QIS Sy (g i i alaaian ) S Aledd LBAl Sad alide ) $8 55 Satau 5 1S 5all 0§ 4l i 35

S Lrsannd (530 38 50

ANBLL Al a8 9 5

A ey (ELEA 9 1 AS 33 udyy SLS il ((Lalliyy (SUy (S 93 (3 g gy il 98 98 By 3 Al
iy 50 3y ERAEGWAN IPY- 5,54 53 (p lils 5
AR L 3R palias (AR ) 4 g Bl s (Bl H0 35 oo a0y SSAS 5 50§ 30§ V530 (o0 g S

hay (AL PR (et Al (48 ) 35 5 (o yOUIS fo clilaiadis fauli Juds it 555 Jedi Landigl s
LY lae 8 sdums o0 (Slatliaas (3 ja (5 ) 55 (e Al L (5 ALl Leadd (pSa ga Ll
0l s daliile g o o j2 65 LR (S iS40 S AS(NCSC) s 3S e .(Sa g

Ll g pdas (R i )Ml gy (S0 380 ot JSa fi 05 b | 550 &y o ALAT 0§ (3 380 bl 3 3
. Updates often include improvements and new.&3ualé Y & gla 48048
Dy a5 18 4y gy asiee 5 8 DM lile silyy (Saas€i8as s 5800 5K 55 Ll 53 o pil€ad
NCSC 025 e 8 (3 ;e iy Galilin ) (Saa) 5 AL o5 50§ 105 o ke | ol 5138 uiduld 350 55
A o3 (bbb anin i€ MEal&y | Sl g 38 G pliaian S Sandian (i Gl it 1) g dl
gl aBan 35 S alSbaa YU Ky

Gl o A laliin ) 58 48 Al S 5 Y 5 Sisa Bl Guitluny (SU (@l 3ald dua ) Sy A K0 bl 4 3
Ol Sastds (5380 3l 38 5 a3 Sl (g AlSalasie ) lisallaly ¢ 5 55 (3535 e 2 3115 5 S
8118 480yl )3 i NCSC 44a i jan s Culd () a8 b ja

Page 14 of 30



https://appdefensealliance.dev/malware-mitigation
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https://www.ncsc.gov.uk/collection/mobile-device-guidance/keeping-devices-and-software-up-to-date
https://www.ncsc.gov.uk/collection/mobile-device-guidance/keeping-devices-and-software-up-to-date
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/collection/phishing-scams
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https://www.cyber.gov.au/report-and-recover/report
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/threats/types-threats/phishing
https://www.cyber.gov.au/threats/types-threats/scams
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https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/user-education/security-tips-social-media-and-messaging-apps
https://www.ncsc.gov.uk/collection/defending-democracy
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.npsa.gov.uk/personal-safety-and-security-high-risk-individuals
https://media.defense.gov/2021/Sep/16/2002855921/-1/-1/0/MOBILE_DEVICE_BEST_PRACTICES_FINAL_V3%20-%20COPY.PDF
mailto:ncscinfoleg@ncsc.gov.uk
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