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BADBAZAAR va MOONSHINE: Phan mém
gian diép nham vao cac nhom nguodi Duy Ngbo
Nhi, Dai Loan va Tay Tang cung cac to chtrc xa
ho1 dan su

NCSC (Trung tim An ninh Mang Quoc gia) va cac doi tac ding tai thong tin

méi va cac bién phap giam thiéu rii ro, danh cho nhig ngudi cé nhiéu
nguy co bi anh huong tir hai bién thé phan mém gian diép.

Tém tit

Vai su giap do tir Cyber League(Lién Minh Mang) cua Vuong qudc Anh, khuyén céo
nay duoc Trung tdm An ninh Mang Quéc gia Vuong quoc Anh (National Cyber
Security Centre - NCSC UK) va cac dbi tac qubc té phdi hop soan thao:

> Trung tim An ninh Mang Uc true thudc Tong cuc Tin hiéu Uc

> Trung tAm An ninh Mang Gia Ni Dai, truc thudc Co quan An ninh Truyén
thong Gia Na Dai

> Co quan Tinh bao Lién bang Dirc

> Vin phong Lién bang Pirc vé Bao vé Hién phap

> Trung tim An ninh Mang Quoc gia Tan TAy Lan, truc thude Cuc An ninh
Truyén thong Chinh phu

> Cuc Piéu tra Lién bang Hoa Ky

> Co quan An ninh Qudc gia Hoa Ky

Muc dich cua tai liéu nay 12 nham nang cao nhén thirc vé mbi de doa ngay cang gia tang,
ma cac tac nhan mang doc hai gay ra dbi v6i nhitng ca nhan co lién quan dén cac chu
dé bao gom Pai Loan, Ty Tang, Khu tu trj Tan Cuong ctia ngudi Duy Ngd Nhi, cac
phong trao dan chu va Phap Luan Cong.

Khuyén céo nay bao gém hai tinh hudng nghién ctru mé ta chi tiét cac ky thuat duoc st
dung boi cac tac nhin mang doc hai, st dung phin mém gian diép mang tén
BADBAZAAR va MOONSHINE nhiam muc tiéu vao dit liéu trén cac thiét bi di dong,
bao gém dién thoai thong minh, co thé thu hat su quan tam cua Nha nudc Trung Quéc.
Khuyén c4o ciing dua ra cac huéng dan gitip cac ca nhan tu bao vé ban than, thiét bi va
dir liéu cuia minh.

Song song v&i khuyén cdo nay, NCSC da dang tai thong tin k¥ thuat day du kém theo
huéng dan riéng biét.
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https://www.ncsc.gov.uk/information/cyber-league
http://www.ncsc.gov.uk/
http://www.ncsc.gov.uk/

Ai la ngwoi c6 nguy co bi anh huwong?

Cac co quan soan thdo va dbi tic trong nganh di quan sat thiy BADBAZAAR va
MOONSHINE déac biét nhém vao nhiing ca nhan c6 lién quan dén cac chu dé ma Nha
nuoc Trung Quéc coi 1a mdi de doa d6i voi quyen lye trong nudc, tham vong va uy tin
toan céu cua ho. Nhiing nguoi c6 nguy co cao nhat bao gém, nhung khong gidi han o,
bat ky ai ¢6 lién quan dén:

> DPoc lap cho DPai Loan

> Quyén ciia nguoi TAy Tang

> Nguoi Hoi gisao Duy Ngo Nhi va cac dﬁn't@c thiéu s6 khac & trong hoic dén
tir Khu ty tri Tan Cwong ciia Trung Quoc

> Van dong cho dén chii (bao gdm ca Hong Kong)

> Phong trao tam linh Phap Luin Cong

Nhitng ngudi nay bao gém céc to chirc phi chinh phu (non-governmental organisations
- NGO), nha bao, doanh nghi€p va cac ca nhan ung ho, ddng cam, hoidc dai dién cho cac
nhom nay. Cac phan mém gian diép nay dugc phat tan tran lan mot cach bira bai trén
mang, cling ddng nghia voi viéc co nguy co sy lay nhiém sé& lan rong 16n hon vuot ra
ngoai cac nan nhan ma phan mém nham tdi tir ban dau.

Khuyén cdo nay nham glup d6 cho nhiing ngudi c6 nguy co, dé ho c6 thé phan tng mot
cach hiéu qua trudc mdi de doa cu thé tir phin mém ‘gian di¢p BADBAZAAR va
MOONSHINE. Cac bién phap giam thiéu duoc dua ra bo sung cho cac khuyén nghi an
ninh mang tong thé, va khong nén duoc xem xét mot cach riéng 1¢.

Bang cach lam theo cac hudng dan dugc dé cap trong khuyén céo ndy, nguoi st dung
c6 thé giam thi€u nguy co thiét bi di dong va dir liéu cua minh bi lay nhiém.
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Madi de doa

MOONSHINE va BADBAZAAR la nhitng vi du vé Trojan (1a mot loai phén mém doc hai
nguy trang); chung chira cac chic ning doc hai nam an bén trong mot tng dung co vé hoat
dong binh thuong, c6 thé dugce tai xudng tir cac ctra hang Gmg dung, hodc cac dich vu chia
sé tap ho so truc tuyén.

Céc mg dung nay dugc thiét ké nham danh Ira nguoi st dung dé ho tai xuéng va cai dat
vao thiét bi cua ho. Sau khi duoc cai dit, g dung sé& khai thac cac 16 héng trén thiét bj dé
thuc hién cac chirc nang trai phép, hodac dua vao vi¢c nguoi st dung cép quyén cho ung
dung dé truy cap va tai thong tin tir thiét bi, bao gom:

> vi tri dir liéu (dé cap qén théng tin vé vi tri dia Iy cu thé ciia mot thiét bi, vat thé
hoic ca nhan), bao gom ca theo doi thoi gian thuc

> truy cap vao micro va camera

> tin nhin, hinh dnh va cac tap ho so khic dwoc luu trir trén thiét bi

> théng tin vé thiét bi va nhiéu ndi dung khac

Céc tac nhan sau d6 loi dung mdi quan tdm chinh dang cua cac nhom c6 nguy co dé xac
dinh va lay nhiém cho cang nhiéu nan nhan cang t6t, dong thoi truy cap vao dir liéu cua ho.
Mot trong nhitng cach thire chung thyuc hién diéu nay 14, thiét ké cac tmg dung ma chung
biét s& thu hut nan nhén, chang han nhu cac ing dung hd tro ngdn ngit ban dia cua ho, hoic
chtra noi dung lién quan dén cac khu vuc cu thé nhu ving Tay Tang cua Trung Qudc hoic
Tan Cuong.

Céc tinh hudng dugc nghién ctru trong khuyén céo nay néu ra mot sé vi du vé diéu do, bao
gom cac ung dung TibetOne va Uyghur Quran.

Céac tac nhan nay hoat dong tich cuc trén cac dién dan truc tuyén noi ¢6 nhiéu nguoi su
dung thudéc nhém nan nhan dugc nhidm vao, nham ti da hoa co hoi lay nhiém. Chung da
bi phét hién khi ¢ tinh chia sé phan mém gian diép trén cac phuong tién Telegram lién
quan dén T4y Tang va cac dién dan Reddit. Cac tinh huéng duoc nghién ciru trong khuyén
c40 ndy ciing dua ra vi du vé nhitng phuong thirc nay.

Cac ung dung doc hai thuong dugc chia s¢ dudi dang cac tap hd so riéng 1¢, chang han nhu
tap h6 so APK trén Android, ma nguoi sir dung phai tai xuong va cai dat. Cac tac nhan cd
ging lam cho phan mém gian diép ctia ho trong hop phap hon bang cach tai 1én céc cira
hang tmg dung chinh thtrc nhu Play Store ctia Google va App Store ctia Apple, hodc bang
cach cho thém ma ddc vao cac tmg dung von di vo hai trude d6, mic du cac cira hang ing
dung chinh thtrc ¢6 céc tinh ning bao mat va quy trinh kiém duyét khién chién thuat nay
kém thanh céng hon. Diéu nay khién cac Gmg dung tir cac cira hang tmg dung chinh thirc
an toan hon, nhung nhu dugc minh hoa trong céc tinh huong dugc nghién ctru va Trinh bao
Moi de doa cua Cira hang Ung dung ctia NCSC, cac phuong sach nay khong hoan hao.
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https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf

Ap dung 4 meo sau day co thé gitip bao v¢ quy vi tir cdc modi de doa dugce néu ra trong khuyén céo nay.

Dé biét thém 10 khuyén chi tiét, hiy xem phan: cc bién phap giam thiéu.

5o onre  Four tips to stay safe when
using your smartphone

a part of GCHQ

Reduce the risk from malicious apps with good cyber hygiene,
then follow these four principles:

Stay Mainstream Stay Organised

Don’t root or jailbreak devices, Review installed apps and
only use trusted app stores. permissions regularly.

Stay in Touch Stay Alert

Report suspicious messages Stay vigilant on social media
and files to online services. and check shared files and links.

Trang 5 of 31




Nghién ctru cac truong hop dién hinh

Hai tinh huéng duoc nghién ctru nay minh hoa cach thirxe MOONSHINE va
BADBAZAAR hoat dong, va cac tac nhan nham vao nhirg nguoi c6 nguy co cao
nhat bang phuong sach nao.

ohién cru truong hop dién hinh 1: MOONSHINE

MOONSHINE Ia mot phﬁn mém gian di¢p trén hé diéu hanh Android duoc trinh bao
vao nam 2019 boéi Citizen Lab, véi muyc dich 1a nham vao cac nhom ngudi Tay Tang.
MOONSHINE nguy trang thanh mét tmg dung hop phap dé du db nan nhan cai dit né.
MOONSHINE da duogc chia sé qua cac kénh Telegram va cac dudng dan dugc goi qua
WhatsApp.

MOONSHINE c¢6 kha ning giam st rong, bao gom:

> dir liéu vi tri, bao gdm theo ddi theo thoi gian thuc

> ghi 4m va chup hinh anh tryec tiép

> tai cac tp ho so tir thiét bi

> thu thap thong tin vé thiét bi

> phat ra Am thanh trén thiét bi
Ung dung ‘o4uid @4 36.apk’, cvc') nghia la ‘Audio Quran.apk’, 1a mot vi du cho thay
MOONSHINE dugc str dung dé nham vao nguoi Duy Ngo Nhi. Viéc sir dung ngdn ngir

Duy Ng6 Nhi trong tén ho 80, cho thay day 1a mot timg dung Kinh Koran, c¢6 thé da dugc
thiét ké dé thu hut nguoi Hoi gido Duy Ngo Nhi.

Khi da duoc cai dat, cac tac nhan mang doc hai co ‘Ehé thuq thap thong tin tur thiét bi cta
nan nhan. Thong tin nay duoc truy cap qua bang diéu khién ‘SCOTCH ADMIN’.
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https://citizenlab.ca/2019/09/poison-carp-tibetan-groups-targeted-with-1-click-mobile-exploits/

SCOTCH ADMIN

Sau khi dang nhép, céc tac nhan c6 thé truy cép vao trang dugc minh hoa nhu trong anh
chup man hinh bén dudi. Trang nay cho thay thong tin chi tiét vé cac thiét bi da bi lay
nhiém va muc do truy cap ma tac nhan co ddi véi cac thiét bi do:

@  SCOTCH SYSTEM S
alias: app name: package name: sdk version: @uplosd Component
if contact: if location: if call_log: ifsms: if cache file: Logout

All online OFffline Important

Bang diéu khién quan Iy phan mém doc hai cho thay dir lidu da thu thap, bao gom:

mic d truy cip vao thiét bi
tin nhan SMS

nhat ky cudc goi

dir li€u vi tri

vV VvV VvV V Vv

thong tin vé thiét bi
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Phoi hop voi Cyber League (Lien Minh Mang), NCSC dé dya trén cac trinh bao tir Trend
Micro dé phat hién diém tuong dong giira bo cong cu khai thac MOONSHINE va cac
bang dang nhap c6 chira ‘UPSEC’ trong tya & HTML. Céc chi tiét day du co trong tai
liéu k¥ thuat di kém.

Theo Intelligence Online (Thong tin Tinh bao Trén Mang), UPSEC la tén viét tit cua
‘Cong ty TNHH Cong ngh¢ An ninh Mang Tt Xuyén Dianke’. Cac co quan soan thao
chua xac minh tuyén bo nay.

Nghién ¢t ong hop dién hinh 2: BADBAZAAR

BADBAZAAR 1a mot phan mém doc hai trén thiét bi di dong véi cac bién thé trén iOS
va Android, da nham vao ngudi Duy Ngo Nhi, nguoi Tay Tang va nguoi Dai Loan.
Phan mém ddc hai ndy da duoc phat tan qua cic nén tang mang xa hoi va cac cira hang
ung dung chinh thtrc.

BADBAZAAR di duoc st dung dé nhim vao nguoi Tdy Tang qua tmg dung
‘TibetOne’, theo phuc trinh cua Lookout va Volexity. TibetOne 12 mot ing dung i10S
do cac tac nhan dgc hai tao ra, c6 kha nang truy cap thong tin thiét bi va dix liéu vi tri
(Dtr liéu vi tri con duoce goi 1a dit 1i€u dinh vi dia 1y, 1a thong tin xac dinh chinh xac vi
tri dja 1y cua thiét bi, di twong hodc nguoi str dung). Ung dung nay di duogc tai 1én
Apple App Store vao thang 12 nam 2021 nhung hién khoéng con nita. Dé phat tan phan
mém doc hai rong hon, cic tac nhan con quang ba ing dung ndy trén mot phuong tién
Telegram co6 tén la ‘tibetanphone’.
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https://www.trendmicro.com/en_us/research/24/l/earth-minotaur.html
https://www.trendmicro.com/en_us/research/24/l/earth-minotaur.html
https://www.intelligenceonline.com/surveillance--interception/2025/01/29/chinese-firm-behind-hacking-operations-against-uyghurs-and-tibetans-unveiled,110368855-evg
https://www.lookout.com/threat-intelligence/article/badbazaar-surveillanceware-apt15
https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
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Hinh 1: Trang irng dung TibetOne trén Apple App Store. Ung dung ndy da bi go bo.

8 December 2021
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Hinh 2: TibetOne duwoc chia sé trén cac kénh Telegram.
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Pé lam tang tinh hop phap cho ung dung, cac tic nhan con thiét ké mot trang mang
mang tén ‘tibetone[.Jorg’, tw mo ta 1a ‘mang dén nhiing tac pham phong pht v6i pham
chat cao cho nhitng ngudi yéu van hoa Ty Tang, va bién viéc doc trd thanh mot cach

song moi’.

R PR G T
TibetOne aims to bring rich and high-quality works to peopleéthe love Tibetan culture and make reading a new way nl'lifc..
.

BQn T ;_ﬁﬂ'ﬁéﬁ\

Photo Article . Musi

A% )

Hinh 3: Trang chu cua 'tibetone/.]Jorg"

Hinh anh nay da dwoc chinh siva dé lam ré cac phan lién quan.

Trang mang ndy c¢6 mot trang danh cho bai viét cho phép ngudi st dung dé lai binh
luan. Mot binh luan dugc dé lai boi dia chi email 'choekyi.wangmo@jignitetibet.net',
duoc cho 1a do tac nhan doc hai kiém soat va c6 thé duoc ding dé gia mao ‘Choekyi
Wangmo’, ngudi ma Trung tAm Nhan quyén va Dan chu Tay Tang liét ké 1a mot nguoi

biéu tinh ung hd Tay Tang. Diéu nay rat ¢6 thé 1a mot nd luc khac nham tao 4n tuong
réng ung dung thuc sy ung ho doc lap cho Tay Tang.
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https://tchrd.org/cases-of-torture-in-drapchi-prison/
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Hinh 4: Trang ‘tibetone/[.Jorg’ cho thdy cdc binh ludn tir nguoi sir dung dwoc cho la do tdc nhan déc hai kiém sodt.

Hinh anh nay da dwoc chinh siva dé lam ré cac phan lién quan.

‘TenzinNima’ 1 mot tén nguoi st dung khac da dé lai binh luan trén trang nay.
Volexity da trinh bdo rang, tén nguoi st dung nay cling da duoc sir dung trén Reddit dé
quang ba cac kénh Telegram ‘Tibetanmaptalk’. Phuong tién ndy bao gom mot duong
dan dé tai xuéng mot mau phan mém doc hai cua ‘AlpineQuest’, mot ng dung dinh vi
c6 trén cac thiét bi Android. Puong dan tai xuéng dugc cung cép, la tir mét dich vu chia

sé tap hd so bén thir ba mang tén Mega.
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https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
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Hinh 5: Bai dang trén Reddit quang cao wrng dung doc hai boi tai khoan dwoc cho la do tac nhan doc hai kiém soat.

Volexity cling ghi nhan rang, mot ngudi sir dung duogc biét véi cai tén ‘KimeOmar’
d3 binh luan trong bai dang nay va ciing ting duoc quan sat thdy chia sé cac ing dung
doc hai trén mot dién dan con khac ctia Reddit. Diéu nay co thé cho théy cac tac nhan
doc hai stir dung nhiéu danh tanh mang xa hoi khac nhau nham lam cho céc bai dang
cua ho trong c6 vé hop phéap hon.
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Danh gia

BADBAZAAR va MOONSHINE sir dung nhiéu phuong phap k¥ thuat xa hoi (social
engineering) dé tan cong nham nhim muc tiéu cu thé vao cong dong ngudi Duy Ngo
Nhi, Tay Tang va Dai Loan, bao gom:

e viéc cdy mi doc vao cac ing dung duoc cac cong ddng ndy quan tim, chiang han
nhu mot img dung Kinh Koran bang tiéng Duy Ng6 Nhi, gan nhu chic chan dugc
thiét ké riéng dé phu hop voi nhém nan nhan dugce nham téi

e vi¢c dua cac ung dung da dugc cai ma doc vao cac ctra hang img dung chinh thirc
rat c¢6 thé nham tao cam giac hop phap, va viéc chia sé chung trong cac nhom trd
chuyén gan ciing rat c6 thé duoc dung dé loi dung cac méi quan hé tin cdy trong

cac cong dong nay.

BADBAZAAR va MOONSHINE thu thap dit liéu ma gan nhu chic chin sé c6 gia tri
d6i voi nha nude Trung Qudc. Mic du BADBAZAAR va MOONSHINE da duoc phat
hién nhdm vao cac ca nhan nguoi Duy Ngo Nhi, TAy Tang va Pai Loan, van con cic
phan mém doc hai khac nhim dén cac nhom thiéu sé khac ¢ Trung Qudc. Cong dén tir

cac qubc gia dong ky két, ké ca & Trung Qudc va nudc ngoai, nhitng ngudi duogc cho 1a
ting ho cac phong trao gay nguy hai dén sy 6n dinh cta ché d, gan nhu chic chan dang
bi de doa bdi cac phén mém doc hai nhu BADBAZAAR va MOONSHINE trén thiét bi
di dong. Kha nang thu thap dir li€u vi tri, am thanh va hinh anh gﬁn nhu chic chin tao
co hoi dé hd tro cac hoat dong giam sat va quay rdi trong tuong lai, bang cach cung cap
thong tin theo thoi gian thuc vé hoat dong cua muc ticu.
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https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
https://arstechnica.com/information-technology/2014/10/year-of-the-rat-chinas-malware-war-on-activists-goes-mobile/
https://arstechnica.com/information-technology/2014/10/year-of-the-rat-chinas-malware-war-on-activists-goes-mobile/

Céac bién phap giam thiéu danh cho nguwoi sit dung wng dung di dong

Céc co quan soan thao khuyén khich 4p dung cac bién phap bao mat sau dé bao vé
trude cac mdi de doa duoc mo ta trong cac truong hop dién hinh dugc nghién ciru.
Nhitng khuyén nghi ndy dugc soan thao dya trén huéng dan thyc hanh tot nhét cua
NCSC. Xem phan “tham khao thém” dé biét cac duong dan dén cac phuong phap
thie hanh tot nhat danh cho doc gia tai Uc va Hoa Ky.

Giir cho thiét bi ciia quy vi dwoc an toan

Chi tai wng dung tir cic cira hang ing dung chinh thirc, ching han nhw
Google Play Store hoac Apple App Store. va

quét phén mém dé phat hién vi- rat trude khi phén phdi, giup
quy vi yén tam hon vi blet Ung dung quy vi tai vé 13 an toan. Céc tng dung tur
cac kho dang tin cay van c6 cac rii ro tiém an, nhung cac ing dung tai xudng
tir nhitng ngudn khéac c6 thé hoan toan khong co bat ky bién phap bao vé nao.
NCSC c6 mdt bao cédo vé mbi de doa lién quan dén céac cira hang ung dung:

Giir cho thiét bj va ng dung ciia quy vi luén dwoe cip nhat. Cai dit cac
ban cap nhat cho ung dung va phén mém thiét b ngay khi co san. Bat tinh
nang 'tu dong cap nhat' trong phan cai dat thiét bi néu co, de quy vi khong can
phai nh¢ va phai tu cap nhat. Xem huong dan ctia NCSC vé cach giif an toan
truc tuyén , nhim bao vé quy vi khoi cac loai vi-rt da biét va cac hinh thirc
phan mém ddc hai khac. Cac ban cap nhét thuong bao gdm nhitng cai tién va
tinh nang moi:

Khong nén “jailbreak” (dé cap dén qua trinh vuot qua cac gioi han phan
mem) hoac “root” (la qua trinh gianh quyén kiém soat dic quyén ddi véi
nhiéu hé thdng con khac nhau cta thiét bi) thiét bi ciia quy vi vi hanh dong
nay khai thac cac 16 hong chua duge va dé vuot qua cac bién phap kiém soat
bao mat duoc ap dung. Viéc nay khién thiét bi d& bi tan cong hon. Xem hudng
dan cia NCSC:
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https://appdefensealliance.dev/malware-mitigation
https://support.apple.com/en-gb/guide/security/secb8f887a15/web
https://support.apple.com/en-gb/guide/security/secb8f887a15/web
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/install-the-latest-software-and-app-updates
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/install-the-latest-software-and-app-updates
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf

Quan ly wng dung cua quy vi

Xem xét lai cic irng dung va quyén truy cip ciia ching. Néu quy vi khong
con cén dén mot ing dung nao do, thi hay xoa n6 di. Khi co the, hay han ché
quyén truy cap cia Umg dung dé giam thiéu viéc 16 dir liéu, vi phan mém doc
hai thuong dugc thiét ké dé truy cap vao cac tap hd so duoc bao vé hoic thiét
bi ngoai vi nhu may anh va micro.
Lam sao dé kiém tra quyén truy cap tng dung ddi v6i nguoi sir dung
Apple:

Lam sao dé kiém tra quyén truy cap tng dung ddi véi nguoi sir dung
Android:

Tu dong goi cac ng dung khong rd ngudn goc dén Google. Néu quy vi 1a
nguoi str dung Android va di tai xuéng mot tmg dung khong phai tir Play
Store ctia Google, quy vi ¢ thé gai tmg dung d6 dén Google bang cach bat
tinh nang ‘Cai thién phat hién ng dung doc hai’ (Improve harmful app
detection) trong phan cai dit ing dung cua Play Store, du¢i myc ‘Play
Protect’. Tinh nang nay s€ quet img dung dé phat hién phan mém doc hai, gitp
bao vé nguoi sit dung. Thong tin vé cach thiét 1ap :

St dung dich vu an ninh mang

Dich vu kiém tra do uy tin cia URL trwéce khi nhap vao du’()’ng din. Quy
vi c6 thé kiém tra xem mot duong dan tir email, tin nhan hodc ngudn khac cé
an toan hay khong bang cach quét né trude qua cac dich vu nhu

or Quy vi ciing c6 thé tai cac tap ho so va
tng dung nghi ngo 1én cong cu phan tich phan mém doc hai, chang han nhu
Virus Total, dé gitip phat hién xem tap hd so d6 c6 doc hai hay khong. Luu ¥
rang céac dich vu quét co thé cho két qua am tinh gia (két qua am tinh gia 1a ket
qua ctia mot thir nghiém mot cach khoa hoc cho thdy mot tht gi d6 khong ton
tai hodc khong hién hiru, trong khi thuc té khong phai vay).

Ghi danh tham gia chwong trinh Bao vé Hién dai cia Google. Day 1a mot
dich vu mién phi dugc thiét ké d€ bao vé nhiing ai str dung cac dich vu ctia
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https://support.apple.com/en-gb/guide/iphone/iph251e92810/ios
https://support.google.com/android/answer/9431959?hl=en-GB
https://support.google.com/android/answer/2812853?hl=en-GB
https://transparencyreport.google.com/safe-browsing/search?hl=en_GB
https://transparencyreport.google.com/safe-browsing/search?hl=en_GB
https://www.virustotal.com/gui/home/url

Google (Gmail, Play Store, v.v.) ¢6 nguy co bi tAn cong. Dich vu ndy cung cép
muc do bao mat cao hon khi str dung cac dich vu cua Google:

Ghi danh tham gia them voi cac dich vu tang cwong kha niang phong
chong khéc néu c6 sin. Vi du, nhiing ai c6 nguy co cao tai Vuong qudc Anh
c6 thé hoi du diéu kién nhan cac dich vu phong thu bod sung dé hd trg bao méat
mang. Kiém tra tiéu chuan hoi da diéu kién va tim hiéu thém tai:

Trinh bao cac moi de doa

Nhan di€én va trinh bao cac tai khoan gia mao. Cac tac nhan mang doc hai
tao tai khoan gia hoac xam pham cac tai khoan that dé thyc hién muc dich
riéng ctia ho. Néu quy vi nghi ngo mot tai khoan la gia mao hodc bi xam
pham, hay trinh bao véi nén tang va chin tai khoan d6. Nhiéu dich vu ¢
phuong sach x4ac minh tai khoan, chang han nhu “huy hiéu da dugc xac minh”
trén Instagram va Facebook. Diéu ndy gitup nhan biét tai khoan dé 1a

that. NCSC c6 hudng dan vé viéc str dung mang xa hoi an toan, bao gém chi
tiét vé cach xac minh va trinh bao cac tai khoan bi xam pham :

Lira ddo qua email gia mao, tin nhin SMS va cac cic duong din. NCSC
c6 thé diéu tra cac dia chi email va trang mang dang nghi ngo. Néu quy vi
nghi ngd mot trang web, email hodc tin nhan, quy vi c¢6 thé phiic trinh tai:
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https://landing.google.com/advancedprotection/
https://www.ncsc.gov.uk/collection/mobile-device-guidance/keeping-devices-and-software-up-to-date
https://www.ncsc.gov.uk/collection/mobile-device-guidance/keeping-devices-and-software-up-to-date
https://www.ncsc.gov.uk/collection/mobile-device-guidance/keeping-devices-and-software-up-to-date
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/collection/phishing-scams

Thuat ngix cuia NCSC

> Android
H¢ diéu hanh di dong ctia Google, dugc nhi€u nha san xuat di¢n thoai thong minh va
may tinh bang sir dung.

> ﬁng dung
Ung dung, hay app, 1a mot goi phadn mém ma nguoi st dung c6 thé cai dit hoac da
duoc cai sin trén thiét bi, nhdm cung cp cac chirc ning hoic ndi dung bd sung cho
thiét bi do.

> An ninh Mang
La viéc bao v¢ céc thiét bi, dich vu va mang - cling nhu cac thong tin trén do - khoi
vi€c truy cap trai phép, trdm cap hodc hu hai.

> Thiét bi
Phan cung httu hinh trén may vi tinh, chéng han nhu may vi tinh dé ban, dién thoai
thong minh hodc may tinh bang.

> i0S
Hé diéu hanh di dong cua Apple, dugc stir dung trén cac thiét bi di dong cua hang.

> Phan mém Pdc hai
Puoc viét tit tir cum tir “malicious software”, phan mém doc hai 1a bat ky loai phan
mém nao c6 thé gay hu hai cho hé thong may vi tinh, mang hodc thiét bi. Bao gdm céc
loai nhu vi-rat, ransomware (ma ddc tong tién) va trojan (ma doc nguy trang).

> Hé Piéu hanh
La phan mém co ban chay trén vi may tinh, may vi tinh bang va dién thoai thong
minh, can thiét ¢ van hanh cac ing dung va phan cimg bo sung.

> Lira ddao qua Email
La céc email hodc tin nhin gia mao c6 chira dudong din dén cac trang mang co thé
chura phﬁn mém doc hai, hodc lira nguoi st dung tiét 16 thong tin nhay cam (chéng han
nhu mét ma) hoic chuyén tién.

> Phan mém Gian diép
La mot loai phan mém ddc hai dugc cai dat trén thiét bi ma khong ¢ sy dong y cua
nguoi st dung, thu thap dir li¢u va sau do goi dén bén thu ba.
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> Mang xa hoi
Cac trang mang va ung dung nhu Facebook, X va Instagram, cho phép nguoi stir dung
chia s¢ va phan hoi noi dung do ngudi st dung tao ra (bai dang van ban, hinh anh va
video).

> Dién thoai thong minh 7 ‘ ‘
La dién thoai di dong hién dai c6 thé thuc hién nhi¢u chirc nang phtrc tap, bao gom cac
thiét bi chay h¢ di€u hanh Android va iOS.

> Trojan

La mdt loai phan mém doc hai duoc nguy trang dudi dang phan mém hop phap, dugc
st dung dé truy cép trai phép vao thiét bi cia nan nhan.

> URL
Lap trinh Pinh vi Nguén luc trén Mang. La dia chi trén mang internet, chéng han nhu
tén mién (vi du: www.bbc.co.uk).

> Vi-rut
La mot loai phﬁn mém doc hai duge thiét ké dé lay nhiém vao cac chuong trinh phén
mém hop phap va ty nhan ban qua cic mang khi cac chuong trinh d6 dugc khai dong.
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Tham khao thém

dan tir Trung tAm An ninh Mang

> Report a cybercrime, incident or vulnerability (Trinh béo téi pham mang, cdc
vin dé hoic 16 hng bao mat)

> How to secure your devices (Bao vé thiét bi ciia quy vi)

> Secure your mobile phone (Bio mat dién thoai di dong ctia quy vi)

> Phishing (Lira dao gua mang, email hoic tin nhin)

> Scams (Cac hinh thic lira déo)

> Secure your social media (Bao mat mang xd& hoi cia quy vi)

> Security tips for social media and messaging apps (Meo bao mat cho mang
x@ hoi v& wng dung nhin tin)

Huong dan tir Trung tAm An ninh Mang Qudc gia va Co quan Bao vé An

ninh Quoc gia Vuong quoc Anh

> Defending Democracy (Bao vé nén dan chu)

> Social Media: how to use it safely (Mang xa hoi: cach sir dung an toan)

> Device ,Security Guic[ance for orgapisations ,including mobile (Huéng dan bao
mat thiét bi cho cac t6 chirc, bao gom ca thiét bi di dong)

> Threat report on application stores. (Trinh biao mbi de doa lién quan dén cac cua
hang irng dung)

> Personal safety and security for high-risk individuals (An toan va bao mat ca
nhan cho nhitrng ngudi ¢é nguy co cao)

dan tir Co quan An ninh Quoc gia Hoa K

> Mobile Device Best Practices (Thuc hanh T8t Nhét cho Thiét bi Di dong)

Tuyén b6 Mién trir Trach nhi¢m

Xin luu ¥: khuyén cao nay cung cap thong tin da duoc xac minh tai thoi diém dang tai.

Phtic trinh nay dya trén thong tin thu dugc tir co quan soan thao va cac ngudn luc
trong nganh. Bat ky phét hién va khuyén nghi nao dugc dua ra déu khong nham muc
dich loai bo hoan toan tit ca cac rai ro, va viéc tuan theo cac khuyén nghi ciing s&
khong loai bé dugc hoan toan nhiing rui ro do. Viéc chiu trach nhiém vé cac rii ro
thong tin, vao moi luc, luon thude vé chu s hitu hé théng c6 lién quan.

Tai Vuong qudc Anh, thong tin ndy dugc mién chiéu theo Dao luat Ty do Thong tin
Nam 2000 (Freedom of Information Act - FOIA) va c6 thé dugc mién theo cac quy
dinh phap luat thong tin khac ciia Vuwong qudc Anh.

Moi thic méc vé FOIA xin vui long guri dén dia chi nescinfoleg@ncsc.gov.uk.
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https://www.cyber.gov.au/report-and-recover/report
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/threats/types-threats/phishing
https://www.cyber.gov.au/threats/types-threats/scams
https://www.cyber.gov.au/protect-yourself/staying-secure-online/connecting-others-online/secure-your-social-media
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/user-education/security-tips-social-media-and-messaging-apps
https://www.ncsc.gov.uk/collection/defending-democracy
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.npsa.gov.uk/personal-safety-and-security-high-risk-individuals
https://media.defense.gov/2021/Sep/16/2002855921/-1/-1/0/MOBILE_DEVICE_BEST_PRACTICES_FINAL_V3%20-%20COPY.PDF
mailto:ncscinfoleg@ncsc.gov.uk

Tat ca tai liéu déu thudc Ban quyén ctia Chinh pht Vuong quéc Anh ©
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Phu luc: Cac mdu MOONSHINE & BADBAZAAR di dugc
quan sat

Bang danh sach duéi day liét ké cac ung dung da duogc st dung trong cac chién dich
MOONSHINE va BADBAZAAR trong hai ndm qua.

Nhi€u trng dung trong s6 nay c6 su twong dong ro rét véi cac rng dung ndi ti€ng hién
c6. Day rat c6 thé 1a mgt ky thuat ¢ ¥ cua cac tdc nhan tan cong nham ‘gia mao’ céac
thuong hi€u ndi tiéng.

Piéu quan trong can lwu y 1 tén &ng dung, tén ciia géi, va biéu twong c6 thé déu
dwoge bit chuée hoic trung khép véi ing dung that. Vi viy, khong nén chi don
thuan dua vao nhirng yéu t6 nay dé xac dinh xem thiét bi cé bi nhiém phin mém
doc hai hay khong.

Nhu di dé cap trong phan bién phap giam thiéu, quy vi c6 thé goi cac ing dung trén
thiét bi Android ctia minh téi Google bang cach bat tinh ning ‘Cai thién phat hién tng
dung doc hai’. Tinh ning ndy s& quét cac tng dung trén thiét bi cua quy vi da duoc cai
dat ttr bén ngoai Play Store.

Biéu tugng cua

Tén cua img dung Tén cua goi ng dung {mg dung

99 Names of ALLAH (99 | com.Apptriple.Namesofallah.Asmaulhu

Danh hiéu caa ALLAH) sha
APKPure com.apkpure.aegon
Adobe Acrobat com.adobe.reader
Alpine(si) psyberia.pa.full A
pro
AlpineQuest Off-Road
Explorer (Kham phé psyberia.alpinequest.full A«
dia hinh) pro
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AlpineQuest Off-Road
Explorer

psyberia.alpinequest.full

AlpineQuest Off-Road
Explorer (Lite)

psyberia.alpinequest.free

AppLock

com.alpha.applock

Arabic Keyboard (Ban
phim tiéng A Rap)

com.arabic.keyboard.arabic.language.
keyboard.app

Chuong trinh Cat
Video v& Am thanh

bsoft.com.mp3.cutter.ringtone.video.m
aker.trimmer

Badam4EiE Hi A%

com.ziipin.softkeyboard

Buddhist Songs (1) Bai
HAt Phat Gido

com.bigkidsapps.buddhistsongsl

Calculator (May tinh)

com.android2.calculator3

Compass (La ban) 360
Pro

COM.Pro.app.compass

EN-UG Dictionary Free

ru.vddevelopment.ref.enugen.free

Ewlad

ewlat.com.ewlatuyghur
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FAST com.netflix.Speedtest

FMWhatsApp com.fmwhatsapp e
?

File Manager +
(Chuong trinh quan Iy com.alphainventor.filemanager ! F '
tap ho so)

FlyGram org.telegram.FlyGram

Flygram org.telegram.FlyGram

Free WiFi Pass (Thé .
com.cl.wifipassword.share

WIiFi Mién Phi)

GBWhatsApp com.gbwhatsapp
Hefz Quran com.golap.hefzquran

Hijri Calendar com.ibrahim.hijricalendar

InShot com.camerasideas.instashot II

KMPlayer com.kmplayer
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KineMaster

com.nexstreaming.app.kinemasterfree

MP3 Cutter & Ringtone

Maker (Chuong trinh Cit
MP3 & Tao Nhac chudng)

ringtone.maker.mp3.cutter.audio

Malloc

com.mallocprivacy.antistalkerfree

Maps Distance

Calculator (May tinh
khoang cach ban do)

com.routemap.mapdownload.gpsrout
eplanner

4 Eﬁ q

5

<

Media Recovery (Phyc

com.aaa.media.recovery.androidapp

g',' e
ho6i phuong tién)
Nur.cn com.nur.reader \
Nurfi A% com.nur.ime
OGWhatsApp com.gbwhatsapp3 ~
PDF Extra com.mobisystems.mobiscanner

PDF Reader (Chuong
trinh doc PDF)

pdf.pdfreader.pdfviewer.pdfeditor

PDF Reader (Chuong
trinh doc PDF)

com.gappstudios.autowifiS3gdataswitc
h.san.basicpdfviewer

EP q D G
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Photo Editor (Chuong
trinh Chinh sua Hinh anh)

com.iudesk.android.photo.editor

Photo Recovery
(Chuong trinh Phuc hoi
Hinh anh)

recover.restore.undelete.photo.videofil
e

Photo Studio (Khong
gian dé Chup Hinh anh)

com.kvadgroup.photostudio

Plus

org.telegram.pluspro

Prayer Book (Sich ciu
nguyén)

com.arashpayan.prayerbook

QuarkVPN

com.speedy.vpn

Quran (Koran)

com.tos.quranuighore

QuranKerim

com.ewlat.qurankerim

Restore Deleted Pics
(Phuyc hdi Hinh anh di bi
Xo04)

com.restore.deleted.pictures.video

Signal (Tin hi¢u)

org.thoughtcrime.securesms

Signal Plus

org.thoughtcrime.securesmsplus
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SignalPlus org.thoughtcrime.securesmsplus
Singing Bowl Sounds | com.soundjabber.tibetansingingbowls.
HD candletibet.bowlschakrasound
Skype com.skype.raider
Snaptube com.snaptube.premium v
Snaptube Plus com.snaptube.gold -
SwiftKey Keyboard com.touchtype.swiftkey @
|
Tarteel com.mmmoussa.igra . |
Telegram org.zhifeijinj.messenger 0
Telegram org.telegramfbo.messenger 0
Telegram X org.thunderdog.challegram o
Tibetan Divination
net.rhombapp.mo
System MO
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Tibetan Prayer (Kinh
tiéng TAy Tang)

com.chorig.tibetanprayer

Translator (Thong ngon)

free_translator.artr

AR-TR

Truecaller com.truecaller
TubePlus com.techshop.videocraft
Ultrasurf us.ultrasurf.mobile.ultrasurf

Uyghur Keyboard (Ban
phim tiéng Duy Ngb Nh)

com.mykeyboard.myphotokeyboard.uy
ghurkeyboard

Uyghurche Kirguzguch

com.ziipin.softkeyboard

Video Converter
(Chuong trinh Chuyén d6i
Video)

com.inverseaqi.video_converter

Video Cutter (Chuong
trinh Cét video)

com.naing.cutter

Video Downloader
(Chuong trinh Tai Xudng
Video)

downloader.video.download.free

Video Maker (Chuong
trinh Tao ra Video)

com.bstech.slideshow.videomaker
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Video Player for

Android (Chuong trinh
Phat Video cho Android)

com.zgz.supervideo

Vieka

com.prime.story.android

VivaVideo Lite

com.quvideo.vivavideo.lite

LITE

VivaVideo PRO

com.quvideo.xiaoying.pro

(0}

Vmuslim

com.alhiwar

Voice Recorder (Chuong
trinh Ghi Am thanh)

com.media.bestrecorder.audiorecorde
r

Voxer

com.rebelvox.voxer

o o

Weather Forecast (Du

com.graph.weather.forecast.channel

béo Thoi tiét)

WhatsApp com.whatsapp g

WhatsApp com.whatsapp e
v

WhatsApp com.WhatsApp3Plus Q
v
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WhatsApp com.whatsapp
WhatsApp com.WhatsApp2Plus
Whoscall gogolook.callgogolook?2

WiFi Password

com.example.dat.a8andoserverx

Master_vl.4
Windy com.windyty.android
Wise com.transferwise.android
YoWhatsApp com.yowhatsapp

YouTube Downloader
(Chuong trinh tai

dentex.youtube.downloader

YouTube)
Zom im.zom.messenger
iQuran Lite com.guidedways.iQuran
Al Al G156 com.ewlat.eserler Y"“"
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SUTRASTT

com.c9.utilim

com.yelken.izchi

da )50 5 APK oo a0 3

com.uygur.apkstore

QloB a4y

com.c9.uyghurquran

e SI A com.maher4web.quran
A com.my.newprojectb
CAS i ru.omdevelopmentéref.qurcmuyghur.fre
e 3 lda < com.kuhiqap.lughitim - é
g L8 g com.nur.ime

CLRIETT) WAL

com.guanyincitta.chant

DUB R AL

com.dacd.dictionary
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ik [ 22 A< 4

com.example.astronomicalcalendarap
P

BB S % DR 12

com.tibetan.translate
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