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https://attack.mitre.org/techniques/T1027/009/
https://attack.mitre.org/techniques/T1036/005/
https://attack.mitre.org/techniques/T1656/
https://attack.mitre.org/techniques/T1123/
https://attack.mitre.org/techniques/T1125/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1071/001/
https://attack.mitre.org/techniques/T1509/
https://attack.mitre.org/techniques/T1041/
https://attack.mitre.org/techniques/T1565/002/
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MOONSHINE:

- 2025 264C 105 Em), ViiteUl 231G 83€20) &) 623D D25 232025) e3eeNB) 68 1) é:

IP 88m CRIE 9B a06d 2dexI 6D ¢9ed
103.254.108[.]87 888 2024-10-17 2025-02-14
43.159.192[.]7 444 2024-11-21 2025-02-13
103.27.109[.]109 444 2024-07-11 2025-02-07
45.119.99[.]83 444 2024-12-26 2025-01-24
103.254.108[.]76 444 2024-09-12 2024-12-05
194.71.107[.]160 444 2023-12-10 2024-11-01
103.254.108[.]108 444 2023-11-12 2024-09-25
103.56.17[.]194 444 2024-04-03 2024-08-23
103.254.108[.]87 444 2023-11-14 2024-08-15
62.72.58[.]168 444 2024-01-29 2024-08-07
103.43.18[.]43 444 2024-02-12 2024-07-19
77.91.123[.]208 444 2024-02-04 2024-04-09
46.246.98[.]229 444 2024-03-07 2024-03-26
2.58.15[.]101 444 2024-02-23 2024-02-27
46.246.98[.]209 444 2024-01-08 2024-02-14
103.254.108[.]87 8000 2023-10-17 2023-10-17
103.254.108[.]87 8080 2023-04-15 2023-10-16
103.254.108[.]108 9090 2023-04-13 2023-10-16
103.45.66[.]123 9090 2023-03-02 2023-04-08
103.45.66[.]32 8080 2022-07-29 2023-04-06
27.124.20[.]23 9090 2022-05-28 2023-03-24
27.124.20[.]22 9090 2022-05-28 2023-03-23
27.124.20[.]24 9090 2022-05-27 2023-03-17
69.176.94[.]148 9090 2023-03-04 2023-03-10
69.176.94[.]228 9090 2022-12-24 2023-02-25
103.253.40[.]137 8000 2022-06-24 2022-09-02
27.124.4[.]80 8080 2022-02-25 2022-06-23
27.124.4[.]81 8080 2022-02-25 2022-06-23
47.242.46[.]79 8080 2021-05-03 2022-06-17
27.124.4[.]82 8080 2022-02-24 2022-06-15
27.124.4[.]165 9090 2022-05-14 2022-05-28
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27.124.4[.]184 9090 2022-05-14 2022-05-27
27.124.4[.]178 9090 2022-05-13 2022-05-26
103.15.28[.]165 8080 2022-03-05 2022-05-25
69.176.94[.]226 8080 2022-03-05 2022-04-22
27.124.4[.]3 8080 2022-03-11 2022-04-02
103.140.238[.] 235 8080 2022-03-04 2022-04-01
27.124.4[.]2 8080 2022-03-12 2022-04-01
165.84.180[.]107 8000 2022-02-25 2022-03-19
69.176.94[.]156 8000 2022-02-25 2022-03-05
141.98.212[.]70 9090 2021-10-05 2022-03-04
5.188.33[.]50 8000 2022-02-15 2022-03-04
5.188.70[.]193 8000 2022-02-15 2022-03-04
69.176.94[.]140 8080 2022-02-24 2022-02-24
27.124.20[.]83 8000 2022-02-14 2022-02-18
208.87.200[.]106 8000 2022-01-02 2022-01-02
121.127.241[.]37 8000 2021-12-08 2021-12-08

156.255.2[.]211 443 2021-10-05 2021-10-05

156.255.2[.]21 8000 2021-10-04 2021-10-04

156.255.2[.]203 8000 2021-10-03 2021-10-03

47.243.43[.]248 8000 2021-07-05 2021-07-05
45.115.236][.]6 8080 2021-05-03 2021-06-01

43.251.118[.]97 8000 2021-01-03 2021-03-01

185.243.43[.]138 8000 2021-01-04 2021-02-02
47.245.59[.]33 8000 2021-01-05 2021-01-05
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IP 882)¢s Port 88} ¢96d D323 DSO ¢H6d
104.194.152[.]24 2333 2025-02-06 2025-02-27
172.86.80[.]126 2333 2025-02-07 2025-02-27
154.90.59[.]62 2333 2024-06-20 2024-09-20
154.90.59[.]88 2333 2024-06-21 2024-09-20
154.90.58[.]210 2333 2024-05-16 2024-06-14
154.90.59[.]225 2333 2024-05-17 2024-06-13
38.60.199[.]208 2333 2023-11-26 2024-01-09
38.60.199[.]254 2333 2023-11-28 2024-01-09
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38.60.199[.]99 2333 2023-08-26 2023-11-21
38.60.199[.]44 2333 2023-07-20 2023-09-11
194.163.34[.]23 443 2022-09-30 2023-04-14
45.32.125[.]n2 10443 2022-10-01 2023-03-17
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vsa.ahamar[.Jcom 194.71.107[.]160
gates.chatonlineapp[.Jcom 172.67.208].]167
www.onlineweixin[.]net 103.254.108[.]108
www.weetogether|[.]top 103.254.108[.]108
www.onlinewxapp|.]net 103.43.18[.]43
www.unusualtransaction[.]Jcom 2.58.15].]101
m.leak-news[.]Jcom 103.56.17[.]194
www.unusualtransaction[.]Jcom 46.246.98[.]209
www.lodepot[.]Jcom 62.72.58][.]168
www.online-wechat[.Jcom 103.254.108].]87
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BADBAZAAR:
SedmSes BADBAZAAR C2s ®2) 5382)8.80605 20625) G2 SSL 232025325 ¢S.
MD5 eebe0fc26e94ebb2e52d57ac035b36ff
SHA-1 10f8806c72bf5d56efadlc430e8692d55dd49674
SHA-256 1e72d50908¢c6fcb4b59b65973ec8d4cf4c57b31e2b4973e72b8b85
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@1@&:
IP 882 ¢ D16¢s 3689 2323 DGO
65.108.192[.]173 31237 2025-03-14 2025-03-28
65.108.192[.]173 31236 2025-03-14 2025-03-28
65.108.192[.]173 31235 2025-03-14 2025-03-28
157.90.129[.]73 31236 2025-03-27 2025-03-27
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142.132.131[.]15 31236 2024-07-24 2025-03-27
142.132.131[.]15 31235 2024-07-26 2025-03-27
142.132.131[.] 20 31237 2023-08-11 2025-03-27
142.132.131[.]15 31237 2024-07-24 2025-03-27
142.132.131[.] 20 31236 2023-09-27 2025-03-26
142.132.131[.] 20 31235 2023-10-18 2025-03-26
65.108.192[.]155 31236 2024-12-05 2025-02-20
65.108.192[.]155 31237 2024-12-05 2025-02-20
65.108.192[.]155 31235 2024-12-05 2025-02-19
23.88.28[.]222 31237 2024-04-25 2024-11-29

23.88.28[.]222 31235 2024-05-02 2024-11-28

23.88.28[.]222 31236 2024-05-01 2024-11-28

212.129.21[.]168 31235 2023-10-16 2024-03-17
212.129.21[.]168 31237 2023-08-24 2024-03-17
212.129.21[.]168 31236 2023-09-26 2024-03-14

Bedmdes BADBAZAAR C2s SSL o5 88xfsess mm ce SSL

MD5 46923e10db90bde295960851245f199a

SHA-1 87a3d3f9bb6c78a5e71cfdf9975ca6a083dd5ebc

SHA-256 72e321bcal437eaf4a40b677caeb5e09c5971fc3b972b11494712e62d
b3dblbaa
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IP 88 Port 883 ¢9ed D233 SO &9
162.55.103[.]2n11 20122 2023-01-12 2025-03-28
162.55.103[.]212 20121 2022-06-30 2025-03-28
162.55.103[.]212 20122 2023-07-14 2025-03-28
162.55.103[.]2n11 20121 2022-06-03 2025-03-28
162.55.103[.]2n1 20123 2023-07-22 2025-03-27
162.55.103[.]212 20123 2023-07-22 2025-03-27
212.83.162[.]152 9090 2022-10-13 2025-03-27
23.88.28[.]221 20422 2023-07-28 2023-09-30
23.88.28[.]221 20421 2023-05-18 2023-09-28
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23.88.28[.]221 20423 2023-07-28 2023-09-28
162.55.103[.]210 20121 2022-09-30 2023-02-23
65.21.92[.]67 20121 2021-11-02 2022-10-13
65.21.92[.]67 20122 2022-08-10 2022-10-13
23.88.28[.]220 20121 2021-12-08 2022-05-13
94.130.92[.]230 20121 2021-01-04 2021-10-05
88.99.150[.]246 20121 2021-04-06 2021-09-08
45.76.132[.]91 20121 2021-02-02 2021-03-01
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85223808 298D (Rc5263 2925325 ¢5:

Registrar: eNom

De3®

ntc-mobile[.]Jcom

uJYJyu) e microtik[.]net
ggi’ggfg{@@w’@déa: e ntc-ftth[.]Jnet
J J

axisupdating[.]Jcom
axisupdate[.]com
telegramrouter|[.|org
telegramtor[.Jcom
fufijxgkg[.Jcom
jindjjdtc[.]Jcom
tubevideoplus|.]org
thetubeplus[.]Jcom
tbgram|.]org
signalplus|.]org
pmumail[.Jcom

805723808 38D R3I6HS 2322535 ¢5:
REWR
Bc5723808 33€HEc5I66 SO: CF

Registrar: eNom

yumoftion[.Jcom
fvbyavgyeal[.]Jcom
jkiohreh[.]com
pmstwocgn[.]Jcom
ofsggcccreq[.Jcom
verifyss[.Jcom
tooenabled[.]Jcom
suguestions[.]Jcom
searching2[.]Jcom
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805723808 38D Rc32663 292532)¢5: e tryhrwserf[.]Jcom
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85223808 y3éwEcsree GO: AL o comeflxyr[.Jcom
Registrar: eNom e adoptewer[.]Jcom
e bhvghg[.]com

o fgttgvh[.Jcom

e in7n[.Jcom

e 021g[.Jcom

o ophgfhfgt7[.]Jcom

dans’ menc E8x»

taoyujun@gmail.com
tplutalova@list.ru
wangminghuabé@gmail.com
choekyi.wangmo@ignitetibet.net
ivan_s81@mail.ru
ocean.nio@rediffmail.com

YouTube %7825

https://www.youtube.com/@flygram1665
https://www.youtube.com/@bradshannon334
https://www.youtube.com/@uyghurapks3096
https://www.youtube.com/@josephjoey3499

BADBAZAAR 3% MOONSHINE 23@@® 30550 #6555 #d215@0 & 8 &t
(IoCs) 23een) e3€ 30B) eiedB. 60® BNEDE B BEE® 6ERCL DG
DEo@DBE NCSC 90 0T WE 65101 36 TDres BSDEs5IDG 8329
22265305 28013 5)D 282513 B B BEOD 23IVWB LI ¢36ed GEr) RI1EN:

- ESET

- Trend Micro
- Lookout
- Lookout

- Volexity
- Citizen Lab
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https://www.welivesecurity.com/en/eset-research/badbazaar-espionage-tool-targets-android-users-trojanized-signal-telegram-apps/
https://www.trendmicro.com/content/dam/trendmicro/global/en/research/24/l/earth-minotaur/IOCs-EarthMinotaur_v2.txt
https://www.lookout.com/threat-intelligence/article/badbazaar-surveillanceware-apt15
https://www.lookout.com/threat-intelligence/article/moonshine-android-surveillanceware-poison-carp
https://github.com/volexity/threat-intel/tree/main/2023/2023-09-22%20EvilBamboo
https://github.com/citizenlab/malware-indicators/blob/master/201909_MissingLink/iocs.csv
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https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers/code-of-practice-for-app-store-operators-and-app-developers-new-updated-version
https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers/code-of-practice-for-app-store-operators-and-app-developers-new-updated-version
https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers/code-of-practice-for-app-store-operators-and-app-developers-new-updated-version
https://developer.apple.com/documentation/xcode/supporting-multiple-languages-in-your-app
https://developer.apple.com/documentation/xcode/supporting-multiple-languages-in-your-app
https://support.google.com/l10n/answer/6227218?hl=en&amp;amp;ref_topic=6307483&amp;amp;sjid=5961568056509626593-EU
https://support.google.com/l10n/answer/6227218?hl=en&amp;amp;ref_topic=6307483&amp;amp;sjid=5961568056509626593-EU
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https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers
https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers
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