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BADBAZAAR va MOONSHINE: Phan tich ky thuat va
cac bién phap giam thiéu

Tém tit

Vi sy ho tro tir Cyber League(Lién Minh Mang) Vuong qudc Anh, khuyén céo nay
dugc Trung tam An ninh Mang Quoc gia Vuong quoc Anh (National Cyber Security
Centre - NCSC UK) va cac dbi tac qudc té phdi hop soan thao:

> Trung tim An ninh Mang Uc, true thudc Tong Cuc Tin hiéu Uc

> Trung tim An ninh Mang Gia Ni Pai, truc thudc Co quan An ninh Truyén
thong Gia Na Dai

> Co quan Tinh bao Lién bang Dirc

> Vin phong Lién bang Pirc vé Bio vé Hién phap

> Trung tim An ninh Mang Quoc gia Tan Tay Lan, truc thudc Cuc An ninh
Truyén thong Chinh phu

> Cuc Piéu tra Lién bang Hoa Ky

> Co quan An ninh Qudc gia Hoa Ky

Khuyén cao ndy cung cap thong tin tinh bao vé méi de doa méi va da dugc tong hop
lién quan dén hai bién thé phan mém gian diép mang tén BADBAZAAR va
MOONSHINE, dong thoi dua ra cac khuyén nghi danh cho cac nha diéu hanh cira hang
g dyng, nha phat trién va cac cong ty mang xa hoi nham gitp bao vé ngudi sir dung.

Khuyén cdo nay dugc dang tai song song véi mét khuyén cdo danh cho nan nhan cua
cac phan mém doc hai nay.

Tai liéu nay str dung dinh nghia c6 trong bang thuat ngit cia NCSC vé phan mém gian
diép :"Mot loai phan mém doc hai (malware) dugce cai dat trén thiét bi ma khong co6 su
dong y ctia nguoi st dung, thu thap dir liu va sau d6 géi dén bén thur ba."

Nghién ctru trweong hop dién hinh 1: MOONSHINE

MOONSHINE Ia mot phﬁn mém gian di¢p trén hé diéu hanh Android duge trinh bao
vao ndm 2019 bai Citizen Lab, v6i muc dich nham dén cac nhom nguoi Ty Tang.
MOONSHINE nguy trang thanh mét ing dung hop phap dé du dd nan nhan cai dat né.
MOONSHINE da dugc chia sé qua cac kénh Telegram va qua cac duong dan duoc goi
qua WhatsApp.
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https://www.ncsc.gov.uk/information/cyber-league
https://www.ncsc.gov.uk/news/advisory-badbazaar-moonshine
https://www.ncsc.gov.uk/news/advisory-badbazaar-moonshine
https://www.ncsc.gov.uk/section/advice-guidance/glossary
https://www.ncsc.gov.uk/section/advice-guidance/glossary
https://citizenlab.ca/2019/09/poison-carp-tibetan-groups-targeted-with-1-click-mobile-exploits/

Nghién ctru cia NCSC vé MOONSHINE cho thay nhitng diém sau day:

e MOONSHINE str dung mot giao dién quan 1y da c6 nhiéu thay doi ké tir khi né
dugc trinh bao 1an dau tién.

 Giao dién quan ly tiét 16 cac kha ning giam sat sau rong, bao gom kha nang di
chuyén céc tap ho so tir thiét bi ciing nhu ghi am truc tiép va quay man hinh.

e Mot loat giao dién quan Iy MOONSHINE dugc luu trit 4o da dugc phat hi¢n. Cac
giao dién nay co sy trung khép vé ha tang co sé véi cac bang dang nhap lién quan
dén UPSEC, ma theo Intelligence Online (Thong tin Tinh bdo Mang) 4m chi dén
‘Cong ty TNHH Cong ngh¢ An ninh Mang DPién Khoa Tt Xuyén’.

Quan 1y giao dién
Cac phuc trinh trudc day vé giao dién quan ly caa MOONSHINE cho thay no da trai
qua nhiéu thay d6i, c6 nghia 1a phan mém nay van dang duoc lién tuc phat trién.

Vi du dau tién vé giao dién quan Iy nay duoc ghi nhan trong phuc trinh cua Citizen Lab
vao nam 2019.

ScotchManager VodkaManager
User Login Login Page
Username
Password
=

Hinh 1: Cdc giao dién quan 1y MOONSHINE dirgc dé cap trong phiic trinh vao nam 2019 cua Citizen Lab 'Mot thir can
thiét Nhém Tay Tang bi nhdam Muc tiéu bang Lé hong Di dong chi bang 1 Cii Nhdp chudt’.

Vao dau ndm 2022, Lookout da trinh bdo mdt giao dién quan 1y khac, dugc thiét ké lai
nhu trong hinh bén dudi (thay thé cho cac giao di¢n trudc do trong hinh 1):
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https://www.intelligenceonline.com/surveillance--interception/2025/01/29/chinese-firm-behind-hacking-operations-against-uyghurs-and-tibetans-unveiled,110368855-evg

SCOTCH ADMIN

Hinh 2: Giao dién quan ly cua MOONSHINE duoc quan sat thdy trong phuc trinh 2022 report ‘MOONSHINE: Phan
Mém Gidam sat Android tién tién APT POISON CARP ciia Trung Quéc nham vao nguoi Tday Tang va nguoi Duy Ngé
Nhi”.

Vao thang 8 nim 2023, mot dot quét cia may chii diéu khién va chi huy (C2) cua
MOONSHINE da phat hién mdt giao dién tuwong tu nhu giao di¢n nam 2022, tuy nhién
churec ndng "Quén Mat ma" khong con nhu trong hinh 2:

SCOTCH ADMIN

Hinh 3: Giao dién quan Iy MOONSHINE duwoc ghi nhdn vao thang 8 nam 2023 cho thdy khéng con hién thi tity chon
‘Quén Mat ma’.

Viéc diéu tra thém vé giao dién quan 1y di phat hién noi dung trong bang diéu khién
cho thay cach thtrc luu trir thong tin cua cac thiét bi bi xam pham.
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https://www.lookout.com/threat-intelligence/article/moonshine-android-surveillanceware-poison-carp
https://urlscan.io/result/aae9e1b5-eef4-4754-8738-4af3046c46aa
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Hinh 4: Trang mang phia sau trang dang nhdp cua giao dién quan Iy MOONSHINE.

Nghién ctru cua Lookout cho théy mot “diém s6” duoc truyén di tir thiét bi cia nan
nhan to1 cac may chu dleu khién va chi huy (C2) cia MOONSHINE. Gia tri cua “diém
s6” ndy dua trén cac quyén han ma mau phan mém doc hai co trén thiét bi ctia nan nhén.

Cac cot “if_contact’, “if_location’, “if_call_log’ va ‘if_sms’ trong trang cho théy khong
phai tit ca cac mau MOONSHINE déu c6 quyén truy cap day du vao cac thiét bi bi xam
pham. Viéc hiéu biét vé cac cot nay cung voi “diém sb’ * dugc truyen tir thiét bi toi may
chu C2 cho thiy cac tac nhan de doa dang str dung diém sé dé truyén dat muc do truy
cAp ma phan mém doc hai c6 trén thiét bi bi xdm pham téi nhitng ngudi truy cap giao
dién quan 1y.

Thong thuong, 161 khuyén vé cach thuc hanh t6t nhat dé ngan chin tng dung thu thap
thong tin tir thiét bi 1a nén kiém tra cac quyen han cua tmg dung d6 xem c6 gi bat thuong
khong trudce khi tai vé. Tuy nhién, cac mdu MOONSHINE chi xin dugc cap cic quyén
han phu hop véi chirc ning ciia ing dung, do d6 co6 thé khong gy nghi ngd, nhung
chung ciing sir dung nhiing quyén han nay dé thu thap thong tin tir thiét bi.

MOONSHINE cting ¢6 mot Giao dién Lép trinh Ung dung (Application Programming

Interface - API) thé hién pham vi kha nang cua no. Cac phién ban dau tién cia tai lidu
API ¢6 chira tén cac API bang tiéng Pho thong.
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https://www.lookout.com/threat-intelligence/article/badbazaar-surveillanceware-apt15

Trong qué trinh tim kiém céc bang diéu khién cia MOONSHINE, mét s6 phién ban
duoc luu trir 4o da duoc phat hién. Luu trir 4o 1 khi mot dja chi IP ¢ thé luu trir nhiéu
trang mang cung mot luc. Cac dia chi IP cua nhimg phién ban dugc luu trir a0 nay va
cac tén mién duoc luu trir khong xuat hién trong bat ky mau phan mém doc hai nao da

biét.

Céc phién ban giao dién quan 1y nay c6 su khac biét vi tya dé trang 1a ‘LOGIN” thay vi
‘SCOTCH ADMIN?’ nhu da thay trugc do.

Hinh 5: Giao dién quan 1y ciia MOONSHINE st dung twa dé LOGIN thay vi SCOTCH ADMIN.

Ngoai ra, ndi dung trong bang diéu khién ciing khac so voi hinh 4, nhu duoc thiy trong
hinh 6.
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Hinh 6: Trang mang phia sau trang dang nhdp cua giao dién quan ly cua MOONSHINE duoc luu triv ao.

Bang diéu khién trong hinh 6 c6 vé 1a phién ban ‘rat gon’ ctia bang trong hinh 4. Céc
dac di€m trung khop gitra hai bang diéu khién 1a tén cac cot ‘id (ma dinh danh)’,
‘manufacturer (nha san xuat)’ va ‘model (mau)’ trong bang dir li¢u.
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Céc phién ban MOONSHINE duoc luu trir 4o duge phat hién gdm:

Tén mién Pia chi IP

vsa.ahamar[.]Jcom 194.71.107[.]160
gates.chatonlineapp[.Jcom 172.67.208].]167
www.onlineweixin[.]net 103.254.108].]108
www.weetogether[.]top 103.254.108].]108
www.onlinewxapp|.]net 103.43.18[.]43
www.unusualtransaction[.]Jcom 2.58.15[.]101
m.leak-news[.]Jcom 103.56.17[.]194
www.unusualtransaction[.]Jcom 46.246.98[.]209
www.lodepot[.]Jcom 62.72.58].]168
www.online-wechat[.]Jcom 103.254.108[.]87

Céac tén mién nay dugc Trend Micro liét ké 1a bd cong cu khai thac cia MOONSHINE,
chiu trdch nhi€ém vé viéc khai thac cac 16 hong trinh duyét dé cai dat phan mém ddc hai
1€n thiét b1 di dong. Trend Micro dat tén cho phan mém doc hai nay 1a 'Dark Nimbus'.

Dé lam cho rd: giao dién quan 1y cia MOONSHINE 14 noi cac mau phan mém doc hai
ctia MOONSHINE két ndi, va gd1 dir liéu cia nan nhan vé. Bo cong cu khai thac cua
MOONSHINE dugc Trend Micro trinh bdo 1a mot nang luc riéng bi¢t, dung dé khai
thac 16 héng trinh duyé¢t nham cai dit mot ph?m mém doc hai ¢6 tén 1a Dark Nimbus 1én
cac thiét bi di dong. Hon nita, Dark Nimbus va MOONSHINE 14 hai loai phin mém doc
hai hoan toan khac nhau.

Ca giao dién quan Iy cua MOONSHINE va bd cong cu khai thac cita MOONSHINE
déu c6 su tring khép ma nguon, vi vy méi c6 su tuong dong trong giao dién ding nhap
0 hinh 3 va hinh 5, cling nhu ni dung cua trang trong hinh 4 va hinh 6. Ca hai cling déu
chtra chudi ky tu “webpackJsonpreact-scotchui’ trong ma nguon.

Cac tac nhan da tao ra cac duong dan URL dan t6i bo cong cu khai thac MOONSHINE,
sau do chuyén hudng dén cac video c6 ndi dung lién quan dén ngudi Tay Tang va Duy
Ng6 Nhi, trung khdp vt muc tiéu tan cong cua MOONSHINE.

Trén nhiéu dia chi IP luu trit tén mién ctia bo cong cu khai thac cua MOONSHINE, c6
mot trang dang nhap mang tua dé “VLiteUI” dugc phat hién trén cong 444. Trang nay
khong dugc dé y toi nhiéu, va sy hién dién cta nd trén cac dia chi IP nay cho thay mot
méi lién hé ¢ thé co véi cac hoat dong cua tac nhan de doa.
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https://www.trendmicro.com/en_gb/research/24/l/earth-minotaur.html

Hinh 7: Bing ddng nhip mang twa dé HTML *VLiteUI’ dwgc phat hién thdy trén cdac dia chi IP cang kru triv by

cong cu khai thac cia MOONSHINE.

Phan tich cua Trend Micro vé Dark Nimbus cho thdy phan mém ddc hai nay co thé thu
thap mot danh sach thong tin toan dién tur thiét bi, va giao ti€p véi may chu diéu khién
(C2) thong qua giao thuc XMPP.

Trend Micro cling phan tich rang trong mot sb phién ban ciia Dark Nimbus, ho d4 nhan
ra rang chudi ky tu ‘DKNS” xuat hién nhiéu lan.

Tén mién ‘ansec[.Jcom’ (dwoc Trend Micro liét ké la may chi diéu khién C2 ciia Dark
Nimbus) cling da dugc phat hién trong cac dich vu XMPP t{én cac dia chi IP khac,
nhirng dia chi nay phuc vu cac trang mang c6 tua dé chira chuoi ky tu ‘DKNS’.

DKNS Androidit 2 BUIE 245t (Hé thong Gidam dinh Phén tich cé Hé thong tir Xa DKNS danh
cho Android)

DKNSZERUZEF S (Nén tang Diéu tra va Kiém sodt Mang trén Nén ting Pdm mdy ciia
DKNS)

DKNSZEMUZEF S (Nén tang Diéu tra va Kiém sodt Mang trén Nén ting Pdm mdy ciia
DKNS)

DKNSIZAZIZHIAE 5T (Hé thong Piéu tra Diéu khién tir Xa ciia DKNS)
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Mot nhom dia chi IP khac c6 ‘ansec|.]Jcom’ trong dich vu XMPP da phuc vu cac trang mang voi tua
de:

o UPSECHBXMIZHIIIE 24T (Hé thong Chi huy Kiém sodt Internet ciia UPSEC)

o UPSECTEAUEZR L (Hé thong Gidm sat va Kiém sodat Khéng Ddy ciia UPSEC)

o UPSECER AMUBEIR AL (Hé thong Khéi phuc Dir liéu Ca nhdn Quan trong ciia UPSEC)

Theo Intelligence inine, cum tir ‘UPSEC’ xuét hién trong tua dé cac trang HTML duogc
cho 1a lién quan dén Cong ty TNHH Cong nghé An ninh Mang Dién Khoa Tt Xuyén
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https://www.intelligenceonline.com/surveillance--interception/2025/01/29/chinese-firm-behind-hacking-operations-against-uyghurs-and-tibetans-unveiled,110368855-evg

Nghién ctru trwong hop dién hinh 2: BADBAZAAR
BADBAZAAR 12 mot phan mém doc hai di dong voi cac bién thé trén iOS va Android,
da nham vao cic ca nhan ngudi Duy Ngd Nhi, nguoi Tay Tang va nguoi Dai Loan. Phan
mém gian diép nay duoc phat tan qua cac nén tang mang x4 hoi va cac ctra hang tng
dung chinh thitc. Trinh bao gan day tir Volexity cho thdy cac bién thé khac nhau cua
BADBAZAAR, dugc phan loai thanh BadSolar, BADBAZAAR va BadSignal. Ca ba
bién thé déu duoc lién két voi nhau bang cac chic ning trang khép duoc sir dung dé
thu thap thong tin vé thiét bi va ngudi van hanh.

Nghién ctru cia NCSC vé BADBAZAAR da phat hién nhiing diém sau day:

e Phan nhom cac tén mién C2 cho thiy thém nhiéu su lién két dén cac tén mién
duoc trinh béo trong thong tin tinh bao vé mdi de doa trude day.

e Céic may chu C2 va mau phﬁn mém doc hai tiét 16 cac tén may chu lién quan dén
ha tang co sé cua tac nhan de doa.

e Céc ho so bd sung ma cac tac nhan de doa sir dung dé 4p dung k¥ thuat xa hoi
nham phat tan phan mém doc hai vuot ra ngoai cac cira hang ing dung chinh
thirc.

Phan nhom WHOIS / nha moi ¢idi tén mién

‘uyyurs
Phan tich ho so WHOIS dé tim tén mién BADBAZAAR ‘signalplus|.]org’ (duoc trinh
bao bdi1 ESET) cho thay gia tri ‘UJYJYUJ’ trong cot ‘State’.

Viéc tim kiém céc tén mién khac c6 cung gia tri ndy da phat hién ra cac tén mién quan
trong sau day:
o thetubeplus[.]Jcom
e tubevideoplus|[.]org
e pmumail[.]Jcom
e signalplusl.]org
(Xem Phu luc A, hinh anh 1)

Céc tén mién signalplus[.]org, tubevideoplus|.Jorg va thetubeplus|.]Jcom dugc trinh
béo 14 cac tén mién may chu diéu khién (C2) cia BADBAZAAR, trong khi ESET trinh
béo rang tén mién phy mail.pmumail[.]com duoc sir dung nhu mot may chu trung gian
(proxy) cua FlyGram. FlyGram 1a m¢t irng dung BADBAZAAR do céac tac nhan mang
doc hai thiét ké (xem Phu luc dé biét danh sach cac ung dung BADBAZAAR khéc).
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https://www.volexity.com/blog/2023/09/22/evilbamboo-targets-mobile-devices-in-multi-year-campaign/
https://www.welivesecurity.com/en/eset-research/badbazaar-espionage-tool-targets-android-users-trojanized-signal-telegram-apps/
https://www.welivesecurity.com/en/eset-research/badbazaar-espionage-tool-targets-android-users-trojanized-signal-telegram-apps/

Gia tri g0 ban phim (Keyboard walking values) ‘
NCSC ciing da ghi nhan cac mau gd ban phim tuong tu trong cac tén mién may chu
diéu khién (C2) BADBAZAAR khac di dang ky.

Vi duy, cac tén mién sau day déu ¢o6 gia tri ‘REWR’ duogc phat hi¢n trong cot ‘State’
(nhu da dugc st dung trude do):

yumoftion[.]Jcom

fvbyavgyea[.Jcom
jkiohreh[.]com

pmstwocqgn[.]Jcom

(Xem Phu luc A, hinh anh 2)

Céc tén mién c6 gia tri cgt ‘State’ 1a ‘FSDF’
Mot nhom tén mién mdy chu diéu khién (C2) BADBAZAAR khéc c6 ‘State’ gia tri
‘FSDF":

e tryhrwserf[.]Jcom
o tibetone[.]org
o comeflxyr[.]com
(Xem Phu luc A, hinh anh 3)

Trinh bdo v&i céc gia tri gd ban phim trude day

Viéc sir dung cac gia tri gd ban phim trong hd so WHOIS cia cac tén mién
BADBAZAAR ciing di dugc ghi nhdn trong cac phuc trinh trudc diy boi TA413 vé
viéc nham vao cac t6 chirc Tay Tang, Recorded Future (la mét cong ty tinh bdo ndi tiéng
vé moi de doa mang) di quan sat thdy cac tén mién do nhom tac nhan kiém soat gia mao
céc t6 chirc Tay Tang va sir dung gid tri to chire ding ky 14 “asfasf”.

clublogs[.Jcom

Cac mau cuia BADBAZAAR do Lookout thu thap duoc co6 chta tén mién
‘xle.clublogs[.Jcom’ 1am may chil diéu khién (C2). Tén mién goc ‘clublogs[.Jcom’
dugc luu trir trén dia chi IP ‘95.179.210].]85’ va c6 ching chi SSL vo1 gia tri chu thé
va don vi cap 1a ‘CN=WIN-50QO3EIRQVP’. Gia tri nay trung khdp véi cac ching
chi SSL duoc tim thay trong cic mau cia BADBAZAAR, vén st dung k¥ thuat SSL
pinning nham tranh bi chin va can thiép vao qua trinh truyén thong tin.
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https://malpedia.caad.fkie.fraunhofer.de/actor/lucky_cat
https://www.recordedfuture.com/research/chinese-state-sponsored-group-ta413-adopts-new-capabilities-in-pursuit-of-tibetan-targets
https://www.recordedfuture.com/research/chinese-state-sponsored-group-ta413-adopts-new-capabilities-in-pursuit-of-tibetan-targets

Tiéu st luu trit cua dia chi IP 95.179.210[.]85 cho thiy cac tén mién dang quan tAm nhu
sau day:

e actuallys[.]Jcom
e bre.myloughborough[.]Jcom
e rewrwer|.Jcom
e www.voiceoftibet|.]net
e clublogs|.Jcom
(Xem Phu luc A, hinh anh 4)

www.voiceoftibet[. net
Tén mién ‘www.voiceoftibet[.]net’ co vé dang gia mao dai phat thanh “Voice of Tibet’,
tuong tu nhu chién thuat, ky thuat va phuong sach (TTP) dugc nhom TA413 st dung.

Tén mién ‘rewrwer[.Jcom’ cé su tuong dong voi gia tri ‘State’ la ‘REWR’ da duoc
xac dinh trude d6 trong ho so WHOIS cua céc tén mién BADBAZAAR.

Cac tén mién ‘clublogs[.Jcom’, ‘rewrwer[.]Jcom’, ‘voiceoftibet[.]net’ va
‘myloughborough[.Jcom’ déu duoc ding ky st dung dia chi email
‘tplutalova@list|.]ru’.

actuallys[.]Jcom

Hb so WHOIS cua tén mién “actuallys[.Jcom’ cho thiy truong hop dia chi email k§
thuat va quan tri vién 1a ‘tplutalova@list[.]Jru’, nhung dia chi email nguoi dang ky lai
1a ‘ivan_s81@mail[.Jru’.

Thong tin WHOIS tiéu sir cho tén mién ‘actuallys[.Jcom’ cho thiy dia chi email ding
ky ‘wangminghuaé@gmail[.]com’ dugc liét ké vao ngay 24 thang 2 ndam 2016. Vao
ngay 11 thang 3 nam 2016, dia chi email da duoc thay d6i thanh ‘ivan_s81@mail.ru’
mic di ngay hét han dang ky v&i nha dang ky, van giit nguyén.

wangminghua6@gmail[.]com

Dia chi email ‘wangminghua6@gmail[.Jcom’ d3 duoc si dung dé dang ky cac tén
mién dugc tim thiy trong cac phuc trinh tinh bao méi de doa trudc day. Nam 2015, Palo
Alto d3 xéac dinh dia chi email nay dugc dung dé dang ky cic tén mién may cha diéu
khién (C2) cho phan mém doc hai Cmstar. Nam 2014, email nay ciing duoc dung dé
dang ky cac tén mién dugc Mandiant xac dinh trong cac chién dich lira dao do nhom
APT3 tién hanh. Nam 2013, dia chi email nay da duoc sir dung dé ding ky cac tén mién
duogc CrowdStrike phat hién trong mot phan mém tha ma doc c6 duong dan Program
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https://unit42.paloaltonetworks.com/cmstar-downloader-lurid-and-enfals-new-cousin/
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Database (PDB) chira cac ky tu tiéng Hoa. Diéu ndy cho thdy phan mém duoc bién soan
trén mot h¢ thong sur dung tiéng Hoa.

taoyujun@gmail[.Jcom
Tén mién ‘hejbtt[.]Jcom’ dugc dang ky vai dia chi email ‘taoyujun@gmail[.]Jcom’, tuy
nhién dia chi email quan tri vién lai dugc dang ky 1a ‘wangminghua6é@gmail|.]com’.

Khong c6 hoat dong doc hai nao lién quan dén tén mién ‘hcjbtt].]Jcom’, tuy nhién dia
chi email ‘taoyujun@gmail|.]com’ da dugc phat hién trong cac phic trinh tinh bao
moéi de doa trude ddy. Nam 2014, dia chi email nay da duoc st dung dé dang ky mot
tén mién dugc Mandiant phat hién trong cac mau phan mém doc hai ‘Cueisfry Trojan’
duoc dung dé tin cong cac t6 chirc ciia Nhat Ban.

Dia chi email ciing dang ky cac tén mién nhu ‘iaea-international[.Jorg’, co vé nham
gia mao Co’ quan Ning lwong Nguyén tir Qudc té , va ‘ide-ctbto[.Jorg’, gia mao la
Trung tim Dir liéu Quoc té thudc To chire Hiép wée Cam Thir Hat nhan Toan dién
(CTBTO)

Mot ho so WHOIS trude day cia tén mién ‘iaea-international[.]Jorg’ cho thay dia chi
email nguoi dang ky 1a ‘wangminghua6@gmail[.]com’.

udtglobals|.]Jcom

Tén mién ‘udtglobals[.Jcom’ duoc phat hién st dung ‘wangminghua6@gmail[.]com’
lam email cia quan tri vién va ‘ocean.nio@rediffmail[.]Jcom’ lam dia chi email cua
ngudi dang ky. Cac hé so WHOIS khéc ctia tén mién nay cho thay cing dia chi email
nguoi dang ky nhung st dung email ctia quan tri vién 1a ‘taoyujun@gmail[.]com’.

Tén mién ‘udtglobals|.]com’ duong nhu dang gia mao ‘UDT Global’ mdt sy kién toan
cau danh cho cac cong ty trong linh vuc quéc phong va an ninh dudi bién. Tén ngudi
sir dung ‘ocean.nio’ trong dia chi email c6 thé dang cd y bat chuéc Vién Hai dwong
hoc Quoc gia (National Institute of Oceanography - NIO), to chtic c6 mat ¢ nhiéu
quéc gia. Mac du viéc sir dung dich vu email Rediff (co tru sé tai An DJ) co thé ¢d tinh
gia mao Vién Hai duwong hoc Qudc gia An D).

Djibdiplomatie[.]Jcom

Tén mién ‘djibdiplomatie[.Jcom’ dudng nhu gia mao dich vu ngoai giao cta Djibouti,
va c6 hd so WHOIS twong ty nhu tén mién ‘utdglobals[.Jcom’. Mot ho so cho thay
nguoi dang ky la ‘ocean.nio@rediffmail[.]Jcom’ va quan tri ‘taoyujun@gmail|.]Jcom’
trong khi cac hd so khac cho thiy ‘wangminghua6@gmail[.Jcom’ 13 email cia quan
tri vién va ‘ocean.nio@rediffmail[.]Jcom’ 1a email cia nguodi dang ky.

Ca hai tén mién nay déu c6 cac gia trj kiéu gd ban phim (keyboard walking) trong ho so
WHOIS. Vi dy: ‘udtglobals[.]Jcom’ c6 gia tri ‘ASDF’ 1a thanh phd dang ky va
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‘djibdiplomatie[.]com’ c6 gia tri ‘DAF DAGF’ 1a gia tri tén ngudi dang ky. Nhirng gia
tri ndy twong tu voi cac gia tri dd dugc phat hién trong cac tén mién BADBAZAAR
khac.

Miac du ciac dia chi email wangminghua6@gmail[ ]com va
‘taoyujun@gmall[ ]com’ dugc tim thay trong h6 so WHOIS ctia cac tén mién gia mao
su Kién quoc té vé quoc phong dwdi bién, dich vu ngoal giao DjlbOlltl va Co quan
Ning lwong Nguyén tir Qudc té, nhung chiing ciing xuat hién trong hd so WHOIS cuta
nhiéu tén mién khong lién quan dén hoat dong doc hai.

Su két hop gitra cac tén mién gid mao va cac tén mién khong doc hai c6 thé cho thay sy
ton tai cua mot thuc thé dang mua sam ha tang co so, dugc st dung dé ho tro hoat dong
cua cac tdc nhan mang ddc hai.

Dia chi email ‘ocean.nio@rediffmail[.Jcom’ chi dugc tim thiy trong cac tén mién gia
mao nhu da dugc md td bén trén. Hai dia chi email ‘ivan_s81@mail[.Jru’ va
‘tplutalova@list[.]ru’ da dang ky mot sb it tén mién, va mot s6 trong s d6 timg duoc
luu trir trén ha tﬁng co s& cua BADBAZAAR. Ba dia chi email nay dugc cho 1a ¢o lién
hé chat ché hon véi cac hoat dong cua cac tac nhan mang ddc hai. Diéu nay la do )
luong tén mién cao hon ma ching lién két c6 lién quan dén hoat dong doc hai so voi
email ‘wangminghua6@gmail|.]Jcom’ va ‘taoyujun@gmail|.]Jcom’.

(Xem Phu luc A, hinh anh 5)

Lién két dén céc tac nhan de doa khac

Mot dic diém chung khéac cua cac tén mién lién quan dén BADBAZAAR nhu
‘actuallys[.]com’, clublogs[ ]com ‘myloughborough|[.]Jcom’, ‘rewrwer[.]Jcom’, va
‘voiceoftibet[.|net’ 1a tit ca déu duoc dang ky qua nha cung cip eNom va duoc “dé

khong” (parked) tai “255.255.255[.]254°.

Theo céac cudc diéu tra trude day cua NCSC, cac tén mién khéc c6 dic diém tuong tu
da tiét 16 hoat dong lién quan dén nhém APT5 vao nam 2019, va APT14 trong giai
doan tir ndam 2009 dén nam 2011.

Cac tén mién dugc lién két véi APTS- c¢6 hé so WHOIS trudc day liet ké
‘taoyujun@gmail[.]com’ 1a dia chi email ciia nguo1 dang ky.

Céc tén mién lién két véi APT14 6 tén mién phu gém ‘ba chit cai’ duong nhu dai dién
cho muc tiéu du kién cta cac hoat dong doc hai cuia chiung. Mot vi du 1a tén mién
‘bae.cisconline[.]net’, cho thdy muyc tiéu nhiam t&i c6 thé 1a cong ty BAE Systems, va
dugc phat hién trong mot ‘Poison Ivy’ mau phén mém doc hai.
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https://malpedia.caad.fkie.fraunhofer.de/details/win.poison_ivy

Mot dic diém tuong tu cling dugc phat hién trong cac tén mién BADBAZAAR, noi cac
tén mién phu lién quan dén té€n tng dung bi nhiém Trojan:

Tén cia U'ng dung C2 URL \
Ung hé nguoi Hoi gido mpp.pmstwocan[.Jcom
Lap trinh phat video cho vpf.titeperformance|.Jcom
Android

Batter Master (Cao thu bat.androidupdated|.]net
dénh béng)

Radio Afghanistan afg.collinformations|.]com
Tir dién EN-UG Mién phi eud.titeperformance|.]Jcom
Khéi phuc Pia Video dvr.collinformations[.]Jcom
TextNow ((’ng dung nhin ttn.titeperformance|.]Jcom
tin)

Can lwu y rang cac hoat dong lién quan dén APT5 va APT14 Ia trong quaé khi, va clng
c6 nhitng tén mién khdc dugc ddng ky qua eNom va va duoc phdn giai thanh dia
chi “255.255.255.254" khong thé lién két véi hoat dong doc hai. Do do, khéng chac
chan ring cdc tadc nhén dirng sau nhirng chién dich nay Id cung mét nhém hoic
cé lién quan dén nhau.

Phén tich cdc may chi diéu khién (C2) va mau cia BADBAZAAR d3 tiét 1o cac tén
may duoc stir dung 1am gia tri ‘Common Name (Tén thuwong thdy)’ trong chimg chi SSL.
Céc cudc diéu tra cia NCSC vé tén may chi dugc phat hién trong cac mau va ha ting
co s& cia BADBAZAAR cho thay rang cac tén may chii nay duoc str dung trén nhiéu
dia chi IP khac nhau. Céc dia chi IP ndy dang luu trit cac tén mién duoc tim thiy trong
cac mau cia BADBAZAAR. Phan bén dudi s& cung cap thém chi tiét vé cac tén may
chu, va dia chi IP ¢6 chira cac tén may chi ndy, dong thoi luu trit cac tén mién C2 doc
hai cia BADBAZAAR.

Trong hau hét cac truong hop, su hién dién cia ching chi co gi tri tén may chu tring
khép véi cac gial phdp IP cho tén mién doc hai dugc chi dinh, mdt s it truong hop
khong xay ra tinh trang nay va da dugc néu lén.

WIN-EUOVLBL7TUIJ
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Tén may chi ‘WIN-EUOVLBL7TUJ’ d3 dugc quan sat thdy xut hién trén céc dia chi
IP sau:

‘116.203.53[.]21° luu trir cac tén mién may chi didu khién (C2) cua
BADBAZAAR ‘uyapkfinder[.]Jcom’ va ‘thewestuniverse[.]Jcom’.

“95.216.169[.]27’ luu trir cac tén mién may chu diéu khién (C2) cua
BADBAZAAR ‘adysfunction[.]com’ va tén mién phu
‘download.apkbazar|.]biz> dugc phat hién 1a duong dan tai xuéng mau
BADBAZAAR.

(Xem Phu luc A, hinh anh 6)

WIN-70E59JVOB9G

Tén may chu ‘WIN-70E59JVOB9G’ da dugc phat hi¢n trén cac dia chi IP sau day:

‘23.88.28[.]220’: luu trit cac tén mién phu thuoc BADBAZAAR C2 bao gém:
‘aua.rondwsign|[.]Jcom’, ‘nal.tokenmajorp|[.]Jcom’, ‘pep.rondwsign|.Jcom’
“doa.rondwsign|[.]Jcom’, va ‘pls.rondwsign[.Jcom’. Co khoang thoi gian hai
ngay g1u’a thot diém chimng chi véi may dugc nhin thdy 1an cudi, va thoi diém

cac tén mién doc hai duoc nhin thay 1an dau tién phan giai thanh IP do.

“23.88.28[.]221° duoc luu trir trén BADBAZAAR lién két dén tén mién phu
‘bt.bhvghg]|.]com’.

“23.88.28[.]222° luu trit cac tén mién C2 cia BADBAZAAR
‘tubevideoplus|.]Jorg’ va ‘cde.mpoxcases|.]Jcom’.

°65.21.92[.]67° luu trit tén mién phy C2 cia BADBAZAAR
‘bat.androidupdated[.]net’, N6 ciing luu trir tén mién phu
‘apps.androidupdated|.]net’ 1a phan mém doc hai DoubleAgent C2.

“65.21.92[.]77° luu trit cAc tén mién phu C2 cia BADBAZAAR
‘wyo.titeperformance[.]Jcom’, ‘big.collinformations|.]com’
‘vpf.titeperformance[.]Jcom’, ‘eud.titeperformance[.Jcom’ va
‘afg.collinformations[.Jcom’

“65.108.192[.]134’ luu trir cac tén mién phu C2 cia BADBAZAAR
‘upd.whoscaller[.]net’ va ‘ggl.whoscaller|[.]net’.
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“142.132.131[.]15’ luu trit cAc tén mién phu C2 cuia BADBAZAAR
‘bvn.lookincategory[.Jcom’ va ‘edr.lookincategory[.Jcom’. Co6 khoang thoi
glan muoi mot ngay gitra thoi diém chimg chi c6 tén may dugc nhin thy 1an
cudi, va thoi diém cac tén mién doc hai dugc nhin thay lan dau tién phan giai

thanh IP do.

Dia chi “142.132.131[.]20° d4 luu trit cac tén mién phu

‘son. 0nlmegamersgr0up[ Jecom’ va ‘system. onllnegamersgroup[ Jcom’ dugc
cho 1a may chu diéu khién (C2) cia BADBAZAAR, vi cac tén mién nay duoc
luru trit trong cung thoi diém ma cac ching chi SSL lién quan voi
BADBAZAAR duoc quan sat thay trén IP nay.

‘142.132.131].]28’ luu trir tén mién C2 cia BADBAZAAR ‘goldplusapp[.|net’
cung vodi cac tén mién phu: ‘who.goldplusapp|.|net’ va
‘cgf.goldplusapp|.]net’.

“162.55.103[.]211° luu trit cac tén mién phu C2 cia BADBAZAAR duéi mién
‘oha.alpinemap|.]net’, ‘aru.alpinemap|.|net’, ‘aso.alpinemap|.]net’,
‘afr.alpinemap|.]net’, va ‘aar.alpinemap|.]net’.

“162.55.103[.]212° luu trit cAc tén mién phu C2 cia BADBAZAAR
‘pep.rondwsign[.]Jcom’, ‘ckp.jkiohreh[.]Jcom’, ‘aar.tokenmajorp|[.]com’,
‘nal.tokenmajorp|[.Jcom’, ‘pls.rondwsign|[.]com’ va ‘aua.rondwsign[.]Jcom’.

“195.154.47[.]99° luu trit cac tén mién phu C2 cia BADBAZAAR

‘ggl.whoscaller[.]net’ va ‘upd.whoscaller[.]net’. C6 khoang thoi gian ba ngay
gitra thoi diém chimg chi c6 tén may dugc nhin thdy 1an dau tién, va thoi diém
tén mién doc hai duoc nhin thay lan cudi cuing phan giai thanh IP d6.

“195.154.60][.]3’ luu trit cac tén mién phu C2 cia BADBAZAAR
‘upd.whoscaller|[.]net’.
‘ggl.whoscaller[.]net’.

“212.83.189].]89’ luu trir cac tén mién phu C2 cia BADBAZAAR
‘wyo.titeperformance[.]Jcom’, ‘eud.titeperformance|.]com’,
‘vpf.titeperformance[.]Jcom’ va ‘afg.collinformations[.]com’.
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€212.129.21|.]168’ luu trit cac tén mién C2 cia BADBAZAAR:
‘fre.lookincategory|.]Jcom’, ‘tgr.lookincategory[.]Jcom’,
‘fgt.lookincategory|.]Jcom’ ‘luj.lookincategory[.]Jcom’ va
‘bvn.lookincategory|.]com’.

(Xem Phu luc A, hinh anh 7)

WIN-50QO3EIRQVP

Tén may ‘WIN-50QO3EIRQVP’ di duoc quan sat thay trén cac dia chi IP sau day:

“45.76.132[.]91° luu trir c4c tén mién yumoftlon[ Jcom’,

‘androidupdated].]net’. Ca hai tn mién nay déu lién quan dén
BADBAZAAR, vi véi cac tén mién phu ‘fow.yumoftion[.]Jcom’ va
‘bat.androidupdated[.]net’ la cac tén mién C2 cia BADBAZAAR. Ngoai ra,
tén mién phy ‘apps.androidupdated[.]net’ la may chu dleu khién (C2) cta
phan mém doc hai DoubleAgent. N6 ciing luu trir tén mién

‘pmstwocqn[.Jcom’, duoc lién quan véi BADBAZAAR thong qua hd so
WHOIS.

“95.179.210\[.]85’ luu trit tén mién ‘clublogs|.]Jcom’, trong do
‘xle.clublogs[.]Jcom’ 1a mot tén mién C2 cia BADBAZAAR. Pia chi nay ciing
Iy trit céc tén mién lién quan dén BADBAZAAR khéc gom:
‘bre.myloughborough|.]Jcom’, ‘img.rewrwer[.]Jcom’,
'www.voiceoftibet[.]net' va ‘actuallys[.]com’.

“199.247.21[.]34’ luu trit cac tén mién ‘tlteperformance[ Jcom’ Va
‘collinformations[.]Jcom’ trong d6 cac tén mién phy déu 14 tén mién C2 cia

BADBAZAAR.

“217.69.10[.]128’ luru trir tén mién C2 cia BADBAZAAR: ‘uyghurdict[.]com’.

(Xem Phu luc A, hinh anh 8)

WMSve-WIN-50Q03EIRQVP
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Tén may ‘WMSve-WIN-50Q03EIRQVP’ da dugc phat hién trén céac dia chi IP sau
day:

o ‘78.46.185[.]251’ luu trir tén mlen C2 cuia BADBAZAAR ‘groupgram|.org’,
dugc Volexity trinh bao sir dung cong 4432 cho cac két ndi doc hai.

o °65.21.92].]169° va “163.172.205[.]207’ luu trit tén mién ‘widelygram|.]org’
dugc cho 1a tén mién C2 cuia BADBAZAAR, vi trong thoi gian luu trir trén ca
hai IP nay, cong 4432 déu dugc mé.

* ‘163.172.198[.]206 luu trir tén mjén ‘maxgraml[.Jorg’, ciing dugc cho la tén
mién C2 cia BADBAZAAR khi cong 4432 mé trong su6t thoi gian luu trir.

(Xem Phu luc A, hinh anh 9)

WMSvc-WIN-50Q03EIRQVP & WIN-7LSBB9ROF1L

Tén may ‘WMSvce-WIN-50QO3EIRQVP’ va ‘WIN-7LSBBIROF1L’ dugc phat hién
trén dia chi IP sau day cung mot ltc:

o ‘148.251.87[.]245 luu trit cac tén mién C2 cia BADBAZAAR: ‘flygram|[.]org’
va ‘groupgram\[.]org’

(Xem Phu luc A, hinh anh 10)

WIN-N8H8S9BG2P0
Tén may ‘WIN-NSH8S9IBG2P0’ da dugc phat hién trén dia chi IP sau day:

o 148.251.87[.]247° luu trit cac tén mién C2 cua BADBAZAAR
‘omarwhatsapp|.]Jorg’ va ‘flygram|[.]org’.
(Xem Phu luc A, hinh anh 11)

WIN-I6VBN8MRO92A
Tén may ‘WIN-I6VBN8MR92A’ da duoc phat hi¢én trén dia chi IP sau day:

o ‘148.251.87[.]197°, noi luu trit tén mién C2 cuia BADBAZAAR:
‘tryhrwserf].]com’.

(Xem Phu luc A, hinh anh 12)
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Dua trén dir liéu thuong mai hién co, muc do xuat hién cta cac tén may nay trén internet
kha da dang. Mot s6 dugc phat hién ciing mot lac trén nhiéu dia chi IP khac nhau, diéu
nay cho thiy cac VM dugc tao tir cung mot mau. Piéu quan trong can luu ¥ 1a d6i voi
mot sd tén may chu, khong phai tat ca cac IP bi theo dai déu ¢ thé lién quan dén hoat

dong doc hai. Piéu nay c6 nghia 14 viéc sir dung tén may chi khong chi giéi han ¢ nhiing
ké de doa.

Tuy nhién, sy phd bién ctia mot s tén may nay trén cac IP timg luu trir cac tén mién C2
ctia BADBAZAAR, c6 thé cho théy c6 mot thuc thé mua sim ha tﬁng co so dang dugc
su dung dé cau hinh cac may chu nham hd trg cac hoat dong mang ddc hai cua cac tac
nhan nay.

Su hién dién trén mang xa hoi

Céc phuc trinh trude day tir Volexity cho thay cac tic nhan mang doc hai da tao ra cac
video trén YouTube (nhim quang ba viéc st dung cic tng dung doc hai nay). Nhing
video nay bao gom cac hudng dan chi tiét vé cach st dung cac ing dung ma ho da thiét
ke.

NCSC di phat hién thém hai kénh YouTube lién quan dén hoat dong cua cac tac nhan
de doa. Kénh YouTube c6 tén URL la ‘@josephjoey3499° duong nhu dang quang ba
viéc su dung ‘Maxgram’ va mot kénh khac dugc dang ky voi tén ‘@uyghurapks3096°
dang quang ba ‘Uyghur APK Finder’.

Ngoai ra, cac video trén YouTube quang ba cho ‘Flygram’ va ‘Signal Plus’ da cho
thdy cac tac nhan de doa sir dung céac sb dién thoai hién thi 16 rang. Trong ‘Flygram’
video, & phut 0:36, s6 dién thoai “+1 (570) 378-7250° duoc hién thi va trong ‘Signal
Plus’ video, s6 dién thoai “+1 (267) 298 4259’ dugc tiét 10.

Volexity di phiic trinh mot trang tin gia chu dé Tay Tang c6 tén ‘ignitetibet[.net’,
duoc phat hi¢n trong cac phuong tién Telegram dugc cho 1a do cac tac nhan de doa van
hanh. Dia chi email 'choekyi.wangmo@jignitetibet[.]net' duoc quan sat thay dé lai
binh luan trén cac bai dang cua trang 'tibetone.org', trang nay da dugc Lookout cong
khai phtc trinhla trang C2 duoc str dung cho iOS bién thé cia BADBAZAAR.

Dia chi email nay dugc cho 1a do cac tac nhan de doa kiém soat, str dung nhan vat gia
danh ‘Choekyi Wangmo’.
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Danh gia

BADBAZAAR va MOONSHINE sir dung nhiéu phuong phéap k¥ thuat xa hoi dé
tan cong nham nham muc ti€u cu thé vao cong dong nguoi Duy Ngbd Nhi, Tay
Tang va Pai Loan, bao gom:

e viéc cdy ma doc vao cac ung dung duoc cong dong nay quan tim, chang
han nhu g dung Kinh Koran bang tiéng Duy Ngé Nhi, gan nhu chic chan
duoc thiét ké riéng dé phu hop v6i nhom nan nhan dugc nhim dén

e vi¢c dua cac ing dung da dugc cai ma doc vao cac ctra hang Uimg dung
chinh thirc rat c¢6 thé nham tao cam giac hop phap, va viéc chia sé chung
trong cac nhom trd chuyén ciing rat co thé duoc dung dé loi dung cac mdi
quan hé tin cdy trong cac cong dong nay

BADBAZAAR va MOONSHINE thu thap dit liéu ma gan nhu chic chan rat c6
gia tri di v6i nha nude Trung Qudc. Mic du BADBAZAAR va MOONSHINE
d3 duoc quan sat thdy nhiam vao cac ca nhan ngudi Duy Ngo Nhi, Tay Tang va
Pai Loan, van c6 cdc phan mém doc hai khac nhim t6i cac nhom thiéu sd khac &
Trung Qudc. Cong dén tir cac qudc gia cung ky két, ké ca ¢ Trung Qudc va nudc
ngoai, nhimg nguoi duoc cho la ung hd cac phong trao gay nguy hai dén su 6n
dinh ctia ché d6, gan nhu chic chin dang bi de doa boi cac phan mém doc hai
nhu BADBAZAAR va MOONSHINE trén thiét bi di dong. Kha niang thu thap
dir liéu vi tri, 4m thanh va hinh anh gan nhu chic chan tao co hdi dé hd tro cac
hoat dong giam sat va quay roi trong tuong lai, bang cach cung cap thong tin theo
thoi gian thuc vé hoat dong ctia muc tiéu.
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MITRE ATT&CK®

Phtc trinh nay duoc bién soan dya trén khung lam vi¢c cuia MITRE ATT&CK®,
mot co s& tri thirc toan cau vé céac chién thuat va k¥ thuat cua tdc nhan dya trén

cac
Chién thuat

quan sat thuc té ng

oai doi.

Ky thuat

Phwong sach

Do tham 11593.001 | Tim kiém Trang mang/Tén Tac nhan tim kiérp cac nhom va
Mién m¢ Rong: Mang Xa dién dan truc tuyén phu hop véi
hoi cac nan nhan ma chiing nham dén

dé chia sé phf?ln mém doc hai

Phat trién Nguén | 71583.001 | Mua sim Ha tang Co Tac nhan dang ky tén mién cho

lwe so: Tén mién cac may chu diéu khién va kiém

soat

Phat trién Ngu(‘”)n T1587.001 | Phat trién Nang luc: Phan M3 doc hai duoc viét dé chén vao

lwe mém doc hai cac ung dung da bi nguy trang hod

Phat trién Nguén T1608.001 | Biéu dién Nang lyc: Tai Cac ung dung da bi nhiém trojan

lwe Phan mém Poc hai Lén duoc tai 1én cac nén tang truc

tuyén, bao gdm ca cac cira hang
ung dung

Phat trién Nguén 71585.001 | Tao Tai khoan: Tai khoan Téac nhan tao tai khoan trén cac

lwe Mang Xa hoi trang mang va mang xa hoi dé

chia sé va quang c4o phin mém
ddc hai

Phat trién Ngudn | 71585.002 | Tao Tai khoan: Tai khoan Tac nhan str dung tai khoan email

lwe Email thuong mai va dugc luu trir riéng

tu dé luu trit va chia sé phan mém
ddc hai

Quyén Truy cap 11189 X4m nhap bang Drive-by Céc tap lénh doc hai nam 4n trong

Ban dau cac ung dung hop phap va dugc

tai 1én cac ctra hang ung dung

Quyén Truy cip T1566.003 | Lira ddo: Lura ddo qua Dich | Téac nhan goi cac ung dung da bi

Ban déu vu nhiém trojan dén cac nhom duoc

nhim vio, qua phuong tién truyén
thong x hoi bao gdm Telegram

Thi hanh T1204.002 | Thuec thi boi Nguoi Sir dung: Nan nhén phdi cai dat cac img dung
Tap Ho so Bgc hai da bi nguy trang hoa dé khoi dong ma

doc

Né tranh Phong T1027.009 | Tap H(f) so hodc Thong tin bi Ma doc hai nim an bén trong cdc Umg

thua Lam roi: Ma doc dugc Cheén dung trong c6 vé hop phap dé tranh bi
vao phat hién

Né tranh Phong T1036.005 | Nguy trang: Gia mao Tén hoac | Céac cac tap ho so duge nguy trang

tha bia diém Hop phap trung khép véi tén, giao di¢n va chtc

nang cua cac ung dung hop I¢.

Né tranh Phong T1656 Mao danh Tac nhan mao danh nhiing ca

thu nhan déang tin cdy bang cach tao ra

céc trang mang dugc nguy trang
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https://attack.mitre.org/techniques/T1593/001/
https://attack.mitre.org/techniques/T1583/001/
https://attack.mitre.org/techniques/T1587/001/
https://attack.mitre.org/techniques/T1608/001/
https://attack.mitre.org/techniques/T1585/001/
https://attack.mitre.org/techniques/T1585/002/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1566/003/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1027/009/
https://attack.mitre.org/techniques/T1036/005/
https://attack.mitre.org/techniques/T1656/

va st dung tén nguoi dung lién
quan dén cac nhom bi nham dén

Thu thap 11123 Ghi am Cac ung dung bi nhiém trojan co
the yéu cau cac quyen han khong
can thiét bao gébm quyén truy cap
micro

Thu thap 11125 Quay Video Céc ing dung bi nhlem trojan co
the yéu céu cac quyen han khéng
can thiét bao gobm quyén truy cap
may anh

Thu thap T1005 Dir liéu tir Hé thdng Cuc bo | Cac Gmg dung bi nhlem trojan co
thé 'yéu céu cac quyén khong can
thiét bao gdm ca cac tap hd so cuc
bd.

Chi huy va Kiém | 71071.001 | Giao thirc Lép Ung Phan mém doc hai két ndi voi C2

soat dung: Giao thitc Mang bang HTTPS va WebSocket.

Chi huy va Kiém | 11509 Cong Khong Chuan Cong khong chuan duge st dung

soat nhu cong 4432 va 2333

Di chuyén Dir liéu | 11041 Di chuyén Dir liéu Qua Phan mém ddc hai di chuyén dit

Kénh C2 lidu bang két ndi HTTPS va
WebSocket.
Tac dong T1565.002 | Thao tung Dir liéu: Thao Tac nhan ldy di liéu tir nan nhan

tang D licu dugc Truyén
di

bang cach khoi dong luu luong
truy cép mang ing dung khong
can thiét cho chic ning ing dung
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https://attack.mitre.org/techniques/T1123/
https://attack.mitre.org/techniques/T1125/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1071/001/
https://attack.mitre.org/techniques/T1509/
https://attack.mitre.org/techniques/T1041/
https://attack.mitre.org/techniques/T1565/002/

Dau chi

MOONSHINE:
— Vao ngay | thang 4 nam 2025, mét dot tim kiém cac bang diéu khién VLiteUI
cho ra két qua sau day:

Pia chilP Lan dau Phat hién Lan cudi Phat hién
103.254.108[.]87 888 2024-10-17 2025-02-14
43.159.192[.]7 444 2024-1-21 2025-02-13
103.27.109[.]109 444 2024-07-11 2025-02-07
45.119.99[.]83 444 2024-12-26 2025-01-24
103.254.108[.]76 444 2024-09-12 2024-12-05
194.71.107[.]160 444 2023-12-10 2024-11-01
103.254.108[.]108 444 2023-11-12 2024-09-25
103.56.17[.]194 444 2024-04-03 2024-08-23
103.254.108[.]87 444 2023-11-14 2024-08-15
62.72.58[.]168 444 2024-01-29 2024-08-07
103.43.18[.]43 444 2024-02-12 2024-07-19
77.91.123[.] 208 444 2024-02-04 2024-04-09
46.246.98[.]229 444 2024-03-07 2024-03-26
2.58.15[.]101 444 2024-02-23 2024-02-27
46.246.98[.]209 444 2024-01-08 2024-02-14
103.254.108[.]87 8000 2023-10-17 2023-10-17
103.254.108[.]87 8080 2023-04-15 2023-10-16
103.254.108[.]108 9090 2023-04-13 2023-10-16
103.45.66[.]123 9090 2023-03-02 2023-04-08
103.45.66[.]32 8080 2022-07-29 2023-04-06
27.124.20[.]23 9090 2022-05-28 2023-03-24
27.124.20[.]22 9090 2022-05-28 2023-03-23
27.124.20[.]24 9090 2022-05-27 2023-03-17
69.176.94[.]148 9090 2023-03-04 2023-03-10
69.176.94[.]228 9090 2022-12-24 2023-02-25
103.253.40[.]137 8000 2022-06-24 2022-09-02
27.124.4[.]80 8080 2022-02-25 2022-06-23
27.124.4[.]81 8080 2022-02-25 2022-06-23
47.242.46[.]79 8080 2021-05-03 2022-06-17
27.124.4[.]82 8080 2022-02-24 2022-06-15
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27.124.4[.]165 9090 2022-05-14 2022-05-28
27.124.4[.]184 9090 2022-05-14 2022-05-27
27.124.4[ .78 9090 2022-05-13 2022-05-26
103.15.28[.]165 8080 2022-03-05 2022-05-25
69.176.94[.]226 8080 2022-03-05 2022-04-22
27.124.4[.]3 8080 2022-03-11 2022-04-02
103.140.238[.] 235 8080 2022-03-04 2022-04-01
27.124.4[.]2 8080 2022-03-12 2022-04-01
165.84.180[.]107 8000 2022-02-25 2022-03-19
69.176.94[.]156 8000 2022-02-25 2022-03-05
141.98.212[.]70 9090 2021-10-05 2022-03-04
5.188.33[.]50 8000 2022-02-15 2022-03-04
5.188.70[.]193 8000 2022-02-15 2022-03-04
69.176.94[.]140 8080 2022-02-24 2022-02-24
27.124.20[.]83 8000 2022-02-14 2022-02-18
208.87.200[.]106 8000 2022-01-02 2022-01-02
121.127.241[.]37 8000 2021-12-08 2021-12-08

156.255.2[.] 211 443 2021-10-05 2021-10-05

156.255.2[.] 211 8000 2021-10-04 2021-10-04

156.255.2[.]203 8000 2021-10-03 2021-10-03

47.243.43[.]248 8000 2021-07-05 2021-07-05
45.115.236[.]6 8080 2021-05-03 2021-06-01

43.251.118[.]97 8000 2021-01-03 2021-03-01

185.243.43[.]138 8000 2021-01-04 2021-02-02
47.245.59[.]33 8000 2021-01-05 2021-01-05

- Vao ngay 1 thang 4 nam 2025, mot dot tim kiém cac bang diéu khién SCOTCH
ADMIN cho ra két qua sau day:

Pia chilP Lan dau Phat hién Lan cudi Phat hién
104.194.152[.]24 2333 2025-02-06 2025-02-27
172.86.80[.]126 2333 2025-02-07 2025-02-27
154.90.59[.]62 2333 2024-06-20 2024-09-20
154.90.59[.]88 2333 2024-06-21 2024-09-20
154.90.58[.]210 2333 2024-05-16 2024-06-14
154.90.59[.]225 2333 2024-05-17 2024-06-13
38.60.]99[.]208 2333 2023-11-26 2024-01-09
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38.60.199[.]254 2333 2023-11-28 2024-01-09
38.60.199[.]99 2333 2023-08-26 2023-11-21
38.60.199[.]44 2333 2023-07-20 2023-09-11
194.163.34[.]23 443 2022-09-30 2023-04-14
45.32.125[.]n2 10443 2022-10-01 2023-03-17

- Vao ngdy 14 thang 3 ndm 2024, mot dot tim kiém céc bang diéu khién SCOTCH
ADMIN cho ra két qué sau day:

Tén mién PiachilP

vsa.ahamar[.]Jcom 194.71.107[.]160
gates.chatonlineapp[.Jcom 172.67.208[.]167
www.onlineweixin[.]net 103.254.108[.]108
www.weetogether|[.]top 103.254.108[.]108
www.onlinewxapp|.]net 103.43.18[.]43
www.unusualtransaction[.]Jcom 2.58.15[.]101
m.leak-news[.]Jcom 103.56.17[.]194
www.unusualtransaction[.]Jcom 46.246.98[.]209
www.lodepot[.]Jcom 62.72.58].]168
www.online-wechat[.Jcom 103.254.108].]87
BADBAZAAR:

Chirng chi SSL dugc phét hién trén cac may cha diéu khién (C2)

cua BADBAZAAR.

MD5 eebe0fc26e94e5b2e52d57ac035b36ff

SHA-1 10f8806c72bf5d56efa41c430e8692d55dd49674

SHA-256 1e72d50908c6fcb4b59b65973ec8d4cf4ch7b31e2b4973e72b8b85
b4a6a0b9f7

- Vao ngay 1 thang 4 nam 2025, mét dot tim kiém chtng chi BADBAZAAR néu
trén da cho ra cac két qua sau day:

Pia chiIP Ccdong Lan dau Phat hién Lan cudi Phat hién
65.108.192[.]173 31237 2025-03-14 2025-03-28
65.108.192[.]173 31236 2025-03-14 2025-03-28
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65.108.192[.]173 31235 2025-03-14 2025-03-28
157.90.129[.]73 31236 2025-03-27 2025-03-27
142.132.131[.]15 31236 2024-07-24 2025-03-27
142.132.131[.]15 31235 2024-07-26 2025-03-27
142.132.131[.] 20 31237 2023-08-11 2025-03-27
142.132.131[.]15 31237 2024-07-24 2025-03-27
142.132.131[.] 20 31236 2023-09-27 2025-03-26
142.132.131[.] 20 31235 2023-10-18 2025-03-26
65.108.192[.]155 31236 2024-12-05 2025-02-20
65.108.192[.]155 31237 2024-12-05 2025-02-20
65.108.192[.]155 31235 2024-12-05 2025-02-19
23.88.28[.]222 31237 2024-04-25 2024-11-29

23.88.28[.]222 31235 2024-05-02 2024-11-28

23.88.28[.]222 31236 2024-05-01 2024-11-28

212.129.21[.]168 31235 2023-10-16 2024-03-17
212.129.21[.]168 31237 2023-08-24 2024-03-17
212.129.21[.]168 31236 2023-09-26 2024-03-14

Chirng chi SSL dwgc phat hién trén cac may chu diéu khién va

kiém soéat (C2) cia BADBAZAAR
MD5 46923e10db90bde295960851245f199a

SHA-1 8703d3f9bb6c78a5e71cfdf9975ca6a083dd5ebce

SHA-256 72e321bcal437eaf4a40b677caebe09c5971fc3b972b11494712e62d

b3dblbaa

- Vao ngay 1 thang 4 ndm 2025, mot dot tim kiém chimg chi BADBAZAAR néu
trén cho ra cac thong tin sau day:

Pia chilP Lan dau Phat hién Lan cudi Phat hién
162.55.103[.]21 20122 2023-01-12 2025-03-28
162.55.103[.]212 20121 2022-06-30 2025-03-28
162.55.103[.]212 20122 2023-07-14 2025-03-28
162.55.103[.]211 20121 2022-06-03 2025-03-28
162.55.103[.]211 20123 2023-07-22 2025-03-27
162.55.103[.]212 20123 2023-07-22 2025-03-27
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212.83.162[.]152 9090 2022-10-13 2025-03-27
23.88.28[.]221 20422 2023-07-28 2023-09-30
23.88.28[.]221 20421 2023-05-18 2023-09-28
23.88.28[.]221 20423 2023-07-28 2023-09-28
162.55.103[.]210 20121 2022-09-30 2023-02-23
65.21.92[.]67 20121 2021-11-02 2022-10-13
65.21.92[.]67 20122 2022-08-10 2022-10-13
23.88.28[.]220 20121 2021-12-08 2022-05-13
94.130.92[.]230 20121 2021-01-04 2021-10-05
88.99.150[.]246 20121 2021-04-06 2021-09-08
45.76.132[.]91 20121 2021-02-02 2021-03-01
- Tén mién cia WHOIS

Bén dudi 1a bang liét ké cac tén mién hién tai hodc trong qua khir ma c6 thong tin
WHOIS trung khép véi cac gid tri duge quan sat thay trong cac tén mién C2 cua
BADBAZAAR.

Tiéu bang cia Ngudi Ding Kky: e ntc-mobile[.Jcom
UuJyJyuJ e microtik[.]net
Quoc gia cia Nguwoi Dang ky: Bolivia e ntc-ftth[.]net
Nguoi Dang ky: eNom o axisupdating[.Jcom
o axisupdate[.]Jcom
o telegramrouter[.]org
o telegramtor[.Jcom
o fufijxgkg[.]Jcom
e jindjjdtc[.]Jcom
o tubevideoplus[.]org
o thetubeplus[.]Jcom
e tbgraml|.Jorg
 signalplus[.]org
e pmumail[.]com
Tiéu bang cia Nguwoi Ping ky: e yumoftion[.]Jcom
REWR Nowsi Dine ki: CF « fvbyavgyea[.]Jcom
Quit oSt Dl 1 CF - ol o
pmstwocgn[.]Jcom
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» ofsggcccreg[.Jcom

o verifyss[.]Jcom

e tooenabled|.Jcom

e suguestions|.Jcom

e searching2|[.Jcom
Tiél’l bang cia nguwdi Pang ky: FSDF e tryhrwserf[.Jcom
Quoc gia cua nguoi Pang ky: AL e tibetone[.]org
Nguwoi Dang ky: eNom

o comeflxyr[.]com
o adoptewer|.Jcom
e bhvghg[.]Jcom

o fgttgvh[.Jcom

e in7n[.Jcom

e 02Ig[.Jcom

o ophgfhfgt7[.]Jcom

Dia chi Email

taoyujun@gmail.com
tplutalova@list.ru
wangminghuabé@gmail.com
choekyi.wangmo@ignitetibet.net
ivan_s81@mail.ru
ocean.nio@rediffmail.com

Cac Kénh YouTube

https://[www.youtube.com/@flygram1665
https://www.youtube.com/@bradshannon334
https://www.youtube.com/@uyghurapks3096
https://www.youtube.com/@josephjoey3499

Dudi déy 1a cac dudng dan toi cac ddu chi xAm nhép (indicators of compromise - [oCs)
lién quan dén BADBAZAAR va MOONSHINE. NCSC khong thé x4c nhan tinh chinh
xéac clia toan bo thong tin trong cac dudng dan nay, vi viy doc gia nén tu kiém tra va
danh gia tinh xac thuc cling nhu tinh thich hop cta cac thong tin do:

- ESET

- Trend Micro

- Lookout

- Lookout

- Volexity
- Citizen Lab
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https://www.welivesecurity.com/en/eset-research/badbazaar-espionage-tool-targets-android-users-trojanized-signal-telegram-apps/
https://www.trendmicro.com/content/dam/trendmicro/global/en/research/24/l/earth-minotaur/IOCs-EarthMinotaur_v2.txt
https://www.lookout.com/threat-intelligence/article/badbazaar-surveillanceware-apt15
https://www.lookout.com/threat-intelligence/article/moonshine-android-surveillanceware-poison-carp
https://github.com/volexity/threat-intel/tree/main/2023/2023-09-22%20EvilBamboo
https://github.com/citizenlab/malware-indicators/blob/master/201909_MissingLink/iocs.csv

Cac bién phap giam thiéu
NCSC khuyén khich viéc ap dung cac khuyén nghi dui day nham phong thu trude
cac moi de doa dugc mo ta trong cac tinh huong dugc nghién ciru.

Cac nha diéu hanh cira hang ung dung, bao gom (] cac ctra hang ung
dung ben thir ba, va cac nha phat trién nén bio dam rang cac wng dung
trén nén tang cua ho dwgc bio mat va tuan thi B¢ Quy tic Thuc hanh
ciia chinh phi. Xin xem Huéng dan:

HG tro da ngdn ngir: Cac nha phat trién tmg dung nén dau tu vao viéc diéu
chinh cac ung dung phd bién cho phu hop v6i nguoi dung ndi cac ngdn ngir
thiéu sb trong cac nhom bi nham dén, bao gdm tiéng Duy Ngo Nhi, tiéng Tay
Tang, tleng Phitic Kién Pai Loan va tiéng Quang Dong. Huéng din cua Apple
vé viéc diéu chinh cac img dung cho phu hop:

. Huéng dan cua Google vé tng dung dich thuat:

Giir cho nén ting mang xa hdi ciia ban an toan: Cac cong ty mang xa hoi co
thé 1am cho céc tac nhan mang doc hai kho tao tai khoan gia mao va chia sé cac
tap ho so hoic dudng dan doc hai trén nén tang cta ho trong cac cong ddng truc
tuyén hop phap. Khi c6 thé, cac cong ty nén chia s¢ cac chi sO tan _cong doc hai
voi toan nganh dé nang cao nhan thirc tap thé vé mdi de doa va hd trg cac bién
phap bao vé.

K& hoach khic phuc cho khach hang: Cac t6 chirc nén c6 cac cach thirc théng
qua dich vu cia minh de thong bao cho khach hang da cai dat img dung doc hai.
Nhiing canh bao nay can thu hat su chu y va cung cap day du thong tin. Khi
thich hop, cac to chirc nén cung cip huéng dan vé cach x6a bd phan mém va
khuyén khich nan nhan trinh bao véi co quan chitc ning, chang han nhu NCSC
& Vuong qudc Anh.
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https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers/code-of-practice-for-app-store-operators-and-app-developers-new-updated-version
https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers/code-of-practice-for-app-store-operators-and-app-developers-new-updated-version
https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers/code-of-practice-for-app-store-operators-and-app-developers-new-updated-version
https://developer.apple.com/documentation/xcode/supporting-multiple-languages-in-your-app
https://developer.apple.com/documentation/xcode/supporting-multiple-languages-in-your-app
https://support.google.com/l10n/answer/6227218?hl=en&amp;amp;ref_topic=6307483&amp;amp;sjid=5961568056509626593-EU
https://support.google.com/l10n/answer/6227218?hl=en&amp;amp;ref_topic=6307483&amp;amp;sjid=5961568056509626593-EU

Xem B Quy tic Thuc hanh cta App Store dé biét thém théng tin:

Cac nhom 1am viéc nhiam muc dich hop tic: Cac cong ty truyén thong xa hoi
c6 thé thanh 1ap cac nhom lam viéc, cho phép cac nhom bao mat cia ho chia sé
cac ddu chi doc hai (I00), chién thuét, k¥ thuat va phuong sach (TTPs) cung
nhu cac quan sat thuc té. Diéu nay s€ gitp han ché cac tac nhan loi dung nén
tang ctua ho dé thuc hién cac chién dich doc hai.

Phat hién cac &ng dung bi chinh sira: Khi c6 thé, cac nha phat trién Gmg dung
nén bao gdm chirc ning thong bao cho nguoi dung néu ho da tai xudng phién
ban ‘khéng chinh thire’ ctia Gmg dung. Diéu nay gitp bao vé ngudi dung khoi
cac ban sao chira ma doc.



https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers
https://www.gov.uk/government/publications/code-of-practice-for-app-store-operators-and-app-developers

Phu luc A: Biéu d6 phan cum WHOIS ciia BADBAZAAR
/ thong tin nha moi gidi tén mién

Hinh anh 1 - "UKYJYUJ’

® ® ® & & @

thetubeplus.com jindjjdtc.com tubevideoplus.org fufijxgkg.com pmumail.com signalplus.org
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UJYJyuld

Hinh anh 2 — Gia tr1 gd ban phim

@ & ©® e

yumoftion.com fvbyavgyea.com Jkiohreh.com pmstwacgn.com

REWR

Hinh anh 3 — Cac mién bd sung véi ‘FSDEF” gia tri cuia cot trudng tiéu bang

® o0 @
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FSDF
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Hinh anh 5 — WHOIS links
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N/

.m utdglobals .com djiibdiplomatie .com
! K

n
95179.21085 ’
hejbtt.com

® ® @ ®

bre myloughborough.com www voiceoftibet net FEWrWEr.com

UTD Globals

Djibouti

actuallys.com wangminghua@gmail.com TAOYUJUN@GMAIL.COM ide-ctito.org CTBETO

Gi —
=
IV AN_SB1@MAIL RU imea-international.org IAEA

TPLUTALCVA@LIST RU

clublogs .com

®

xle clublogs .com

£

ShdcfShd3B5c332147d4b41 aeSebalc...

Trang 34 cua 35



Hinh 4nh 6 — WIN-EUOVLBL7TUJ
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Hinh 4nh 7 — WIN-70E59JVOB9G
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Hinh 4nh 8 - WIN-50QO3EIRQVP

0> |

WIN-50003EIRQVP

100.247.21.34 0517921085 45.76.132.91 21786010128

/ \ ® & & ® @
% b 4 s >
6\’ @ actuallys com clublogs.com bre.myloughborough.com androidupdated net yurnoftion.com @
-.J = — =
N -
titeperformance.com  collinformations com (e, (‘.\' /‘-‘ wyahurdictcom
.

img.rewrwer.com www.voiceoftibetnet pmstwocqn.com

Hinh 4nh 9 - VMSvc-WIN-50QO3EIRQVP

-

WS ve-WIN-20Q03EIRGWP

O s > s

73.46.185.251 163172198208 G5.21 .92.69 163.172.205.207

N/

&) O ®)

groupgram.org Maxgram.org widelygram.org
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Hinh 4nh 10 - VMSvc-WIN-50QO3EIRQVP va WIN-7LSBB9ROFIL

4 3

WViIN-TLSEEZROF1L WS ve-WIN-20Q03EIRQYVP

N/

D

148251 87.245

I

@ o)

flygram.org Groupgranm.org
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Hinh 4nh 11 - WIN-N8H8S9BG2P0

-]

WIN-NBHBSSBG2P0

i

",

148251 .87 247

/N

P -\

@ ®

flygram.org omarwhatsapp.org

Hinh 4nh 12 — WIN-1I6VBN8MR92A

-}

WIN-IEVBMNEMRI2ZA

l

o,

148.251.87.197

l
®

tryhrwserf.com
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Phu luc B: Cic miu MOONSHINE &
BADBAZAAR da dwgc quan sat thay

Bang dudi day liét ké cac tng dung da dugc sir dung trong cac chién dich MOONSHINE
va BADBAZAAR trong hai nam qua.

Nhiéu tmg dung trong s6 nay thé hién su tuong ddng rd rét v0i cac ung dung noi tleng
da co. Pay rat €0 the 1a mot ki thuat cd ¥ cta cac tac nhan tan cong nham 'gia mao' cc
thuong hiéu néi tiéng.

Piéu quan trong can hru y 1a tén ing dung, tén ciia géi, va bié¢u twong c6 thé déu
bat chuéc hodc trung khép véi ing dung thit, vi vay, khong nén chi don thuin
dwa vao cic yéu to nay dé xac dinh xem thiét bi ¢6 bi nhiém phan mém dgc hai hay
khong.

Biéu tuong Ung
dung

Tén trng dung Tén cua goi

com.Apptriple. Namesofallah.Asmaulhu
99 Names of ALLAH PPIP

sna
APKPure com.apkpure.aegon
Adobe Acrobat com.adobe.reader

Alpine () psyberia.pa.full A«

pro

AlpineQuest Off-Road

Explorer (Kham pha dia psyberia.alpinequest.full A
hinh) pre

AlpineQuest Off-Road

Explorer (Kham pha dia psyberia.alpinequest.full L‘\\
hinh) [ 25N
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AlpineQuest Off- Road
Explorer (Kham pha dia
hinh) (Lite)

psyberia.alpinequest.free

ApplLock

com.alpha.applock

Arabic Keyboard (Ban
phim tiéng A Rap)

com.arabic.keyboard.arabic.language.
keyboard.app

Audio Video Cutter
(Cat video & am thanh)

bsoft.com.mp3.cutter.ringtone.video.m
aker.trimmer

Badam 2 i fir N2

com.ziipin.softkeyboard

Buddhist Songs (1)

(Bai Hat Phat Gido)

com.bigkidsapps.buddhistsongsl

Calculator (May tinh)

com.android2.calculator3

Compass (La ban) 360
Pro

COM.Pro.app.ComMmpass

EN-UG Dictionary Free

ruvddevelopment.ref.enugen.free

Ewlad

ewlat.com.ewlatuyghur
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FAST

com.netflix.Speedtest

FMWhatsApp

com.fmwhatsapp

File Manager +

com.alphainventor.filemanager

(Quan 1y tap ho so)
FlyGram org.telegram.FlyGram
Flygram org.telegram.FlyGram

Free WiFi Pass

com.cl.wifipassword.share

GBWhatsApp

com.gbwhatsapp

Hefz Quran

com.golap.hefzquran

Hijri Calendar

com.ibrahim.hijricalendar

InShot

com.camerasideas.instashot
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KMPlayer

com.kmplayer

KineMaster

com.nexstreaming.app.kinemasterfree

MP3 Cutter & Ringtone
Maker (May cat MP3 &
Tao nhac chuéng)

ringtone.maker.mp3.cutter.audio

Malloc

com.mallocprivacy.antistalkerfree

Maps Distance
Calculator (May tinh

khoang cach trén ban
do)

com.routemap.mapdownload.gpsrout
eplanner

-mo

5

©

Media Recovery (Phuc

com.aaa.media.recovery.androidapp

M) S k
hoi phuong tién) . &
Nur.cn com.nur.reader \
Nurii A% com.nur.ime
OGWhatsApp com.gbwhatsapp3 ! |V|
PDF Extra com.mobisystems.mobiscanner o

Trang 43 cua 44



PDF Reader (Lap trinh
doc PDF)

pdf.pdfreader.pdfviewer.pdfeditor

PDF Reader (Lap trinh
doc PDF)

com.gappstudios.autowifiS3gdataswitc
h.san.basicpdfviewer

Photo Editor (Lap trinh
chinh stra hinh anh)

com.iudesk.android.photo.editor

Photo Recovery (Phuc
hdi hinh anh)

recover.restore.undelete.photo.videofile

Khong gian Chyp Hinh
anh (Photo Studio)

com.kvadgroup.photostudio

Plus

org.telegram.pluspro

Sach Kinh (Prayer

com.arashpayan.prayerbook

Book)
QuarkVPN com.speedy.vpn
Quran (Kinh Koran) com.tos.quranuighore
QuranKerim com.ewlat.qurankerim

Restore Deleted Pics
(Khoéi phuc hinh anh da
x0a)

com.restore.deleted.pictures.video
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Signal (Tin hi¢u)

org.thoughtcrime.securesms

Signal (Tin hiéu) Plus

org.thoughtcrime.securesmsplus

SignalPlus

org.thoughtcrime.securesmsplus

Singing Bowl Sounds

com.soundjabber.tibetansingingbowls.

HD candletibet.bowlschakrasound
Skype com.skype.raider
Snaptube com.snaptube.premium v

Snaptube Plus

com.snaptube.gold

Ban phim SwiftKey

com.touchtype.swiftkey

Tarteel com.mmmoussa.igra
Telegram org.zhifeijihjmessenger
Telegram org.telegramfbo.messenger
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Telegram X

org.thunderdog.challegram

Tibetan Divination
System MO

net.rhombapp.mo

Tibetan Prayer (Lo1
nguyén tiéng Tay Tang)

com.chorig.tibetanprayer

Translator AR-TR

free_translator.artr

Truecaller com.truecaller
TubePlus com.techshop.videocraft
Ultrasurf us.ultrasurf.mobile.ultrasurf
Uyghur Keyboard com.mykeyboard.myphotokeyboard.uy

ghurkeyboard

Uyghurche Kirguzguch

com.ziipin.softkeyboard

Video Converter (Lap
trinh chuyén do61 video)

com.inverseaqi.video_converter

Video Cutter (Lap trinh
cat video)

com.naing.cutter
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Video Downloader
(Lap trinh tai video)

downloader.video.download.free

Video Maker (Lap trinh
tao video)

com.bstech.slideshow.videomaker

Video Player for

Android (Lap trinh phat com.zgz.supervideo
video cho Android)
Vieka com.prime.story.android

VivaVideo Lite

com.quvideo.vivavideo.lite

LITE

VivaVideo PRO

com.quvideo.xiaoying.pro

PR

o

Vmuslim

com.alhiwar

Voice Recorder

com.media.bestrecorder.audiorecorder

Voxer

com.rebelvox.voxer

CCEECERE

Weather Forecast (Du
bao thoi tict)

com.graph.weather.forecast.channel
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WhatsApp

com.whatsapp

WhatsApp com.whatsapp
WhatsApp com.WhatsApp3Plus
WhatsApp com.whatsapp
WhatsApp com.WhatsApp2Plus
Whoscall gogolook.callgogolook?2

WiFi Password

com.example.dat.a8andoserverx

Master_vl.4
Windy com.windyty.android
Wise com.transferwise.android
YoWhatsApp com.yowhatsapp
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YouTube Downloader
(Lap trinh tai xudng

dentex.youtube.downloader

YouTube) a
Zom im.zom.messenger
iQuran Lite com.guidedways.iQuran
A A )50 com.ewlat.eserler }uf(
BEBE NSRS com.c9.utilim
s com.yelken.izchi

Ao APK o Ko i

com.uygur.apkstore

SEBE R STo T com.c9.uyghurquran
a2 SU Gl com.maher4web.quran
A com.my.newprojectb
pAS L ruomdevelopment.ref.quranuyghurfree
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e i S

com.kuhigap.lughitim

g 5OK,8 )5

com.nur.ime

-

(= )

CLRIETT) L

com.guanyincitta.chant

DU T T com.dacd.dictionary
ik D3 3 A S com.example.astronomicalcalendarapp
PE Sfe e U com.tibetan.translate
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Tham khao thém

Huéng dan cta Trung tAm An ninh Mang Uc

> Report a cybercrime, incident or vulnerability(Trinh bdo tbi pham mang, cdc
vin dé hoic 16 héng bao mat)

> How to secure your devices (Bao vé thiét bi cia quy vi)

> Secure your mobile phone (Bao mat dién thoai di déng ctia quy

> Phishing(Lira ddo qua mang, email hoic tin nhin)

> Scams (Cac hinh thic lira déo)

> Secure your social media(Bao mat mang x& hoi ctia quy vi)

> Security tips for social media and messaging apps(Meo bao mat cho mang
x& hbi va tng dung nhin tin)

Hudng dan cia Trung tim An ninh Mang Qudc gia (NCSC) va Co

quan An ninh Ha tang Quéc gia (NPSA) Vuong quoc Anh

> Defending Democracy (Bio vé nén dan chi)

> Social Media: how to use it safely (Mang xa hoi: cdch sir dung an toan)

> Device Security Guidance for organisations including mobile (Huéng dan
bao mat thiét bi cho cac t6 chirc, bao gdm ca thiét bi di d6ng)

> Threat report on application stores. (Trinh bdo mbi de doa lién quan dén cac
ctra hang tmg dung)

> Personal safety and security for high-risk individuals (An toan va bdo mat cé
nhan cho nhitng nguoi c6 nguy co cao)

Hudng dan ciia Co quan An ninh Quéc gia Hoa Ky (NSA)

> Mobile Device Best Practices (Thuc hanh Tét Nhat cho Thiét bi Di dong)

Tuyén bo mién trir trach nhi¢ém

Xin luu ¥ rang ban khuyén cdo nay cung cap thong tin da duoc xac thyc tai thoi diém
dang tai.

Phic trinh nay dya trén thong tin thu thap tir cac co quan soan thao va cac ngudn trong
nganh. Tat ca nhu’ng phat hién va khuyén nghi dua ra khong nham muc dich loai bo
hoan toan moi rui ro, va viéc tuan theo cac khuyén nghi nay cing khong bao dam s¢
loai bo dugc tat ca cac rui ro do. Viée chiu trach nhiém vé cac rui ro thong tin, vao
moi luc, ludn thudc vé chu sé hitu hé thong co lién quan.
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https://www.cyber.gov.au/report-and-recover/report
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/secure-your-mobile-phone
https://www.cyber.gov.au/threats/types-threats/phishing
https://www.cyber.gov.au/threats/types-threats/scams
https://www.cyber.gov.au/protect-yourself/staying-secure-online/connecting-others-online/secure-your-social-media
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/user-education/security-tips-social-media-and-messaging-apps
https://www.ncsc.gov.uk/collection/defending-democracy
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides
https://www.ncsc.gov.uk/files/Threat-report-on-application-stores-web-v2.pdf
https://www.npsa.gov.uk/personal-safety-and-security-high-risk-individuals
https://media.defense.gov/2021/Sep/16/2002855921/-1/-1/0/MOBILE_DEVICE_BEST_PRACTICES_FINAL_V3%20-%20COPY.PDF

Tai Vuong qudc Anh, thong tin ndy duge mién trir theo Dao luét Ty do Thong tin nam
Nam 2000 (Freedom of Information Act - FOIA) va co6 thé dugc mién trur theo cac quy
dinh phap luat vé thong tin khac cua Vuong quoc Anh.

Vui 10ng goi moi thic mac vé FOIA, t6i: nescinfoleg@ncsc.gov.uk.

Tat ca tai liéu déu thudc Ban quyén cua Chinh pht Vuong quéc Anh ©
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