
Niʻihi “Ngāue Maluʻi” fakahoko ʻinitaneti: 
Avaava ʻi he teunga tau ʻo e faʻunga 
meʻangāue ʻa e taha faihia ʻinitanetí 
ʻOku fakafalala ʻa e niʻihi faihia ʻinitaneti ʻoku ola leleí ki he faʻunga meʻangāue ʻoku malu, ʻikai lava ʻo ʻiloʻi 
mo mālohi. ʻI he takele ʻo e taimi kotoa pē ʻoku hoko ai ha aʻu ʻikai fakamafaiʻi ki ha netiueka, kaihaʻasi 
ʻo e ngaahi fakamatala fakaʻilongaʻí, lenisomuuea, pe kaihaʻasi ʻo e teitá pea fakatau atu ia ʻi he ngaahi 
fōlomú, ʻoku ai ʻa e faʻunga meʻangāue malu ʻokú ne fakaʻatā ʻa e ngāue mo e kei puli ʻa e niʻihi faihia 
ʻinitanetí. 

Neongo iá, ʻoku fakautuutu ange ʻa e hoko ʻa e ʻikai lava ʻo ʻiloʻi mo faingataʻa hono muimuiʻí ko ha pole, 
ki he niʻihi faihia ʻinitanetí. Ko e fengāueʻaki fakamāmānilahi ʻi he vahaʻa ʻo e ngaahi puleʻangá, vaʻa 
fakahoko laó, mo e sekitoa tāutahá ʻoku hoko ke faingataʻa ange ai kia kinautolu kenau kei fakapuli ʻi he 
ʻinitanetí. ʻIkai ngata aí, ʻoku toko siʻi ʻaupito ha niʻihi faihia ʻinitanetí ʻoku ʻi ai haʻanau ngaahi pōtoʻi ngāue 
mo ha taukei ʻa ia ʻe fie maʻu ki hono tokangaʻi mo tauhi ke malu ʻe kinautolu pē ʻa e faʻunga meʻangāué. 
ʻI he ʻene peheé, ʻokú nau kumi ki he niʻihi fakahoko faʻunga meʻangāue taʻefakalao ʻa ia tenau lava ke 
fakahoko ʻa e ngāue ko ʻení maʻa kinautolu, ʻo lava ai ke tokanga taha ʻa e taha faihia ʻinitanetí ki he niʻihi 
mamahí mo ha  tupu.  

Ko e ‘Hia ʻinitanetí ko ha ngāue’ ʻoku ʻuhinga ki he māketi taʻefakalao ʻa ia kuo faʻu ke ne tokoniʻi ha 
faʻahinga kehekehe ʻo e niʻihi fai-faiva kākā ʻi he ʻinitanetí. ʻOku kau ki he māketi taʻefakalao ko ʻení ha 
faʻahinga kehekehe ʻo e ngaahi naunau ʻoku lava ʻo fakatau ʻa ia ʻoku fakautuutu ange ʻene lahí mo e 
liuangá, ngaahi ngāue, mo e fakamatala ʻa ia ʻoku tokoniʻi ʻaki ʻa e niʻihi faihia ʻinitanetí ʻi hono ngaohi 
kovia ʻo e ngaahi tāketi ʻi he ʻinitanetí. ʻE lava ʻa e niʻihi ʻe hoko ko ha niʻihi faihia ʻinitaneti ʻo fakatau ʻa 
ʻenau aʻu ki he ngaahi netiueká, fakatau ʻa e ngaahi naunau ke tokoni ʻi hono kalofi ʻo e ngaahi founga 
ngāue maluʻí, kae pehē ki hono fakatau ʻo e maloueá ke ngāue ʻaki ki he niʻihi mamahí mo kaihaʻasi ʻaki ʻa 
e fakamatala tāutahá. Ko e niʻihi ngāue māluʻi fakahoko ʻinitanetí (BPH) ko ha konga ʻo e ʻekosisitemi ko 
ʻení pea ʻokú ne tuku atu ha faʻunga meʻangāue ʻoku malu ki he niʻihi faihia ʻinitanetí. Mahuʻinga angé, ʻe 
lava ʻe he taha BPH ʻe tahá ʻo fakaʻatā fakahangatonu ʻa e laui teau ʻo e niʻihi faihia ʻinitanetí ke taketiʻi ʻa e 
niʻihi mamahi ʻi ha feituʻu kehekehe pē ʻi he māmāní. 

Ko e hā  ʻa e taha “Ngāue Maluʻi” fakahoko ʻinitaneti? 
Ko hono ʻai faingofuá, ʻoku lisi atu ʻe he niʻihi BPH ki he niʻihi faihia ʻinitanetí ha faʻunga meʻangāue ʻi he 
ʻinitaneti mo/pe fisikale ke ngāue mei ai. Ko e niʻihi BPH ko ha faʻahinga ngāue faʻunga meʻangāue pau 
ʻokú ne fakaʻatā ʻa e niʻihi fai-faiva kākaá (kau ai ʻa e niʻihi faihia ʻinitanetí) kenau fakahoko ki he ʻinitanetí ʻa 
e koniteni taʻefakalao mo fakalele ʻa e ngaahi ngāue ʻi he ʻinitanetí.

Ko e lea “ngāue maluʻí” ko e taumuʻa fakamāketi ʻataʻatā pē. Ka ko hono moʻoní, ʻoku tuʻu laveangofua 
tatau pē ʻa e ngaahi ngāue ko ʻení ki ha fakamoveuveu ʻo hangē ko e niʻihi fakahoko faʻunga meʻangāue 
kehé. Ka, ʻoku ʻikai loto ʻa e niʻihi BPH ke faipau ki he vaʻa fakahoko laó mo e ngaahi kole kehe ke toʻo ki 
lalo ʻa e konitení pea ʻikai tokanga ki he ngaahi lāunga meí he niʻihi mamahí mo e ngaahi fanongonongo  
ʻo e kole ʻa e niʻihi lēsisitá. ʻOku ʻuhinga ʻeni ʻoku lava ʻa e niʻihi faihia ʻinitanetí ʻo fetuʻutaki, fakalele ʻa e 
ngaahi fōlomu taʻefakalao mo e ngaahi uepisaiti, fokotuʻutuʻu ʻa e ngaahi ngāue melouea mo fakatauele, 
mo feʻaveʻaki kākā ʻa e paʻangá ʻo ʻikai ha ilifia naʻa fakangata ʻe he taha ʻopoleitá ʻenau lisí ʻi hano kole ʻe 
he vaʻa fakahoko laó pe ha kole kehe. 



ʻOku kau atu ʻi he ʻiloʻilopau ʻa e niʻihi BPH ki he ʻekosisitemi hia ʻinitanetí mo fakaʻatā ʻa e hia ʻinitaneti 
mamafa ʻa ia ʻoku fakaʻaiʻai ʻe he paʻangá. Kuo ʻi ai ha ngaahi meʻa lalahi kuo hoko ki he malu ʻi he 
ʻinitanetí ʻo uesia ai ʻa e ngaahi kautaha ʻAositelēlia mo ʻenau kau kasitomaá koeʻuhi ko e kakai faihia ʻokú 
nau puleʻi ʻa e niʻihi BPH. Naʻe kau ki he ngaahi nunuʻa ʻo e ngaahi meʻa kuo hoko ko ʻení ʻa e ngaahi ʻohofi 
fakamoveuveu lenisomuuea, toʻo ʻo e teitá mo hono kaihaʻasi ʻo ha ngaahi fakamatala pelepelengesi. 

ʻFakatātā ʻo e tuʻuaki ʻo ha taha ngāue maluʻi fakahoko 
ʻinitaneti ʻi he ngaahi fōlomu taʻefakalaó:

Ngāue foʻou! Fakahoko  
ʻInitaneti Maluʻi & ʻIkai Sivi
Fakasio ngāue BPH ʻi he taimí ni? ʻOkú mau fakatonu 
ʻemau ngaahi ngāué ki he ʻemau kau kasitomaá pea 
ngāue fakataha mo koe ʻi ha totongi fakapotopoto 
ke maʻu ʻa ia ʻokú ke fie maʻú. Temau fakaʻapaʻapaʻi 
ʻa hoʻo totonu ki hoʻo meʻa tāutahá pea ʻikai ha 
tokanga ki hoʻo ngāue ʻoku faí!

Ngaahi Ngāue BPH Tuʻupau

Ngaahi netiueka polokisī 
ke fakapuliki ʻa e ngāue ʻa 

e kalaiení

TLS 
Certs

C2 faʻunga meʻangāue
ki he ngaahi ngāue 

meloueá

ʻI he ngataʻangá
fakahoko ʻinitaneti

Tōmeini
Lēsisita

Botnet C2
seeva

ʻEtimini /
Maʻuʻanga Tokoni

Fakahoko ki he ʻinitanetí ʻo 
ʻikai aʻu ki ai ʻa e 

polisí mo e puleʻangá

Ngaahi feituʻu māketi ki 
he hia ʻinitaneti

& fōlomu ki hoʻo pisinisí 

Fakahoko hoʻo Dedicated Leak Site  
ʻi heni ki he ʻinitanetí. 
ʻE ʻikai ke toʻo kimautolu ki lalo!

NGAAHI 
FOUNGA  
TOTONGI
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Ko e hā ʻa e founga ngāue ʻa e niʻihi BPH?
ʻOku kehekehe ʻa e mōtolo pisinisi ʻi he vahaʻa ʻo e niʻihi BPH. Ko e founga ʻoku lahi taha hono ngāue ʻakí 
ʻoku kau ai hono lisi ʻo e ngaahi tuʻasila IP ki ha kau kasitomā ʻa e taha faihia ʻinitanetí mo ngāue ʻaki ʻa 
e ngaahi founga fakafetongi netiueka mamafa ke tokoni ki hono fakapuliki honau ngaahi tuʻuʻangá, 
fakamatala fakaʻilongaʻí mo e ngaahi ngāué. ʻI he ngaahi meʻa lahi, ʻoku toe fakatau atu pe lisi ʻe he niʻihi 
BPH ʻa e ngaahi tuʻasila IP mo e ngaahi seevá mei he niʻihi fakahoko ʻinitanetí, ngaahi senitā maʻuʻanga 
fakamatalatá pe Niʻihi Fakahoko Ngāue ʻInitanetí (ISPs). ʻOku lava pē ʻo ʻikai ʻiloʻi ʻe he niʻihi fakahoko 
ʻinitaneti ʻʻi ʻolungaʻ ko ʻení ʻokú nau tuku atu ʻa e faʻunga meʻangāue ki he niʻihi BPH ʻa ia ʻokú nau tuku atu 
ʻa e ngaahi ngāué ‘ki lalo’ ki he niʻihi faihia ʻinitanetí. 



ʻOku fokotuʻutuʻu ʻe he niʻihi BPH ʻenau ngaahi netiueká mo e ʻākiteki sisitemí ke faingataʻa ange ʻa hono 
ʻiloʻi ʻenau kau kasitomaá. Fakatātā ʻaki ʻeni, ʻokú nau liliu maʻupē ʻa e ngaahi fakaʻilonga fofonga ʻi he 
ʻinitanetí ʻa ia ʻoku fekauʻaki mo e ngāue ʻa e kasitomaá – ʻo hangē ko honau ngaahi tuʻasila IP kuo vaheʻí 
mo e hingoa tōmeiní. ʻOku poleʻi ʻe he ngaahi founga ngāue ko iá ʻa e niʻihi taukapo mo fakatotoló ʻaki 
hono fakafaingataʻaʻia ke fakafehokotaki ha meʻa kuo hoko ki ha tuʻasila IP naʻe ngāueʻaki ʻe ha taha fai-
faiva pe ha kasitomā ʻi ha taimi pē. ʻIkai ko ia pē, ʻoku faʻa ngāueʻi ʻe he niʻihi BPH ʻa e faʻunga meʻangāue 
ʻi he ngaahi fonua ʻa ia ʻoku ngaloku hono ngaahi lao ʻinitanetí, ʻa ia ʻoku ʻikai ʻi ai ha ngaahi founga ke 
fakatotoloʻi mo taʻofi ʻaki ʻa e ngāue kākā ʻi he ʻinitanetí pe ʻoku fakangaloku. 

ʻOku kehekehe fēfē ʻa e niʻihi ngāue maluʻi fakahoko  
ʻinitaneti meí he niʻihi fakahoko faʻunga meʻangāue?

Faʻunga meʻangāue
taha fakahoko A

ngaue maluʻi fakahoko ʻinitaneti

Tuʻuaki ʻene ngaahi ngāué  
ʻi he ngaahi peletifoomu taʻefakalao.

Tuku atu ʻi he ʻiloʻilopau ʻa e ngaahi 
ngāue ʻokú ne fakaʻatā ʻa e hia 
ʻinitanetí.

ʻOku fakatau ʻe he niʻihi faihia 
ʻinitanetí ʻa e ngaahi ngāue meí he 
taha ngāue maluʻi fakahoko ʻinitanetí.

Tukunoaʻi maʻupē ʻa e fekauʻaki mo e 
vaʻa fakahoko laó, fengāueʻaki mo e  
puleʻangá mo e ngaahi lāunga ki he 
ngāue halá.

Faʻunga meʻangāue
taha fakahoko B

fakahoko ʻinitaneti fakalao

Tuʻuaki ʻi he ngaahi peletifoomu 
fakalao.
Tuku atu ʻo e ngaahi ngāue faʻunga 
meʻangāue fakalaó ka ʻe malava ke 
ne fakahoko ki he ʻinitaneti ʻo ʻikai ha 
taumuʻa ha koniteni kākā, ka ʻe feinga 
pē ke toʻo.

ʻE malava ʻo tukuange atu ʻe he niʻihi 
faihia ʻinitanetí ʻa e ngaahi ngāue 
fakalao ko ʻení pe fakatau ʻa e aʻú mo 
fakahoko ʻa e ngaahi ngāue taʻefakalao.

Lahi ʻa e faingamālie ke ngāue 
fakataha mo e vaʻa fakahoko  
laó pe ngāue ki he ngaahi lāunga  
ngāue halá. 

Taʻetokangaʻi ʻo e lāungá Ngāue vave ki he ngaahi 
lāungá pea loto ke kau ki ai

Fekauʻaki mo e vaʻa  
fakahoko laó

Kole meí he puleʻangá ke ngāue fakataha  
mo veuki hono ngāue ʻaki kākā ʻo e faʻunga 
meʻangāué

Ngaahi lāunga 
ngāue hala meí he 
niʻihi mamahí
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Founga ʻoku uesia ai ʻe hono tāketi ʻo e niʻihi BPH ʻa e 
fainagamālie ki ha faihia ʻinitaneti 
ʻOku fakafofongaʻi ʻe he niʻihi BPH ha faingamālie mahuʻinga ki hono veuki ʻo e niʻihi faihia ʻinitaneti ʻe laui 
teau ki he laui afe ʻi he taimi pē taha. ʻOku ngāue ʻaki ʻe he niʻihi faihia ʻinitanetí mo e niʻihi fai-faiva kākā 
kehe ʻi he ʻinitanetí ʻa e ngaahi ngāue ko ʻení ke fakahoko faingofua ange ʻenau maumau laó - ʻo falala ʻe 
kei puli pē mo lele lelei ʻenau ngāué ʻi he uhouhonga ʻo e ngaahi kole ke toʻo ki lalo ha koniteni pe ko e 
ngaahi lāunga ngāue halá. 

Neongo iá, ʻoku ngāue fakataha ʻa e vaʻa fakahoko laó, ngaahi kautaha ʻa e Puleʻangá, mo e sekitoa 
taautahá ke tāketi mo veuki ʻa e niʻihi fakahoko faʻunga meʻangāue taʻefakalao ko ʻení, kau ai ʻo ngāue ʻaki 
ʻa e ngaahi founga Maluʻi ʻo hangē ko hono tomuʻa poloka ʻo e kiu ʻi he ʻinitanetí mei he niʻihi BPH ʻoku 
ʻiloʻí. ʻOku tokoni ʻa e ngaahi ʻekitivitī ko ʻení ki hono fakasiʻisiʻi ʻo e lahi ʻo e hia ʻinitaneti ʻoku fekuki mo e 
ngaahi netiueka ʻAositelēliá mo fakatahatahá, pea kau ai ʻa e niʻihi fakahoko faʻunga meʻangāue ʻʻi ʻolungáʻ 
mo e ngaahi ISP ʻa ia ʻoku ʻikai kenau ala ʻilo ʻokú nau fakaʻatā ʻa e niʻihi BPH ke aʻu ki he ʻinitanetí mo tuku 
atu ʻa e faʻunga meʻangāue ʻoku malu ki he niʻihi faihia ʻinitanetí.

Ko e niʻihi BPH ʻoku ʻikai ko e faʻahinga pē ia ʻo e taha fakahoko faʻunga meʻangāue ʻi loto ʻi he ʻekosisitemi 
ngāue hia ʻinitanetí. ʻOku tufaki mo fakaʻatā ʻe he ngaahi ngāue ko ʻení ʻa e faingamālie ke hoko ʻa e hia 
ʻinitanetí ki ʻAositelēliá ʻaki ʻa e longomoʻui hono tokoniʻi longomoʻui ʻo e ngaahi kemipeini ʻa e taha faihia 
ʻinitanetí mo e taumuʻa ke veuki ʻa e fakatotolo mo e ngāue fakalaó. Ko hono fakahoko ʻo e ngāue ki he 
niʻihi BPH ʻokú ne huluʻi mai ʻa e tuʻu laveangofua ʻa e ngaahi ngāue ko ʻení mo e niʻihi fai-faiva kākā ʻi he 
ʻinitanetí ʻokú nau ngāue ʻaki iá. 
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