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Talateu
Ko e tohi ko ʻení naʻe faʻu ia ʻe he Australian Signals Directorate (ASD) ʻi he fengāueʻaki mo e New Zealand’s 
National Cyber Security Centre (NCSC-NZ), Akamai Technologies Ltd mo e Cloudflare Pty Ltd, ko e tali ki 
he fakautuutu ʻi he sīpinga ʻo e ngaahi ʻohofi denial-of-service (DoS) ʻi hotau vahefonuá. ʻOkú ne ʻoatu ha 
fakahinohino ki he ngaahi kautahá ʻo kau ki he founga fakasiʻisiʻi uesia lelei tahá ʻo tuʻunga ʻi he fakamanamana 
fakasiosio fakaonopooní, ke mateuteu ki he, mo ngāue atu ki he ngaahi ʻohofi DoS.

ʻOku mau fokotuʻu atu ke lau ʻa e faleʻi ko ení fakataha mo e ngaahi tohi ʻa e ASD ko e Internet of Things device 
mo e Secure your Wi-Fi and router.  ʻOku tokoni ʻa e ngaahi tohi ko ʻení ke fakaʻehiʻehi ʻa e kakaí mei heʻenau 
tokoniʻi o ʻikai ʻiloʻi a e ngaahi ʻohofi DoS ʻa ia ʻe lava ʻo uesia ai ha niʻihi kehé. 

Ko e ngaahi ʻohofi DoS ko e ngaahi ʻohofi fakaʻilekitulōnika kuo faʻu ke ne veuki pe holoki ʻa e ngaahi ngāue 
ʻinitaneti ʻo hangē ko e ngaahi uepisaití, ʻīmeilí mo e ngaahi sēvesi Domain Name System (DNS), ke taʻofi ʻa e 
aʻu ʻa e kakai ngāue ʻaki fakalaó. ʻOku faʻa aʻusia ʻeni ʻaki hono lōmakiʻi ʻaki ʻa e sēvesi ʻinitanetí ʻa e teitá, ngaahi 
fakafehokotaki pe ha ngaahi kole ke fakakavenga ki he sēvesí pea holoki ʻaki ʻene malava ke ngāué.

Ko e ngaahi ʻohofi DoS ʻoku angamaheni ke fie maʻu ki ai ha fehūʻaki lahi ʻaupito kae lava ke ola lelei. ʻOku 
kamata ke lahi ange ʻene hokó, ʻi he konga pē koeʻuhí ko ha tupu ʻi he lahi ʻo e ngaahi meʻangāue Internet 
of Things (IoT) ʻoku faingofua ke uesiá. Koeʻuhí ʻoku faʻa fakamahuʻingaʻi ʻe kinautolu faʻu IoT ʻa e aʻusia ʻa e 
taha ngāue ʻakí ʻo laka ia ʻi he malu fakaʻilekitulōniká, ʻe lava ke kau ʻi he ngaahi meʻangāue tuʻu laveangofuá 
ʻa e ngaahi meʻangāue fakaeʻapi angamaheni ʻa ia ʻoku fakafehokotaki ki he ʻinitanetí ʻo hangē ko e ngaahi 
smart TV, tīpota ʻuhilán, ngaahi vekiumé mo e ngaahi sisitemi maluʻí ʻOku faʻa lava ʻo uesia siʻisiʻi ʻa e ngaahi 
meʻangāue ko ʻení ʻe he kakai ngāue koví ke faʻu ʻaki ha ʻbotnetʻ ʻo e ngaahi meʻangāue ke faʻu mei ai ʻa e tulēfiki 
netiueka ko ʻení, ʻa ia ʻe lava ke hoko ai ʻa e tokoni ʻo ʻikai ʻiloʻi ʻa e ngaahi ʻapí mo e ngaahi kautahá ki he faʻunga 
ʻokú ne fakaʻatā ke hoko ʻa e ngaahi ʻohofi DoS.

ʻOku tala ʻe he ʻekitivitī fakamuimuí kuo uesia ʻe he kakai ngāue koví ha ngaahi meʻangāue IoT lahi, tenau ala 
tuku atu ke haea pe fakatau atu ʻa e faʻunga ko ʻení ki he kakai faihia ʻi he ʻinitanetí mo kinautolu ʻokú nau heki 
komipiutá, ʻa ia ʻoku tupulaki ʻenau tokanga ki hono fakahoko ʻo e ngaahi ʻohofi DoS ki he ngaahi tāketi ʻokú 
nau filí. ʻI he ngaahi meʻa lahi, ʻoku fakahoko ʻa e ngaahi ʻohofi DoS ke fakatupu ha tupulaki ʻi he foʻu koloá mo 
ha mole fakapaʻanga ʻa ha kautaha, pe ke maʻu ʻa e tokanga ʻa e kakaí koeʻuhi ko ha ngāue. Ko e fakatātā ʻo e 
ʻekitivitī ko ʻení ʻoku fakamatalaʻi ia ʻi he faleʻi ʻa e ASD ko e People’s Republic of China-linked actors compromise 
routers and IoT devices for botnet operations.

https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/internet-things-devices
https://www.cyber.gov.au/protect-yourself/staying-secure-online/secure-your-wifi-and-router
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/peoples-republic-china-linked-actors-compromise-routers-and-iot-devices-botnet-operations
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/peoples-republic-china-linked-actors-compromise-routers-and-iot-devices-botnet-operations
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ʻI he lahi ange ʻa e liliu fakamatala ʻo tauhi fakakomipiuta ʻa hotau fonuá pea tupu mo e lahi ʻo e ngaahi 
meʻangāue IoT ʻoku ʻikai maluʻi lelei ʻa ia ʻoku fakafehokotaki ki he ʻinitanetí, ʻoku ʻi ai mo e faingamālie ʻe 
hokohoko atu ke lahi ange ʻa e ngaahi ʻohofi DoS. 

Ke veuki pe holoki ʻa e ngaahi sēvesi ʻinitaneti ʻa ha kautaha, ʻoku ngāue ʻaki ʻe he kakai ngāue koví ha ngaahi 
founga ʻe niʻihi, ʻo kau ai ʻa e:

	• afeʻi ha voliume lahi ʻo e tulēfiki netiueka ʻoku ʻikai fie maʻú ki he ngaahi ngāue ʻinitanetí ʻi he feinga ke 
ngāue ʻaki ʻa e kotoa ʻo e peeniuifi netiueka ʻoku ʻataá

	• afeʻi ʻo e tulēfiki netiueka kuo liliú ki he ngaahi ngāue ʻinitanetí ʻi he feinga ke ngāue ʻaki ʻenau ngaahi 
naunau ngāue fakakomipiutá

	• ngāue ʻaki ʻo e ngaahi komipiuta lahi, ngaahi meʻangāue IoT pe ngaahi meʻangāue kehe ʻoku 
fakafehokotaki ki he ʻintanetí ke afeʻi a e tulēfiki netiueká ki he ngaahi ngāue ʻinitaneti meí he ngaahi 
feituʻu kehekehe pea ʻi ha lahi ʻoku lahi ange ʻaupito, ʻa ia ko ha faʻahinga angamaheni ia ʻo e ʻohofi Dos 
ʻoku ʻuhinga ki ai ko ha ʻohofi DoS ʻoku tufaki (DDoS)

	• fakamālohiʻi ʻo e lesisita tōmeini ʻo e kautahá pe ko e ngaahi seeva DNS ʻi ha feinga ke ofeʻi mamaʻo ʻa e 
kakai ngāue ʻaki fakalaó meí he ngaahi ngāue ʻinitaneti ʻa e kautahá. 

ʻOku ʻikai lava ʻa e ngaahi kautahá ke taʻofi ʻa hono tāketi kinautolu ʻe he ngaahi ʻohofi DoS, ka ʻoku ʻi ai ha 
ngaahi founga ʻe niʻihi ʻe lava ʻe he ngaahi kautahá ke fakahoko ke teuteu ki he mo ala ke fakasiʻisiʻi ʻaki 
ʻenau uesiá. Ko e founga lelei tahá ʻa e mateuteu ki he ngaahi ʻohofi DoS kimuʻa pea hokó, koeʻuhi ka ʻikai ha 
mateuteu, ʻoku faingataʻa pea ʻikai ola lelei ʻa e ngāue matatali ʻe fakahoko lolotonga ha ʻohofi DoS. 

Neongo ʻoku fakatefito ʻa e tokanga ʻa e ngaahi kautahá ʻi hono maluʻi kinautolu meí he ngaahi ʻohofi DoS, ʻoku 
totonu foki kenau fakahoko ʻa e ngaahi founga ke fakaʻehiʻeni mei hono ngāue hala ʻaki ʻe he kakai ngāue koví 
ʻenau ngaahi ngāue ʻinitanetí mo e ngaahi meʻangāue ʻoku fakafehokotaki ki he ʻinitanetí ke tāketi ʻaki ʻa e niʻihi 
kehé. 

Mateuteu ki he ngaahi ʻohofi DoS
ʻI he tūkunga ʻoku tupulaki ʻa e lahi ʻo e ngaahi ʻohofi DoS ʻi he kotoa hotau vahefonuá, kimuʻa pea fakahoko ha 
ngaahi founga ke mateuteu ki he ngaahi ohofi DoS, ʻoku totonu ke ʻuluaki vakaiʻi ʻe hoʻo kautahá ʻa e ngaahi 
tuʻutuʻuni fakangāue ke fakapapauʻi pe kuo pau ke kei ngāue ʻa hoʻo ngaahi ngāue ʻinitaneti takitaha lolotonga 
ʻa e ngaahi ʻohofi DoS, pe ʻoku tali pē ʻa e ngaahi fakamoveuveu fakataimi ia ki he ngāué.

Kapau ʻoku fie maʻu ʻe hoʻo kautahá ke lahi ange hono ivi matatali ʻo e ngaahi ʻohofi DoS, ʻoku totonu ke ke 
fakahoko tō muʻa ʻa e ngaahi founga ko ʻení, kapau ʻoku totonu mo ala fakahoko, kimuʻa pea hoko ʻa e ngaahi 
ʻohofi DoS.

	• Kapau ʻoku ngāue ʻaki ʻe hoʻo kautahá ha content delivery network (CDN), ʻoku totonu ke ke fakahoko ʻa e 
ngaahi founga makehe ko ʻení, kapau ʻoku totonu mo ala fakahoko.  

	Ɠ Vakaiʻi ke ngāue ʻaki ha CDN ʻa ia ʻoku kau ai ʻa e ngāue ke maluʻi hoʻo ʻuluaki seeva uepisaití mei 
ha kalasi kehekehe ʻo e ngaahi ʻohofi ʻo e polokalamá mo e leia netiueká – ko e niʻihi ʻo e ngaahi 
CDN ʻe ala kau ki ai ʻa e ngaahi naunau ko ʻení ko ha konga ʻo ha firewall polokalama uepisaiti ʻi he 
ngataʻangá.

	Ɠ Fakaʻehiʻehi mei hono fakahāhā taʻeʻaonga ki he kakaí ʻa hoʻo tuʻasila Internet Protocol (IP) ʻo e fuofua 
seeva uepisaití, pea fakapapauʻi ʻoku maluʻi ha ngaahi fakahāhā ki he kakaí meí he ngaahi ʻohofi DoS.

	Ɠ Fakaʻehiʻehi mei hono ngāue ʻaki ha tuʻasila IP ki hoʻo fuofua seea uepisaití ʻa ia ʻe lava ʻa e kakai 
ngāue koví ʻo mahaloʻi, ʻo hangē ko ha, tuʻasila IP ʻi he netiueka tatau sapuneti ʻo e ngaahi tuʻasila IP 
ʻo hoʻo ngaahi ngāue ʻinitanetí ʻa ia kuo fakahāhā ki he kakaí.
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	Ɠ Ngāue ʻaki ʻa e ngaahi founga puleʻi ʻo e aʻu ki he netiueká (ʻo hangē ko ha firewall) ke fakapapauʻi 
ko e CDN pē mo e ngaahi netiueka puleʻi kuo fakamafaiʻi ʻa hoʻo kautahá ʻe lava ʻo aʻu ki hoʻo fuofua 
seeva uepisaití.

	Ɠ Vakaiʻi hono ngāue ʻaki ha fakafehokotaki netiueka kehekehe ʻoku tuʻuloá, ʻa ia ʻe ala kau ki ai ʻa e 
fakafehokotaki netiueka tāutaha, ʻi he vahaʻa hoʻo fuofua seeva uepisaití mo hoʻo taha fakahoko 
CDN, ʻo kapau te ke fie maʻu ha tuʻunga maʻolunga ange ki hoʻo fuofua seeva uepisaití. 

	Ɠ Toe fokotuʻutuʻu ʻa e CDN, fuofua seeva uepisaití mo e ngaahi hingoa ʻo e HTTP ʻa e kalaiení ke 
fakalahi ʻa e lahi ʻo e fakapuliki ʻoku fakahokó. 

	Ɠ Vakaiʻi ke fakamavahevaheʻi ʻa e ngaahi fuofua seeva uepisaití koeʻuhi ke ngāue kehe ki he ngaahi 
kole mei he ngaahi tuʻasila IP ʻoku siʻisiʻi ange ʻene fakatuʻutāmakí meí he ngaahi kole meí he ngaahi 
tuʻasila IP ʻoku maʻolunga ange ʻene fakatuʻutāmakí, kapau te ke fie maʻu ha tuʻunga maʻolunga ange 
ke ʻatā ai.

	• Fakapapauʻi ʻa e fatongia mo e tuʻunga ʻo e ngāue ʻoku tali ki he kau ngāue ʻaki fakalao ʻo hoʻo ngaahi 
ngāue ʻinitanetí, founga ke tauhi ʻaki ʻa e fatongia ko iá, mo e fatongia ʻoku ʻikai fie maʻu lolotonga ʻa e 
ngaahi ʻohofi DoS.

	• Fakatau mai mo ngāue ʻaki ha sēvesi fakasiʻisiʻi uesia ʻo e ʻohofi DoS ʻa ia ʻoku tefito ʻi he ʻinitanetí.

	• Vakaiʻi ke fakasiʻisiʻi ʻa e ngaahi matavaivai ke ʻohofi ʻaki hoʻo kautahá ʻaki hono:

	Ɠ tuku ki tuʻa ʻa e ngaahi ngāue ʻinitaneti tefitó (ʻo hangē ko e DNS) ki ha kakai fakahoko ngāue lelei ʻa 
ia ʻokú nau lava ʻo matatali ʻa e ngaahi ʻohofi DoS

	Ɠ fakamavahevaheʻi ʻo e ngaahi ngāue ʻinitaneti mahuʻingá (ʻo hangē ko e ʻīmeilí) meí he ngaahi ngāue 
ʻinitaneti kehe ʻa ia ʻoku lahi ange ʻa e faingamālie ke tāketiʻí (ʻo hangē ko e ngaahi uepisaití)

	Ɠ fakapapauʻi ko e tulēfiki netiueka pē ʻoku fekauʻaki mo e (ngaahi) pooti netiueka ʻo e ngāue ʻinitanetí 
ʻoku fakangofua ʻe he sēvesi fakasiʻisiʻi uesia meí he ʻohofi DoS.

	• Talanoa mo hoʻo kau fakahoko ngāué ʻo kau ki he ngaahi fakaikiiki ʻo ʻenau ngaahi founga fakaʻehiʻehi 
mo fakasiʻisiʻi uesia meí he ʻohofi DoS, ʻo fakapatonu ki honau:

	Ɠ ivi malava kuo fakamoʻoniʻi ke ne matatali ʻaki ʻa e ngaahi ʻohofi DoS meí he toenga ʻo e māmaní

	Ɠ fakahā ʻo e hisitōlia ngāue ki he ngaahi ʻohofi DoS fakatouʻosi mo e sivi kakato ʻo e ʻohofi DoS kuo 
fakamafaiʻí

	Ɠ malava ke fakasiʻisiʻi uesia ʻiate ia pē ʻa e meimei lahi taha ʻo e ngaahi faʻahinga ʻo e ngaahi ʻohofi DoS 
ʻo ʻikai ha kaunga ki ai ʻa e tangatá, ʻo hangē ko hono ʻanalaiso menuolo ʻo e tulēfiki netiueká

	Ɠ founga ki hono fakamahuʻinga ʻenau ngaahi ngāué, ʻo hangē pe ko e totongí kuo tuʻupau pe ʻoku 
kehekehe pē ʻo fakatatau ki he tulēfiki netiueká mo e ngaahi naunau ngāue fakakomipiuta ʻoku 
ngāue ʻakí, pea pe te ke lava ʻo fokotuʻu ha fakangatangata ki he tohimoʻuá.

	Ɠ ngaahi vaaʻi meʻa ke fakahā ʻaki kia koe pe ki hono tamateʻi ʻenau ngaahi ngāue ʻinitanetí lolotonga ʻa 
e ngaahi ʻohofi DoS

	Ɠ ngaahi ngāue kuo tomuʻa fakangofua ʻa ia ʻe lava ʻo fakahoko lolotonga ʻa e ngaahi ʻohofi DoS

	Ɠ ngaahi fokotuʻutuʻu maluʻi meí he ʻohofi DoS mo e kau fakahoko ngāue mei ʻolungá.

	• Fakahoko ʻa e ngaahi founga ke ʻiloʻi ʻaki ʻa e ngaahi ʻohofi DoS, ʻo hangē ko hono siofi ʻi he taimi pē ʻoku 
hoko aí mo e fakatokanga ʻo e ʻi ai ha sisitemi, tulēfiki netiueka, ngaahi naunau ngāue fakakomipiutá, mo 
e ngaahi fakamole fekauʻaki mo iá. 

	• Teuteu ha tatau tuʻumaʻu ʻo hoʻo uepisaití ʻa ia ʻe fie maʻu ki ai ha ngāue siʻisiʻi pē mo ha peeniuifi ke 
tokoni ki he hokohoko atu ʻo e ngāué lolotonga ʻa e ngaahi ʻohofi DoS.

	• Maʻu mai pea ngāue ʻaki ʻa e ngaahi ngāue ʻinitaneti ʻoku mātuʻaki tuʻuloa fakataha mo e peeniuifi 
lahi, ngaahi naunau ngāue fakakomipiuta feʻunga, ngaahi tuʻuʻanga housi ʻoku mafola fakasiokalafi 
mo e meʻa sivi tulēfiki ʻo e tefito ʻi he ʻinitanetí ke ne liʻaki ʻa e tulēfiki netiueka ʻoku ʻikai fie maʻú - ʻoku 
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angamaheni ke kau heni hono ngāue ʻaki ha CDN lelei ke ne fakapuliki ʻa e koniteni uepisaiti tuʻumaʻú 
mo maluʻi hoʻo fuofua seeva uepisaití meí he tulēfiki netiueka ʻoku ʻikai fie maʻú.

	• Malu’i ʻa e ngaahi hingoa tōmeini hoʻo kautahá ʻaki hono ngāue ʻaki ha loka lesisita, ʻo fakapapauʻi ʻoku 
tonu ʻa e ngaahi fakaikiiki fetuʻutaki ki he lesisita tōmeiní mo e ngaahi fakaikiiki kehé, mo muimui ki he 
fakahinohino makehe ʻoku hā ʻi he tohi ʻa e ASD ko e Domain Name System security for domain owners.

	• Tauhi ke ʻaputeiti ʻa e ngaahi fakaikiiki fetuʻutaki hoʻo kau fakahoko ngāué mo vahevahe fakaʻilekitulōnika 
mo kinautolu ʻa e ngaahi fakaikiiki fetuʻutaki hoʻo kautahá, ʻo fakapapauʻi ko e kotoa ʻo e ngaahi fetuʻutakí 
ʻoku ʻatā ʻo makatuʻunga ia ʻi he ngaahi tuʻutuʻuni ʻa hoʻo kautahá, ʻo hangē ko ʻení, houa ʻe 24 ʻi he ʻaho, 
ʻaho ʻe 7 ʻi he uike.

	• Tuku atu mo e ngaahi fakaikiiki fetuʻutaki out-of-band ʻa hoʻo kautahá ko ha sēnolo fetuʻutaki falalaʻanga 
ki hoʻo kau fakahoko ngāué, ki he taimi ʻe ʻikai ngāue ai ʻa e ngaahi sēnolo fetuʻutaki angamahení.

	• Faʻu, fakahoko mo tauhi ha palani ngāue ki ha meʻa kau ki he malu fakaʻilekitulōniká, ʻo fakakau ki ai ʻa 
e ngaahi faʻahinga kehekehe ʻo e ngaahi ʻohofi DoS ʻo hoʻo ngaahi ngāue ʻinitaneti takitaha ʻa ia ʻoku fie 
maʻu ke ne matatali ʻa e ngaahi ʻohofi DoS, mo ngāue ʻaki ʻa e palaní ʻo ʻikai toe siʻi hifo ʻi he taʻu kotoa pē.

	• Ko e ngaahi polokalama ʻātiteki ke maluʻi ʻa e fatongia ʻoku lahi taha hono ngāue kovi ʻakí ʻa ia ʻoku 
lahi ange ʻa e ngaahi naunau ngāue fakakomipiuta ʻokú ne ngāue ʻakí pe hoko ai ha ngaahi fakamole 
fakapaʻanga makehe (ʻo hangē ko hono seni ʻo e ngaahi tohi SMS). 

	Ɠ Ko e ngaahi maluʻí ʻoku kau ki ai ʻa e fakangatangata ʻo e tuʻunga totongí mo hono fakamoʻoniʻi ko e 
ngaahi kolé naʻe fakahoko ia meí ha tangata.

	Ɠ Fakahoko ʻo e sivi ʻohofi DoS ʻo kau ai hono tāketi ʻo e ngaahi fehūʻaki ʻikai ʻuhinga lelei ʻi he ngāue ʻa e 
polokalamá.

	Ɠ Fakahoko ʻa e sivi uta lahi ange ke ʻiloʻi ʻaki mo fakafoki ʻa e ngaahi vekitoa DoS.

Ngāue matatali ki he ngaahi ʻohofi DoS
Kapau naʻe teʻeki ai ke mateuteu hoʻo kautahá ki he ngaahi ʻohofi DoS, te ke lava ke feinga ke fakahoko ha niʻihi 
ʻo e ngaahi founga ʻi ʻolungá lolotonga ʻa e ngaahi ʻohofi DoS, neongo ʻe siʻisiʻi ʻenau ala ʻaongá pea ʻe fie maʻu 
taimi ke fakahoko ai ia, ʻo fakasiʻisiʻi ʻaki ʻa e malava hoʻo kautahá ke ngāué.

ʻOku totonu ke fakahoko ʻe hoʻo kautahá ʻa e ngaahi founga ko ʻení lolotonga ʻa e ngaahi ʻohofi DoS, kapau ʻoku 
totonu pea ala fakahoko.

	• Ngāue ʻaki hoʻo palani ngāue ʻi ha meʻa kau ki he malu fakaʻilekitulōniká.

	• ʻEke ki hoʻo kau fakahoko ngāué pe ʻokú nau lava ʻo fakahoko ʻi he taimi pē ko iá ʻa e ngaahi ngāue talí – 
kapau kuo teʻeki ai kemou talanoa kimua ʻo kau ki honau ivi ke talí, te ke ala ʻiloʻi ai ʻoku ʻikai kenau lava 
pe ʻoku ʻikai kenau fie ngāue ki ai, pe tenau hilifaki atu ha ngaahi totongi makehe.

	• Tuʻusi ʻa e ngāue ʻoku ʻikai mahuʻingá pe toʻo ʻa e koniteni ʻikai mahuʻingá mei hoʻo ngaahi ngāue ʻinitanetí 
ʻa ia ʻokú ne tokoniʻi ke ola lelei ʻa e ʻohofi DoS lolotongá, ʻo hangē ko e, ngāue ʻaki ha tatau ʻo hoʻo 
uepisaití ʻa ia ʻoku ʻikai ʻi ai haʻane ngāue fekumi, koniteni lahi pe ha ngaahi faile lahi.

	• Tauhi ʻo e fetuʻutaki mo hoʻo kau kasitomaá mo hoʻo kau fakahoko ngāué, kau ki ai hoʻo taha fakahoko 
ngāue fakasiʻisiʻi uesia ʻohofi DoS, pea hokohoko atu hono siofi ʻo e ʻatā ʻa hoʻo ngaahi ngāue ʻinitanetí.

	• Vakaiʻi ke liliu ʻa e tuʻasila IP ʻo hoʻo fuofua seeva uepisaití kapau ʻoku tāketiʻi fakahangatonu ia, pea ʻoua 
ʻe fakahāhā ki he kakaí ʻa e tuʻasila Ip foʻoú ʻoku ʻikai ke ʻi ai ha ngaahi maluʻi.

	• Lipōti ʻa e ʻohofi DoS ki he ngaahi faʻahi fekauʻakí, kau ai ʻa e ASD mo e NCSC-NZ ʻo hangē ko e konga 
ʻContact detailsʻ ʻo e tohi ko ʻení.

https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/network-hardening/domain-name-system-security-domain-owners
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Fakaʻehiʻehi meí he tokoni ki he ngaahi 
ʻohofi DoS
ʻOku totonu ke fakahoko ʻe hoʻo kautahá ʻa e ngaahi founga ko ʻení ke fakaʻehiʻehi ai mei haʻanau tokoni ʻo ʻikai 
ʻiloʻi ki he ngaahi ʻohofi DoS ʻa ia ʻe ala uesia ai ha niʻihi kehe.

	• Fakaʻehiʻehi mei hono fakahāhā ʻo e ngaahi ngāué, ngaahi meʻangāue loT mo e ngaahi meʻangāue kehe 
ʻoku fakafehokotaki ki he ʻinitanetí ʻa ia ʻoku ʻikai fie maʻu, ʻoku ʻikai malu hono toe fokotuʻutuʻú pe oku 
ʻikai feʻunga hono tauhí.

	• Toe fokotuʻutuʻu ke malu, tauhi mo siofi ʻa e ngaahi ngāué, ngaahi meʻangāue IoT mo ha ngaahi 
meʻangāue kehe ʻoku fakafehokotaki ki he ʻinitanetí ʻa ia ʻoku fakaeʻa ki he ʻinitanetí.

	Ɠ Ko e fakahinohino makehe ki he ngaahi pisinisi iikí ʻoku maʻu ia ʻi he ngaahi tohi ʻa e ASD ko e 
Internet of Things devices mo e Secure your Wi-Fi and router.

Kapau ʻoku fakahoko ʻe hoʻo kautahá ha ngaahi ngāue ʻinitaneti, ʻoku totonu ke ke fakahoko ʻa e ngaahi founga 
makehe ko ʻení.

	• Fakamuʻomuʻa hono toe vakaiʻi ʻo e ngaahi tuʻutuʻuni ʻoku fokotuʻu ʻi he faleʻi ʻa e United States’ Cyber 
security and Infrastructure Security Agency’ (CISA) UDP-Based Amplification Attacks.

	• Siofi ʻa e ngaahi vekitoa fakalahi tulēfikí ʻi hono ʻiloʻi kinautolú pea maluʻi hoʻo ngaahi ngāue ʻinitanetí 
meia kinautolu.

	• Toe fokotuʻutuʻu hono ngaahi puleʻi ʻo e aʻu ki he neitueka inbound mo e outbound ke fakangatangata ʻa 
e aʻu ki he ngaahi ngāue ʻinitaneti kuo fakamafaiʻí mo e ngaahi kautahá.

	• Poloka ʻa e aʻu ʻa e kakaí ʻa ia ʻoku ʻikai ʻiloʻí ki he ngaahi ngāue ʻinitaneti ʻoku tuʻu laveangofua ki he 
ngaahi ngāue ʻinitaneti ʻoku tuʻu laveangofua ki he fakalahi tulēfikí kapau ʻoku ʻikai fie maʻu.

	• Vakaiʻi ʻa hono ngāue ʻaki ʻo ha founga ngāue fakangangata tuʻunga ke ne fakasiʻisiʻi ʻa e ngaahi ola tamaki 
ʻo e ngāue koví, kapau ʻoku ʻikai malava pe totonu ʻa e poloká pe ngāue ʻaki ʻo e ngaahi puleʻi ʻo e aʻú.

Fakamatala makehe
Ko e Information security manual ʻa e ASD ko ha faʻunga ki he malu fakaʻilekitulōniká ʻa ia ʻe lava ʻa e 
ngaahi kautahá ʻo ngāue ʻaki ke maluʻi ʻenau ngaahi sisitemí mo e teitá meí he ngaahi fakamanamana 
fakaʻilekitulōniká. Ko e faleʻi ʻi he Strategies to mitigate cyber security incidents, fakataha mo e Essential Eight, ʻokú 
ne fakakakato ʻa e faʻunga ko ʻení.

Ko e New Zealand Information Security Manual ko e tohi fakahinohino ia ʻa e Puleanga Nuʻusilá ʻo kau ki he 
fakapapauʻi ʻo e fakamatalá mo e malu ʻo e ngaahi sisitemi fakamatalá.  Ko e tohi fakahinohino ia ʻa e taha ngāué 
kuo faʻu ke ne fakakakato ʻa e ngaahi fie maʻu ʻa e kau maʻolunga ʻi he kautahá ki he malu ʻa e fakamatalá kae 
pehē ki he kau faifakataú, kau aleapau ngāué mo e kau taukei ʻokú nau fakahoko ngāue ki he ngaahi kautahá. 

ʻOku ʻatā ha fakamatala lahi ange ʻo kau ki he ngaahi faʻahinga kehekehe ʻo e ʻohofi DoS ʻi he ngaahi tohi ʻa e 
CISA ko e DDoS Quick Guide mo e Understanding and Responding to Distributed Denial-Of-Service Attacks.

Ngaahi fakaikiiki ʻo e fetuʻutakí
ʻI ʻAositelēlia, kapau ʻoku ʻi ai haʻo ngaahi fehuʻi ʻo kau ki he tohi fakahinohino ko ʻení tohi ki he ASD pe telefoni 
ki he 1300 CYBER1 (1300 292 371).

ʻI Nuʻusila, ke lipōti ha meʻa kau ki he malu fakaʻilekitulōniká ʻīmeili ki he incidents@ncsc.govt.nz pe vakai ki he 
peesi ʻinitaneti ʻa e NCSC-NZ Uepisaiti lipōti ha meʻa naʻe hoko.

https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-secure-your-devices/internet-things-devices
https://www.cyber.gov.au/protect-yourself/staying-secure-online/secure-your-wifi-and-router
https://www.cisa.gov/news-events/alerts/2014/01/17/udp-based-amplification-attacks
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/strategies-mitigate-cybersecurity-incidents
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/essential-eight
https://nzism.gcsb.govt.nz/
https://www.cisa.gov/sites/default/files/publications/DDoS Quick Guide.pdf
https://www.cisa.gov/resources-tools/resources/understanding-and-responding-distributed-denial-service-attacks
https://www.cyber.gov.au/about-us/about-acsc/contact-us
mailto:incidents%40ncsc.govt.nz?subject=
https://www.ncsc.govt.nz/incidents/report-an-incident-and-request-support


Fakamatala Fakaʻataʻatā

Ko e ngaahi fakamatala ʻi he tohi fakahinohino ko ʻení ʻoku natula fakalukufua pea ʻoku ʻikai totonu ke 
lau koha fale’i fakalao ia pe fakafalala ki ai ka ʻi ai ha fa’ahinga me’a pe ha meʻa fakafokifā ʻe hoko.  ʻI ha 
meʻa mahuʻinga, ʻoku tonu ke ke fekumi ki ha fale’i fakapolofesinale totonu mo tauʻātaina ʻo felāveʻi mo 
e ngaahi tuʻunga ʻoku ke ʻi aí.

ʻE ʻikai ke tali ʻe he Kominiuelí ha fatongia pe ha moʻuá koeʻuhi ko ha maumau, mole pe fakamole ʻe 
hoko koeʻuhi ko ha fakafalala ʻi he fakamatala ʻoku ʻoatu ʻi he tohi fakahinohino koeni.

Totonu ki he Hiki Tataú

© Kominiueli ʻo ʻAositelēlia 2025

Tukukehe ʻa e Silá mo ha feitu’u kehe ʻoku tu’u ai, ko e ngaahi fakamatala kotoa ʻoku tuku atu 
ʻi he tohí ni ʻoku fakamalumalu ia ʻi he Creative Commons Attribution 4.0 International licence | 
creativecommons.org.

Ke ʻoua ʻe ʻi ai ha veiveiua, ko e ʻuhinga eni, ʻoku ngāue ʻaki pē ʻa e laiseni ko ʻení ki he ngaahi meʻa ʻoku 
ʻoatu ʻi he tohi ngāue ko ʻení.

ʻOku ʻatā ʻa e ngaahi fakaikiiki ʻo e ngaahi makatuʻunga takitaha ʻi he uepisaiti ʻa e Creative Commons ʻo 
hangē ko e  Tuʻutuʻuni Fakalao ki he laiseni CC BY 4.0 | creativecommons.org.

Ngāue ʻaki ʻo e Silá

ʻOku fakaikiiki ʻa e ngaahi tuʻunga ʻa ia ʻe lava ʻo ngāue ʻaki ai ʻa e Silá ʻi he Potungāue ʻa e Palēmiá mo e 
uepisaiti Kapinetí Fakamatala mo e Ngaahi Fakahinohino ʻa e Sila ʻo e Kominiuelí | pmc.gov.au.

Ki ha fakamatala lahi ange, pē ke lipōti ha meʻa kau ki he malu 
fakaʻilekitulōniká, fetuʻutaki mai kia kimautolu:

cyber.gov.au  |  1300 CYBER1 (1300 292 371)
Númeru ne’e disponivel atu uza deit iha Austrália laran.

https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/legalcode.en
http://www.pmc.gov.au/resources/commonwealth-coat-arms-information-and-guidelines
https://cyber.gov.au
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