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Fakamatala Puipuituʻá
ʻOku kaihaʻasi ʻe he melouea kaihaʻa fakamatalá ʻa e ngaahi fakamatala fakaʻilongaʻi 
ʻa e taha ngāue ʻakí mo e fakamatala sisitemi ʻa ia ʻoku ngāue ʻaki ʻe he kakai faihia ʻi 
he ʻinitanetí, ko e lahi tahá ke maʻu ʻa e tupu fakapaʻanga. Kuo ʻiloʻi ʻa e ngaahi kaihaʻa 
fakamatalá ʻi he ngaahi ʻohofi hia ʻi he ʻinitanetí ʻo e ngaahi kautaha lahi mo e ngaahi 
sekitoa fakamāmanilahi, ʻo kau ai ʻa ʻAositelēlia. ʻOku tuku atu ʻe he tohi ko ʻení ʻa e  
fakahinohino kau ki he malu ʻi he ʻinitanetí ki he niʻihi laukongá ʻo kau ki he melouea 
kaihaʻa fakamatalá, kau ki ai ʻa e ngaahi ngāue fakamanamaná mo e faleʻi ki he 
fakasiʻisiʻi uesiá ki he ngaahi kautahá mo ʻenau kau ngāué. 

Ngaahi poini mahuʻingá
•	 Ko e melouea kaihaʻa fakamatalá, ʻa ia ʻoku 

toe ʻiloa ko e ngaahi kaihaʻa fakamatalá, ko ha 
faʻahinga melouea ʻai a kuo faʻu ke ne tānaki 
fakamatala meí he meʻangāue ʻa ha taha 
mamahi. ʻE lava ʻo kau ki heni ʻa e ngaahi user 
name mo e lea fakapulipulí, ngaahi fakaikiiki 
kulētiti kaatí, cryptocurrency wallets, ngaahi faile 
lōkolo, mo e teita polokalama ʻinitanetí kau ki ai 
ʻa e ngaahi cookies, hisitōlia ʻo e taha ngāue ʻakí 
mo e ngaahi fakaikiiki ʻo e foomu fakafonu ʻiate 
ia peé. 

•	 ʻE ala kumi ʻe he kakai faihia ʻi he ʻinitanetí 
ke fakatau mai mo ngāue ʻaki ʻa e ngaahi 
fakamatala fakaʻilongaʻi kuo kaihaʻasi ʻa e taha 
ngāue ʻakí ʻa ia ʻoku fekauʻaki mo e ngaahi 
ʻakauni fakakautahá ke maʻu ʻa e fuofua aʻu ki 
he ngaahi meʻangāue ʻa e pule ngāue ʻa e taha 
mamahí, ko ʻenau kau kalaiení mo e ngaahi 
sisitemi fakakautaha kehé. Ko e uesia ʻe hoko 
ʻamui ki he ngaahi kautaha ko ʻení ʻe lava ʻo 
kau ai ʻa e lenisomuueá, puke fakamālohi ke 
fakafetongi paʻangá, maumauʻi ʻo e ʻīmeili pisinisí 
mo hono kaihaʻasi ʻo e koloa fakaʻatamaí.

•	 Kuo ʻiloʻi ʻe he Australian Cyber Security Centre 
ʻa e Australian Signals Directorate (ASD’s ACSC) 
ʻa e ngaahi aʻu ʻikai fakamafaiʻi ki he netiueka 
fakangāué ʻa ia naʻe tupu meí he aʻu ʻa e kau 
ngāué ki he ngaahi maʻuʻanga tokoni fakangāué 
meí he ngaahi meʻangāue tāutaha kuo 
maumauʻí. ʻI he ngaahi meʻa lahi kuo hoko, naʻe 
maʻu ʻe he kakai faihia ʻi he ʻinitanetí ʻa e fuofua 
aʻu ki he ngaahi netiueka kautahá ʻaki hono 
ngāue ʻaki ʻa e ngaahi fakamatala fakaʻilongaʻi 
fakalao kuo kaihaʻasi ʻa e taha ngāue ʻakí. ʻOku hā 
ʻi he ʻemau ngaahi fakatotoló ʻoku angamaheni 
ke ʻasi ʻa e ngaahi maumau lahí hili ʻa e ola lelei ʻa 
e aʻu ʻa e kakai faihia ʻi he ʻinitanetí ki he ngaahi 
ʻakauni fakangatangata ʻa e taha ngāue ʻakí.

•	 ʻOku fie maʻu ke ʻiloʻi ʻe he ngaahi kautaha ʻokú 
nau fakafaingofua ʻa e aʻu meí he mamaʻó ʻa e 
kau ngāué, kau aleapau ngāué, kau fakahoko 
ngāue puleʻí, pe ha ngaahi sino kehe ki he ʻenau 
netiueká, kau ai fakataha mo e naunau Bring 
Your Own Device (BYOD), ʻo kau ki he ngaahi 
fakatuʻutāmaki ʻo e ngaahi kaihaʻa fakamatalá 
mo maluʻi kinautolu meí he fakamanamana 
ko ʻení.  ʻOku ngāue ʻaki ʻe he kakai faihia ʻi he 
ʻinitanetí ʻa e ngaahi kaihaʻa fakamatalá ki he 
ngaahi meʻangāue ʻa e kakai mamahí ʻo ngāue 
ʻaki ha faʻahinga kehekehe ʻo e ngaahi foungá, 
kau ki ai ʻa e ngaahi ʻīmeili phishing, ngaahi 
taunilouti polokalama faʻifaʻitakí, ngaahi founga 
hiki tatau taʻefakalao ʻo e ngaahi polokalamá, 
ngaahi founga search engine optimisation (SEO), 
ngaahi tuʻuaki kākā pe ngaahi fehokotakiʻanga 
ʻinitaneti kākā ʻa ia ʻoku pousi ʻi he ngaahi 
peletifoomu mītia sōsialé. ʻI he fakalukufuá, ʻoku 
lahi ange ʻa e faingamālie ke uesia ʻa e ngaahi 
meʻangāue ʻa ia ʻoku ngāue ʻaki fakatouʻosi ki 
he ngaahi taumuʻa fakangāué mo fakatāutahá 
ʻo fou ʻi he ngaahi founga ko ʻení koeʻuhí ko e 
tōʻonga ʻa e taha ngāue ʻakí mo e fakasiʻisiʻi ʻo e 
ngaahi founga maluʻí.

•	 ʻOku tuku atu ʻe he ngaahi kaihaʻa fakamatalá ha 
mōtolo lelei ke fakatupu paʻanga ʻa e kakai faihia 
ʻi he ʻinitanetí ʻi he ʻekitivitī faihia ʻi he ʻinitanetí, 
tautefito ki he kakai faihia ʻi he ʻinitanetí ʻi he 
tuʻunga hū-foʻoú mo kinautolu ʻoku ʻi ai ʻenau 
fakangatangata ʻi he taukei fakatekinikalé. ʻE 
māketi atu ʻe he kakai faihia ʻi he ʻinitanetí ʻe niʻihi 
ʻa e ngaahi koloa ʻa e ngaahi kaihaʻa fakamatalá 
ʻi ha polokalama sīpinga Malware-as-a-Service 
(MaaS), ʻa ia ʻokú ne hilifaki ha totongi lesisita 
fakamāhina ki hono ngāue ʻakí.



Ko e kaihaʻa fakalongolongó: ʻoku ngāue ʻaki ʻe he kakai faihia ʻi he ʻinitanetí ʻa e melouea kaihaʻa fakamatalá ke maumauʻi ʻa e ngaahi netiueka kautahá4

Puipuituʻá
ʻOku hā mei hono ngāue ʻaki ʻe he kakai faihia ʻi he ʻinitanetí ʻa e ngaahi kaihaʻa fakamatalá ha fakamanamana ki 
he malu mo e lelei ʻo e ngaahi kautaha ʻAositelēliá. ʻOku lahi taha ke hā meí he ngaahi uesia ʻa e kaihaʻa fakamatalá 
ha ʻekitivitī percursor ki he ngaahi meʻa lalahi ʻo kau ki he malu fakaʻilekitulōniká, koeʻuhi ʻoku ngāue ʻaki kinautolu 
ʻe he kakai faihia ʻi he ʻinitanetí ke tānaki ʻa e ngaahi fakamatala fakaʻilongaʻi ʻo e taha ngāue ʻakí. ʻOku ngāue ʻaki 
leva ʻa e ngaahi fakamatala fakaʻilongaʻi ko ʻeni ʻa e taha ngāue ʻakí, tautefito ki he ngaahi fakamatala fakaʻilongaʻi 
ʻoku malava ai ʻa e aʻu ki he internet-facing remote services pe ngaahi ʻakauni fakangatangatá, koeʻuhi ke lava ʻa e 
fuofua aʻu ki he ngaahi sisitemi kautahá mo e teitá.

Tokanga’i:  ʻOku fakahoko ʻe he kau 
polouka fuofua aʻú ha fatongia kuo 
fakamahino pau ʻi loto ʻi he ʻekosisitemi 
faihia ʻi he ʻinitanetí ʻaki ʻenau fakatau 
mo fakamoʻoniʻi ʻa e ngaahi fakamatala 
fakaʻilongaʻi kuo kaihaʻasi ʻa e taha ngāue 
ʻakí. ʻOkú nau fakatau tuki atu leva ʻa e 
ngaahi fakamatala fakaʻilongaʻi ʻa e taha 
ngāue ʻakí ʻoku lelei tahá, maʻá e ngaahi 
ʻātakai fakakautaha ʻoku lahi ʻa e fekumi 
ki aí, ki he kakai faihia ʻi he ʻinitanetí ʻa ia 
tenau ngāue ʻaki ʻa e ngaahi fakamatala 
fakaʻilongaʻi ʻa e taha ngāue ʻakí ke 
ngāue kovi ʻaki ʻa e netiueka kautaha ʻa e 
kautahá.

ʻOku mahuʻinga lahi ʻa e ngaahi fakamatala 
fakaʻilongaʻi fakalao kuo kaihaʻasi ʻa e taha ngāue ʻakí 
ki he kakai faihia ʻi he ʻinitanetí, koeʻuhi ʻoku fakavaveʻi 
ai ʻa e fuofua aʻu ki he ngaahi netiueka kautahá mo 
e ngaahi sistemi fakakautahá. Ngāue ʻaki ʻa e ngaahi 
fakamatala fakaʻilongaʻi fakalao kuo kaihaʻasi ʻa e 
taha ngāue ʻakí, ʻe lava ʻa e kakai faihia ʻi he ʻinitanetí 
ʻo kalofi ʻa e ngaahi founga ngāue angamaheni 
lahi mo e ngaahi founga ngāue, kau ai ʻa e:

•	 ʻiloʻi mo fekumi ki ha tāketi

•	 lau ʻo e netiueka ʻa e tāketí koeʻuhí ko e ngaahi 
matavaivaí

•	 faʻu ʻo e ngaahi halanga ki he fuofua aʻú, ʻo 
hangē ko e:
	– naunau phishing 

	– ngāue kovi ʻaki ʻa e ngaahi matavaivai ʻo e 
polokalamá

	– tāketi ʻo e remote services, kau ai ʻa e 
RemoteDesktop Protocol (RDP) pe ngaahi 
sēvesi virtual privatenetwork (VPN)

	– ngaahi ʻohofi fakamālohiʻi ʻo e ngaahi 
fakamatala fakaʻilongaʻi ʻa e taha ngāue 
ʻakí(mateʻi ʻo e lea fakapulipuli).

ʻOku fie maʻu ʻa e tukutaha ʻo e taimí ki he ngaahi 
founga ko ʻení mo ha tuʻunga malava fakatekinikale 
ʻa ia te ne fokotuʻu atu ha fakangatangata ki he 
niʻihi ʻo e kakai faihia ʻi he ʻinitanetí. Tautautefito, ki 
he kakai faihia ʻi he ʻinitanetí ʻa ia ʻoku ʻikai kenau 
lava ʻo hū koeʻuhi ko e ngaahi maluʻi ʻo e netiueka 
kautahá ngaahi netiueka kautahá ʻe lava kenau maʻu 
monūʻia fakahangatonu meí he ngaahi uesia ʻa e 
kaihaʻa fakamatalá, koeʻuhi ʻe lava ʻa e ngaahi uesia 
ko ʻení ʻo tuku atu ha aʻu ʻoku vave mo faingofua 
ʻi he fakamatala fakaʻilongaʻi ʻo e taha ngāue ʻakí 
ki he ngaahi netiueka kautaha ʻoku fie maʻú .

ʻI he ngaahi tūkunga ngāue meí he mamaʻó, ʻoku 
ngāue ʻaki ʻe he kau ngāue ʻe niʻihi ʻa e ngaahi 
meʻangāue fakatāutahá ki he ngāué mo e sio takai 
fakatāutaha ʻi he ʻinitanetí. ʻI hono fakahoko iá, ʻe 
lava ke fili ʻa e kau ngāué ke tauhi ʻenau ngaahi 
fakamatala fakaʻilongaʻi ʻa e taha ngāue ʻakí ʻi he 
ngaahi tauhiʻanga lea fakapulipuli mo e extensions 
ʻo ʻenau polokalama ʻinitanetí, pe tenau lava ke 
ngāue ʻaki ʻa e ngaahi naunau fakafonu ʻiate ia pē 
ʻa e polokalama ʻinitanetí. ʻOku tāketi ʻe he ngaahi 
kaihaʻa fakamatalá ʻa e ngaahi tauhiʻanga ko ʻení, 
fakataha mo e ngaahi cookies fakamoʻoniʻí mo e 
teita tāutaha kehe ʻi loto ʻi he polokalama ʻinitanetí.

ʻI hono fakahoa ki he ngaahi meʻangāue fakakautahá, 
ʻoku ʻikai ke ʻi ai maʻupē ha ngaahi tuʻutuʻuni ngāue 
maluʻi fakakautaha ʻoku ngāue ʻaki ʻe he ngaahi 
meʻangāue tāutahá, ʻa ia ʻokú ne fakatupu ha 
fakatuʻutāmaki lahi ange ki he ngaahi kautahá. 
Fakatātā ʻaki ʻeni, ʻe lava ke kau ʻa e kau ngāué ʻi 
he ngaahi ʻekitivitī, hangē ko hono taunilouti ʻo e 
polokalama kuo hiki tatau taʻefakalo mo e sio takai 
ʻoku fuʻu fakatuʻutāmaki ʻi he ʻinitanetí, ʻo fakalahi 
ai honau fakaeʻa ki he ngaahi fakamanamana 
fakaʻilekitulōniká mo e ngaahi uesia ʻa e meloueá.

ʻOku faʻu ʻi he taimí ni ʻe he ngaahi kaihaʻa fakamatalá, 
niʻihi tufakí, kau polouka fuofua aʻú mo e niʻihi 
fekauʻaki mo e lenisomuueá ha konga mahuʻinga ʻo 
ha ʻekosisitemi faihia ʻi he ʻinitanetí ʻa ia ʻoku fakaivia 
ʻe he tupu fakapaʻangá.  ʻOku tupu lelei ange ʻa e 
ʻekosisitemí ʻi he taimi ʻoku ngāue tāfataha ai ʻa e 
kakai faihia ʻi he ʻinitanetí mo fakalakalaka ʻa e ngaahi 
ivi malava ʻa ia ʻokú ne tāketi ʻa e ngaahi tuʻunga pau 
ʻo ha ʻohofi, pea fakatau atu leva ʻa e ivi malava ko 
iá ko ha sēvesi ki he ngaahi kaungā faihia kehé. 
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ʻEkitivitī ngāue 
fakamanamaná
ʻOku muimuiʻi mo siofi ʻe he ACSC ʻa e ASD ha tupu fakamāmānilahi ʻi he ʻekitivtī ʻa e kaihaʻa fakamatalá, ʻa ia 
ʻokú ne tala ha tupu ʻi he fakamanamana ki he ngaahi netiueka ʻAositelēliá. ʻOku fakahā ʻi he ngaahi lipōti ʻa e 
ngāueʻangá ko e liuanga meloua manakoa tahá ʻa e ngaahi kaihaʻa fakamatalá ʻi he kotoa ʻo e ʻekitivitī faihia ʻi he 
ʻinitanetí ʻi he kotoa ʻo e 2023. Ko e tupu ʻi he voliume ʻo e teita kaihaʻasi ke fakatau atu ʻi he ngaahi māketi uepisaiti 
taʻefakalaó, mo e tupu ʻi he ʻekitivitī ʻa e polouka fuofua aʻú ʻi hono puleʻi ʻo e teita ko ʻení, ʻokú ne tala ʻa e kaka ʻi he 
ʻalunga ko ʻení, ʻa ia kuo fakautuutu ki he 2024. 

ʻEkosisitemi ʻa e kaihaʻa 
fakamatalá
Tuʻunga 1: Maʻu mai ʻa 
e meloueá
ʻOku angamaheni ke tuʻuaki ʻa e ngaahi kaihaʻa 
fakamatalá, ʻi he ngaahi māketi ki he taha faihia ʻi 
he ʻinitanetí, ko e MaaS pe Stealer-as-a-Service, pe 
ʻoku fakatau atu ko ha source code. ʻOku ʻuhinga ʻa e 
MaaS ki ha mōtolo pisinisi ʻa ia ʻoku fakatau atu ai ʻe 
ha taha faʻu melouea ʻa e totongi lēsisita ki he ʻenau 
polokalama kākaá ki ha niʻihi ʻo fou ʻi ha peletifoomu ʻi 
he ʻinitanetí, ʻo faitatau mo ha ngaahi tuʻuaki Software-
as-a-Service ʻoku moʻoni. Kuo holoki ʻe he mōtolo 
MaaS ʻa e fakangatangata ki he hū ʻa e kakai faihia ʻi he 
ʻinitanetí, koeʻuhí ʻokú ne fakangofua ha niʻihi ʻoku ʻikai 
ʻi ai ha ngaahi taukei fakatekinikale lahi kenau tufaki ʻa 
e meloueá pea tānaki mai ʻa e fakamatala kuo kaihaʻasí 
ke ngāue ʻaki ʻi he ngaahi ʻohofi fakaʻilekitulōniká.  

Ko e ngaahi kaihaʻa fakamatala ʻa ia ʻoku tuʻuaki ko 
e MaaS ʻoku angamaheni ke tuʻuaki ʻaki ha totongi 
fakamāhina maʻamaʻa, pea ʻokú ne fakaʻatā ki he 
kakai faihia ʻi he ʻinitanetí ki ha tesipooti kaihaʻa 
fakamatala. ʻOku fakafaingofua ʻe he tesipootí hono 
faʻu ʻo e melouea kaihaʻa fakamatalá, fokotuʻutuʻu 
ʻo e teita kuo kaihaʻasí mo hono muimuiʻi ʻo e lahi 
ʻo e ngaahi sisitemi kuo maumauʻí. ʻOku tuku atu ʻe 
he kau ʻopoleita MaaS ʻa e ngaahi ʻaputeiti naunau, 
tokoni fakanaunau mo fakatekinikale ke kalofi hono 
fakatotolo ʻe he polokalama ʻenitīvailasí pea ke 
tohoakiʻi mai mo tauhi ʻa e kau lēsisitá. Ko e lahi ʻo e 
ngaahi kaihaʻa fakamatalá ʻokú nau lava ʻo tamateʻi 
pē kinautolu meí he meʻangāue ʻa e taha mamahí hili 
hono fakahoko ʻo e toʻo ʻikai fakamafaiʻi ʻo e teitá.

Tuʻunga 2: Tufaki
ʻOku ʻiloa ʻa e kakai faihia ʻi he ʻinitanetí ʻa ia ʻokú 
nau tufaki ʻa e ngaahi kaihaʻa fakamatalá mo tānaki 
ʻa e fakamatala meí he ngaahi meʻangāue kuo 
maumauʻí ko e ‘Traffers’ (kau tufaki tulēfikí). ʻOku 
fakahinohino ʻe he traffers ʻa e kakai mamahí ki he 
ngaahi fehokotakiʻanga ʻinitaneti kākā, fakafaingofua 
hono fakamfaola ʻo e ngaahi kaihaʻa fakamatalá ko 
ha konga ʻo e ngaahi kemipeini lalahí. Ko e lahi taha 
ʻo e ngaahi kemipeiní ʻoku ʻikai filifili, ʻo fakafalala ʻi 
he ngaahi faingamālie maumauʻí. Neongo iá, ʻoku 
ʻi ai ha ngaahi kemipeini ʻe niʻihi kuo fakapatonu 
ia ki he ngaahi ngaueʻanga pau pea kau ki ai ʻa e 
spear-phishing ʻoku tāketi ki ha kakai mamahi pau. 
ʻOku fakahoko ʻe he traffers ʻa e ngaahi kemipeini 
ʻoku tāketiʻi lahi ange ko ʻení koeʻuhi ko hono fie 
maʻu ʻe he kasitomaá; fakatātā kapau ʻoku feinga 
ʻa e niʻihi fakataú ia ke aʻu ki ha ngaahi kautaha pe 
sekitoa mahuʻinga maōlunga kuo fakamahino pau.

ʻE ngāue ʻaki ʻe he traffers ʻa e ngaahi kaihaʻa 
fakamatalá ki he ngaahi meʻangāue ʻa e 
kakai mamahí ʻo ngāue ʻaki ha faʻahinga 
kehekehe ʻo e ngaahi foungá, kau ai ʻa e:

•	 botnets: ngaahi netiueka ʻo e ngaahi sisitemi 
komipiuta kuo maumauʻi ʻoku puleʻi ʻe he kakai 
faihia ʻi he ʻinitanetí ke fakahoko ʻaki ʻa e ngaahi 
ngāue taumuʻa kākā, ʻo hangē ko hono tufaki 
ʻo e ngaahi fekau phishing pe ko e meloueá
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•	 phishing: ngaahi feinga ke maʻu ʻa e fakamatala 
pelepelengesi ʻaki ha kākā, kau ai ʻo fou ʻi he 
ngaahi ʻīmeilí pe ngaahi fekau fakahangatonu ʻi 
he mītia sōsialé, fōlomú mo e apps fetohiʻakí, ʻa 
ia ko ha ngaahi founga tufaki angamaheni kuó 
nau tuku hifo ʻa e fakangatangata ki he hū ʻa e 
kakai faihia ʻi he ʻinitanetí:
	– Ko e ngaahi fekau ko ʻení ʻoku angamaheni 

ke kau ai ha fehokotakiʻanga ʻinitaneti kākā, 
ʻo ʻikai fakapipiki ai ha ngaahi faile kākā ki he 
ʻīmeilí ʻiate ia pē.

•	 ngaahi ola kākā ʻo ha fekumi: ʻoku tufaki ʻo fou 
ʻi he ngaahi founga search engine optimisation 
(SEO) ʻa ia ʻokú ne ofeʻi ʻa e ngaahi tāketí ki he 
ngaahi uepisati ʻoku ngāue ki he meloueá ʻo 
fakapuli ko ha polokalama fakalao pe ha koniteni 
kehe

•	 malvertising: ko hono ngāue ʻaki ʻo e kouti 
fakatuʻutāmakí, kuo fakahū ki he ngaahi tuʻuaki 
fakalao ʻi he ʻinitanetí, ke tufaki ʻaki ʻa e meloueá

•	 polokalama kuo maumauʻi pe hiki tatau 
taʻefakalao: ngaahi taunilouti, kau ai ʻa e ngaahi 
keimi vitiō, kuo vahevahe fakaʻilekitulōnika ʻi 
he ngaahi vitiō YouTube, fakataha mo e ngaahi 
fehokotakiʻanga ʻinitaneti kākā ʻi he fakamatala ʻo 
e vitioó pe ngaahi komení, pe meí ha ngaahi saiti 
taunilouti ʻoku ʻikai falalaʻanga

•	 ngaahi tuʻuaki mītia sōsiale mo e pousi: afeʻi 
ʻo e ngaahi tāketí ki he ngaahi faile melouea ʻoku 
fakapulí

•	 ngaahi ʻaputeiti polokalama kākā: ʻoku 
angamaheni ke fakapuli ko e ngaahi ʻaputeiti 
polokalama ʻinitaneti

Tuʻunga 3: Hāvesi ʻo e 
teitá
Hili pē hono ngāue ʻaki ʻa e kaihaʻa fakamatalá ʻi he 
meʻangāue ʻa e taha mamahí, ʻokú ne kamata tānaki 
ʻa e teita pelepelengesí meí he mīsini kuo maumauʻí. 
Tukukehe hono kaihaʻasi ʻo e ngaahi fakamatala 
fakaʻilongaʻi ʻa e taha ngāue ʻakí, ʻi he ngaahi meʻa ʻoku 
hokó ko e ngaahi kaihaʻa fakamatalá ko e konga ʻo ha 
botnet, ʻe lava ʻa e kakai faihia ʻi he ʻinitanetí ʻo puleʻi meí 
he mamaʻó ʻa e meʻangāue kuo maumauʻí ʻaki hono seni 
ʻo e ngaahi configuration commands ke fakamoʻuiʻaki ʻa e 
ngaahi ivi ngāue makehé pe tufaki ha melouea kehe. ʻI he 
fakalukufuá, ʻoku malava ʻa e ngaahi kaihaʻa fakamatalá ʻo 
kaihaʻasi ʻa e:

•	 ngaahi user name mo e lea fakapulipulid, 
tautefito kia kinautolu ʻoku tauhi ʻi he multi-factor 
authentication (MFA) user sessions / tokens ʻa e 
polokalama ʻinitanetí

•	 ngaahi cookies fakamoʻoniʻi 

•	 fakamatala ki he foomu fakafonu ʻiate ia pē ʻi he 
polokalama ʻinitanetí 

•	 ngaahi fakaikiiki ʻo e ʻīmeilí, konitení mo e ngaahi 
fetuʻutakí

•	 hisitōlia ʻo e sio ʻi he ʻinitanetí

•	 ngaahi tohi ngāue ʻa e taha ngāue ʻakí•ngaahi 
fakaikiiki kulētiti kaatí

•	 ngaahi loka fepōtalanoaʻaki meí he apps fetohiʻaki ʻi 
he komipiutá

•	 fakamatala sisitemi•cryptocurrency wallets

•	 VPN pe ngaahi fakamatala fakaʻilongaʻi File Transfer 
Protocol (FTP).

FTP

VPN

Fakatātā 1.  Ivi ngāue ʻo e ngaahi kaihaʻa fakamatalá

Melouea kaihaʻa 
fakamatala

Taunilouti ha melouea kehe

Ngaahi tohi ngāue ʻa 
e taha ngāue ʻakí

Cryptocurrency 
wallet

Ngaahi 
fakamatala 

fakaʻilongaʻi ki 
he ʻakauní

Ngaahi fakamatala fakaʻilongaʻi FTP 

Ngaahi 
fakamatala 

fakaʻilongaʻi VPN 

Browser cookies

Browser login & 
ngaahi foomu fakafonu 

ʻiate ia pē
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ʻOku tauhi ʻe he web browser authentication cookies ʻe 
niʻihi ʻa e hū ʻa ha taha ngāue ʻakí ki ha ʻakauni pe ha sēvesi 
ʻi ha ngaahi ʻaho lahi ʻi ha taimi, koeʻuhí ke ʻoua ʻe fie maʻu 
ʻa e kakai ngāue ʻakí kenau toe fakamoʻoniʻi kinautolu.  
Kapau ʻe kaihaʻasi, ʻe lava ʻe he authentication cookies ko 
ʻení ʻo kalofi lelei ʻa e ngaahi tuʻutuʻuni MFA pea tuku atu ki 
he kakai faihia ʻi he ʻinitanetí ʻa e aʻu ki he ngaahi ʻakauni ʻa 
e mamahí, ngaahi netiueka kautaha mo e ngaahi sistemi 
fakakautaha. 

Tuʻunga 4: 
Fakatahatahaʻi ʻo e 
teitá mo e fakatupu 
paʻangá 
ʻOku fokotuʻutuʻu ʻa e ngaahi kaihaʻa fakamatalá ke ne 
toʻo ʻikai fakamafaiʻi ʻa e fakamatala ʻo e taha mamahí, 
ʻa ia ʻoku ʻiloa ko e ʻlogsʻ, ki he ngaahi seeva kākā fekau 
mo puleʻí. ʻI he fakalukufuá, ʻoku puleʻi ʻe he ngaahi 
kaihaʻa fakamatalá ʻa e apps fetohiʻaki ʻiloa, hangē ko e 
Telegram mo e Discord, ke vahevahe fakaʻilekitulōnika 
ʻa e lisi ʻo e ngaahi loká mo e kakai faihia ʻi he ʻinitanetí. 

ʻOku ʻi ai ʻa e ngaahi māketi fakapatonu ʻi he Telegram 
pea ʻi he toenga ʻo e uepisaiti taʻefakalaó ki hono 
fakatau atu mo e fefakatauʻaki ʻo e ngaahi loká. ʻOku 
fakatupu paʻanga ʻa e kakai faihia ʻi he ʻinitanetí ʻi he 
ngaahi loká ʻi he ngaahi founga kehekehe, ʻo kau ai ʻa e: 

•	 fakatau atu ʻo e ngaahi loká ʻi he ngaahi māketí, 
kau ai ʻa e kau polouka ʻoku fuofua aʻú 

•	 ngāue ʻaki fakahangatonu ʻo e taha 
mamahí, ʻo fou ʻi he kaihaʻasi ʻo e fakamatala 
fakaʻilongá ke fakafetongi paʻangá

•	 puleʻi ʻo e fakamatala ki he fuofua 
aʻu ki he ngaahi netiueka kautahá 
ki he ʻekitivitī lenisomuueá.

LOG

LOGLOG

Fakatātā 2. ʻEkosisitemi kaihaʻa fakamatalá mo e uesia ʻe ala hoko ki ha kautaha

Faʻu ʻa e kaihaʻa 
fakamatalá 

Tuku atu ke 
fakatau atu ʻa 
e peletifoomu 

kaihaʻa fakamatalá 

Fakatau ʻe he taha 
faihia ʻi he ʻinitanetí 
ʻa e aʻu ki he kaihaʻa 

fakamatalá

Tufaki ʻo 
e kaihaʻa 

fakamatalá

Taunilotu ʻe he 
taha mamahí 

ʻa e kaihaʻa 
fakamatalá

Fetukutuku ʻa e ngaahi loka ʻa e 
taha mamahí ki he seeva faihiá

Tuʻuaki ʻo e ngaahi loká ke 
fakatau atu ʻe he taha faihia 
ʻi he ʻinitanetí ʻi he māketi ʻi 

he uepisaiti taʻeafakalaó

Fakatau ʻe he polouka ʻoku 
fuofua aʻú ʻa e ngaahi loká, 

faʻu ʻa e aʻu ki he feituʻu 
ngāue ʻa e taha mamahí, 
fakatau atu ʻa e aʻu ko iá

Fakatau ʻe he 
lenisomuueá (pe ha) 
ʻopoleita kehe ʻa e aʻu 

ki he feituʻu ngāue 
ʻo e taha mamahí

ʻOku maumauʻi ʻa 
e kautahá ʻaki ʻa 
e lenisomuueá
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Ngaahi nunuʻá
ʻE lava ke ʻi ai ha ngaahi nunuʻa mamafa ʻo e ngaahi kaihaʻa fakamatalá ki he kakaí mo e ngaahi kautahá 
fakatouʻosi. Kapau ʻoku tānaki ʻe he ngaahi kaihaʻa fakamatalá ʻa e ngaahi fakamatala fakaʻilongaʻi ʻa e taha ngāue 
ʻakí, ʻe ngofua ke ngāue ʻaki ʻe he kakai faihia ʻi he ʻinitanetí ʻa e ngaahi fakamatala fakaʻilongaʻi ko ʻeni ʻa e taha 
ngāue ʻakí ke aʻu ai ki he ngaahi netiueka kautahá pe ngaahi sistemi fakakautahá ʻaki ʻa e ngaahi ʻakauni fakalao ʻa 
e taha ngāue ʻakí, ʻo faʻa toloi ai hono ʻiloʻi ʻe he kakai ʻoʻona ʻa e sistemí.

Ki he ngaahi kautaha kuo uesia ʻe he ngaahi kaihaʻa 
fakamatalá, ʻe ala kau ki he ngaahi nunuʻá ʻa e:

• lenisomuueá

• aʻu ʻoku ʻikai fakamafaiʻi ki he teitá

• maumauʻi ʻo e ʻīmeili pisinisí

• kaihaʻasi ʻo e koloa fakaʻatamaí

• kaihaʻasi ʻo e fakamatala pelepelengesí.

Ki ha taha tāutaha kuo uesia ʻe he ngaahi kaihaʻa 
fakamatalá, ʻe ala kau ki he ngaahi nunuʻá ʻa e:

• aʻu ʻoku ʻikai fakamafaiʻi ki he ʻīmeili tāutahaá pe 
ngaahi ʻakau mītia sōsialé pe

• lahi ange ʻa e faingamālie ke kaihaʻasi ʻa e 
fakamatala fakaʻilongaʻí

• lahi ange ʻa e faingamālie ʻo e ngaahi ʻohofi 
phishing

• mole fakapaʻanga pe ko e aʻu ʻoku ʻikai 
fakamafaiʻi ki he ngaahi ʻakauni fakapaʻangá

• mole ʻa e totonu ki he meʻa fakafoʻituituí.
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Keisi Ako
Ko e keisi ako ko ʻení kuo fakapuliki ʻa e hingoa ʻi aí ke lava ʻo fakamafola ki he kakaí. ʻOkú ne ngāue 
ʻaki ʻa e ngaahi meʻa kuo hoko ʻo kau ki he malu fakaʻilekitulōniká ʻa ia kuo uesia ai ʻa e ngaahi kautaha 
ʻAositelēlia ʻa ia kuo lipōti ki he ACSC ʻa e ASD.  Ko e kautaha kuo uesiá ʻoku lave ki ai ʻi heni ‘ko e 
kautahá’. Ko e ngaahi hingoa ʻo e kakai ʻi he keisi ako ko ʻení ʻoku ʻikai moʻoni pea ko e kuo toʻo ʻa e 
ngaahi fakaikiikí ke maluʻi ʻa e fakamatala fakaʻilongaʻi ʻo e kakai mamahí. 

Ko e kautahá ko ha pisinisi ʻAositelēlia 
ʻokú ne fakangofua ʻa e kau ngāué 
kenau aʻu ki he ngaahi sisitemi 
kautahá meí he ngaahi meʻangāue 
fakatāutahá. Ko ʻĀlisí ko ha taha 
ngāue ʻa e kautahá ʻa ia ʻoku ngāue 
meí he mamaʻó.
ʻI he taimi ʻoku ngāue ai mei ʻapí, 
ʻoku aʻu ʻa ʻĀlisi meí he mamaʻó ki he 
netiueka kautaha ʻene kautahá ʻo 
ngāue ʻaki ʻene lepitopu tāutahá. Naʻe 
taunilouti ʻe ʻĀlisi, ki he ʻene lepitopu 
tāutahá, ha tatau ʻo e Notepad++ (a 
ia ko ha faʻahinga ʻo e polokalama hiki 
fakamatalá) meí ha uepisaiti ʻa ia naʻá 
ne pehē ʻoku fakalao. Naʻe fakapuli ha 
kaihaʻa fakamatala ia ko e ʻinisitola 
ia ʻo e polokalama Notepad++.
ʻI he feinga ʻa ʻĀlisi ke ʻinisitolo ʻa e 
polokalamá, naʻe moʻui ʻa e kaihaʻa 
fakamatalá pea kamata ke ne 
hāvesi ʻa e ngaahi fakamatala 
fakaʻilongaʻi ʻa e taha ngāue ʻakí 
meí he ʻene lepitopú. Naʻe kau heni 
ʻene username mo e lea fakapulipuli 
ngāué, ʻa ia naʻá ne seivi ʻi he naunau 
seivi hū ʻene polokalama ʻinitanetí. 
Naʻe ʻave leva ʻe he kaihaʻa fakamatalá 
ʻa e ngaahi fakamatala fakaʻilongaʻi 
ʻa e taha ngāue ʻaki ko iá ki ha seeva 
fekau mo puleʻi ʻa ia ʻoku puleʻi ʻe ha 
kulupu kakai faihia ʻi he ʻinitanetí.

Ko e ngaahi loka naʻe kaihaʻasí naʻe 
fakatahaʻi ia mo e ngaahi loka kehe 
pea fakatau leva ki he kakai faihia 
ʻi he ʻinitanetí ʻo fou ʻi he māketi ʻi he 
uepisaiti taʻeafakalaó. 
Naʻe fakatau ʻe ha taha faihia ʻi he 
ʻinitanetí ko hono hingoa ko Bob ʻa 
e ngaahi fakamatala fakaʻilongaʻi ʻa 
e taha ngāue ʻaki ʻa ʻĀlisí, ʻiloʻi ʻo e 
ngaahi fakamatala fakaʻilongaʻi ʻa e 
taha ngāue ʻakí ki he ngaahi sēvesi ʻi 
he netiueka ʻene kautahá.  Naʻe teʻeki 
ai ke fokotuʻutuʻu ʻe he kautaha ʻa 
ʻĀlisí ʻa e MFA ki he ngaahi sēvesi ko 
ʻení, ʻa ia ʻoku ʻuhinga ia ʻe lava ʻe Bob 
ʻo ngāue ʻaki ʻa e ngaahi fakamatala 
fakaʻilongaʻi ʻa e taha ngāue ʻakí 
ʻataʻata pē ke ne fakamoʻoniʻi mo aʻu 
lelei  ki he netiueka kautahá.
ʻOku aʻu a Bob ki he netiueka kautaha 
ʻa e kautaha ʻa ʻĀlisí ʻo ʻikai ʻiloʻi 
ʻongāue ʻaki ʻa e  ngaahi fakamatala 
fakaʻilongaʻi fakalao ʻa e taha 
ngāue ʻakí. Naʻe lava ʻa Bob ʻo ʻunu 
loloto ange ʻi he netiueka kautahá, 
ʻiloʻi ʻa e teita pelepelengesi ʻoku ʻoʻona 
ʻe he kautahá pea toʻo ia koeʻuhi ke 
lava ʻo fakamālohiʻi ʻa e kautahá.
Hili hono kaihaʻasi ʻa e teita 
pelepelengesí, naʻe liliu ʻe Bob ʻa e 
ngaahi teitapeisi mo e ngaahi sisitemi 
faile ʻa e kautahá  ke ʻoua ʻe toe lava 
ʻa e aʻu ki aí.
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Ngaah Fakasiʻisiʻi Uesiá
ʻE ʻikai ala lava ʻe he ngaahi kautahá ke fakamālohia 
ʻa e ngaahi founga puleʻi ki he ngaahi meʻangāue ʻa ia 
ʻoku fakahoko ki he ʻenau netiueka kautahá, tautefito 
ʻi he ngaahi meʻangāue fakatāutaha ʻa ia ʻoku ngāue 
ʻaki ʻe he kau ngāue ʻoku ngāue meí he mamaʻó. ʻOku 
fokotuʻu atu ʻe he ACSC ʻa e ASD ke tāfataha ʻa e ngaahi 
kautahá ʻi hono ngāue ʻaki ʻa e ngaahi founga puleʻi ke 
maluʻi ʻaki kinautolu meí he fakatuʻutāmaki ʻo e tāketi 
ʻe he ngaahi kaihaʻa fakamatalá ʻa e ngaahi fakamatala 
fakaʻilongaʻi ʻa e taha ngāue ʻakí. Ko e ngaahi fakasiʻisiʻi 
uesia ko ʻení ʻoku kau ki ai ʻa e:

Fakahoko ʻo e ako maʻá e kau ngāué ke ʻilo lahi 
ange ki he malu fakaʻilekitulōniká 

•	 Fakaʻehiʻehi meí he ola lelei ha ʻenisinia 
fakasōsiale mo e ngaahi tuanilouti faile kākaá 
ʻaki hono fakahoko lelei ʻo e ako maʻá e kau 
ngāué. 

•	 Fakatokanga ke ʻilo ʻo kau ki he ngaahi kaihaʻa 
fakamatalá, ko ʻenau ngaahi founga ngāué mo e 
ngaahi fakamanamana phishing ki hoʻo kautahá.

Maluʻi ʻa e ngaahi ʻakauni kautahá

•	 Ngāue ʻaki ʻa e MFA:
•	 Ngāue ʻaki ʻa e MFA ʻi he kotoa ʻo e ngaahi sēvesí 

ʻi tuʻa mo loto, ngaahi sisitemí mo e ngaahi 
tauhiʻanga teita pelepelengesí, tautautefito ki 
he webmail, ngaahi VPN, mo e ngaahi ʻakauni 
fakangatangata ʻa e taha ngāue ʻakí ʻoku aʻu ki 
he ngaahi sisitemi mahuʻingá. Ko e founga lelei 
tahá ke ngāue ʻaki ʻa e phishing-resistant MFA ki 
he kotoa ʻo e ngaahi ʻakauní.

•	 Tamateʻi ʻa e ngaahi ʻakauni ʻa e taha ngāue ʻakí ʻi 
he taimi ʻoku ʻikai ke toe fie maʻu aí.

•	 Fakangatangata ʻa e ngaahi mafai ʻetiminí:
•	 Fakahoko ʻa e puleʻi ʻo e netiueká mo e ngaahi 

ngāue fakangatangata kehé ʻo ngāue ʻaki ha 
komipiuta pē ʻe taha ʻoku loka (i.e. ha komipiuta 
ʻetimini ʻoku malu).

•	 Muimui ʻi he founga lelei taha ki he mafai-siʻi 
hifó ʻaki hono tuʻutuʻuni ʻa e kau ʻetiminí ke 
ngāue ʻaki ha ngaahi ʻakauni ʻa e taha ngāue ʻakí 
ʻoku fakangatangata ki hono puleʻi ʻo e ngaahi 
sisitemí mo ha ngaahi ʻakauni angamaheni ʻa e 
taha ngāue ʻakí ki he ngaahi ngāue ʻoku ʻikai ko 
ha ngāue ʻetiminí.

•	 Taʻofi ʻa e aʻu ʻa e ngaahi ʻakauni fakangatangata 
ʻa e taha ngāue ʻakí (ʻikai kau ki ai ʻa kinautolu 
kuo fakamafaiʻi fakamahino ke aʻu ki he ngaahi 
sēvesi ʻi he ʻinitanetí) ki he ʻinitanetí, ʻīmeilí mo e 
ngaahi sēvesi ʻi he ʻinitanetí.

•	 Fakakaukauʻi ʻa e ngāue ʻaki ʻo e just-in-time 
administration ki he ngaahi sisitemí mo e 
polokalamá. 

•	 Fakamālohia hono puleʻi mo ʻaotita ʻo e ngaahi 
ʻakauni fakangatangata ʻa e taha ngāue ʻakí.

•	 ʻAputeiti maʻupē ʻa e ngaahi lea fakapulipuli, 
tautautefito ki he ngaahi ʻakauni external-facing 
ʻoku aʻu ki ai meí he mamaʻó.

•	 Fakamālohia ʻa e ngaahi lifespan time outs mo 
e ngaahi tuʻutuʻuni ngāue sunset ʻi he ngaahi 
session tokens mo e cookies. 

Fakamālohia ʻa e malava ʻo fakahoko ki he ngaahi 
naunau fakakautahá

•	 Fakahoko ha sivi ʻo e fakatuʻutāmaki ki he 
malava ʻo fakahoko ki he naunau fakakautahá 
mo ngāue ʻaki ʻa e ngaahi fakahinohino ki hono 
fakamālohia ʻo e fakahoko ki he kautahá.

•	 Ngāue ʻaki ʻa e tuʻutuʻuni ngāue Bring Your Own 
Meʻangāue (BYOD) kapau ʻokú ke fakangofua ʻa 
e kau ngāué ke ngāue ʻaki ʻa e ngaahi meʻangāue 
fakatāutahá ki he ngāué, koeʻuhi ʻoku malu ange 
ʻa e ngaahi meʻangāue ʻoku puleʻi fakangāué ʻi he 
ngaahi meʻangāue fakatāutaha ʻoku ʻikai puleʻí.

Toe vakaiʻi pea siviʻi ʻa e ngaahi fakatuʻutāmaki ki 
he seini sapalai meí he kau faifakatau ʻoku naʻu 
aʻu ki hoʻo netiueká, kau ki ai ʻa e kau faifakatau 
Software-as-a-Service (Saas) mo e Niʻihi Fakahoko 
Ngāue ʻoku Puleʻí. Founga ke Puleʻi ʻAki Hoʻo Malú 
ʻi Hono Fakakau Mai ha Taha Fakahoko Ngāue ʻoku 
Puleʻi.

Maluʻi hoʻo netiueka kautahá

•	 Tauhi ke ʻaputeiti hoʻo ngaahi polokalamá mo e 
operating systems.

•	 Ngāue ʻaki ʻa e ngaahi tuʻutuʻuni ngāue maluʻi 
lōkoló ke fakamālohia ʻa e puleʻi ʻo e polokalamá 
ʻaki ha lisi fakangofua ʻoku fefeka. 

•	 Ngāue ʻaki ʻa e fakakongokonga ʻo e netiueká ke 
fakamavahevahe ʻaki ʻa e ngaahi konga netiueká 
ʻo makatuʻunga ʻi he tuʻungá mo e ngāué. 

•	 ʻAotita mo siofi ʻa e ngaahi ʻekitivitī ʻa e taha 
ngāue ʻakí, tautefito ki he kau ngāue meí he 
mamaʻó. 

•	 ʻE lava ʻe hono siofi ʻo e ngaahi ʻakauni 
fakangatangatá ʻo tala ʻa e aʻu ʻikai fakamafaiʻi 
ki he teita pelepelengesí pe ko e ngaahi ʻekitivitī 
feʻaveʻaki teita ʻoku ʻikai angamaheni, ʻo hangē ko 
e ngaahi teita voliume lalahi kuo ʻapulouti ki he 
netiueka ʻi tuʻá. 

•	 Ngāue ʻaki ʻa e ngaahi tuʻutuʻuni ngāue ki hono 
taʻofi ʻo e mole ʻa e teitá mo e ngaahi naunaú 
ke taʻofi ʻaki hono feʻaveʻaki ʻikai fakamafaiʻi ʻo e 
teitá.   

https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-administration/restricting-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-enterprise-mobility
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism/cyber-security-guidelines/guidelines-enterprise-mobility
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/outsourcing-and-procurement/managed-services/how-manage-your-security-when-engaging-managed-service-provider
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/outsourcing-and-procurement/managed-services/how-manage-your-security-when-engaging-managed-service-provider
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/outsourcing-and-procurement/managed-services/how-manage-your-security-when-engaging-managed-service-provider
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Hoko ko ha ASD Cyber Security Network 
Partner pea kau ki he sēvesi ASD’s Cyber Threat 
Intelligence Sharing (CTIS)

•	 Ko e CTIS ko ha peletifoomu vahevahe faʻahi-
ua ʻoku malava ai ke maʻu ʻe he puleʻangá mo 
e ngaahi hoangāue fakangāué mo vahevahe 
atu ʻa e fakamatala fekauʻaki mo e ʻekitivitī kākā 
fakaʻilekitulōniká.

•	 ʻOku muimuiʻi ʻe he ACSC ʻa e ASD ʻa e ʻekitivitī 
kaihaʻa fakamatalá mo vahevahe ʻa e ngaahi 
fakaikiiki ʻo e fekau longomoʻui mo e puleʻi ʻo e 
meʻangāué ʻo fou ʻi he peletifoomu CTIS. 

•	 Lēsisita ke hoko ko ha hoangāue pea maluʻi 
hoʻo kautahá mo e kasitomaá meí he ngaahi 
fakamanamana ʻa e taha faihia ʻi he ʻinitanetí.

Mateuteu ki ha maumau

•	 Faʻu ha palani ngāue ki ha meʻa ʻe hoko ʻo kau 
ki he malu fakaʻilekitulōniká ke ngāue ʻaki ʻi 
he hoko ha maumau ʻa e kaihaʻa fakamatalá 
Fakapapauʻi ʻoku ʻilo ʻe he kau ngāué ʻa ia ke 
fakahokó mo e taha kenau fetuʻutaki ki ai kapau 
kuo nau taunilouti ha faile ʻoku ngalikehe. 

Ngāue ʻaki ʻa e ASD’s ACSC’s Essential Eight

•	 Tānaki atu ki he ngaahi fakasiʻisiʻi uesia kuo lave 
ki ai ʻi ʻolungá, ʻoku mātuʻaki fokotuʻu atu ʻe he 
ACSC ʻa e ASD ʻa hono ngāue ʻaki ʻo e toenga ʻo e 
ASD’s ACSC’s Essential Eight.

Faleʻi hoʻo kau ngāué ʻi he taimi ʻokú nau ngāue ai 
meí he mamaʻó

•	 Maluʻi hoʻo fakamatala ʻi hoʻo ngaahi meʻangāue 
fakatāutahá
	– Faʻu ʻa e haisini fakaʻilekitulōnika ʻoku saí 

pea ʻoua ʻe lomi ʻi he ngaahi fehokotakiʻanga 
ʻinitaneti ngalikehé pe ngaahi pop-ups, 
pe ko hono taunilouti ʻo e ngaahi faile 
pe polokalama meí he ngaahi maʻuʻanga 
fakamatala ʻoku ʻikai ʻiloʻí pe ʻikai falalaʻangá.

	– Ngāue ʻaki ʻa e ngaahi lea fakapulipuli 
kehekehe ki he ngaahi ʻakauni ngāué mo e 
tāutahá. Ngāue ʻaki ʻa e MFA ki he ngaahi 
ʻakauni tāutahá kapau ʻoku lava.

	– ʻOua ʻe tauhi hoʻo ngaahi fakamatala 
fakaʻilongaʻi ʻi he ngāué ʻi ha pule tāutaha ʻo 
e lea fakapulipuli tukukehe ka fakangofua 
mahino ia ʻe hoʻo pule ngāué. ʻOku kau 
ki heni ʻa e pule lea fakapulipuli ʻa hoʻo 
polokalama ʻinitanetí. Kapau ʻoku tālaʻa, 
kole ke ʻoatu ʻe hoʻo pule ngāué ha 
pule lea fakapulipuli ʻoku tokoniʻi ʻe he 
kautahá.

	– ʻOua ʻe hū ki hoʻo ngaahi ʻakauni ngāué meí 
ha ngaahi komipiuta ʻoku ngāue ʻaki tokolahi 
pe fakakolo. 

	– Tokanga ki he meʻa ʻa ia ʻoku tauhi ʻi 
he naunau fakafonu ʻiate ia pē ʻo hoʻo 
polokalama ʻinitanetí. ʻOku tāketiʻi ʻe he 
ngaahi kaihaʻa fakamatalá ʻa e teita ʻoku seivi 
ʻe he ngaahi polokalamá ki he ngaahi foomu 
fakafonu ʻiate ia peé.  ʻI hono fakafonu ʻo e 
ngaahi foomu ʻi he ʻinitanetí, vakaiʻi ʻa hono 
fakafonu pē ʻe koe ʻa e teita pelepelengesí, ʻo 
hangē ko e ngaahi fika kulētiti kaati, kae ʻoua 
ʻe tauhi ia ʻi he naunau fakafonu ʻiate ia pē ʻo 
hoʻo polokalama ʻinitanetí. 

	– Hū ki tuʻa meí he kotoa ʻo e ngaahi sēvesi 
ʻi he ʻinitanetí pea tamateʻi ʻa e ngaahi 
cookies ʻo e polokalama ʻinitanetí hili hono 
fakaʻosi ha taimi sio ʻi he ʻinitanetí koeʻuhi 
ke fakasiʻisiʻi ʻa e fakamatala ʻoku ʻatā ki he 
ngaahi kaihaʻa fakamatalá.

	– Fakapapauʻi ʻoku fakamoʻui ʻa e ʻenitīvailasi 
ʻi loto ʻi hoʻo operating system.  Kapau ʻokú 
ke ngāue ʻaki ha ʻenitīvailasi faʻahi hono tolu, 
fakapapauʻi ʻoku tauhi ke ʻaputeiti pea naʻe 
maʻu meí ha faifakatau falalaʻanga.

Tokoni
Ko e ngaahi kautaha ʻAositelēlia kuo uesia pe ʻoku fie maʻu ha tokoni ʻo 
fekauʻaki mo ha maumau ʻa e info stealer ʻe lava ʻo fetuʻutaki ki he ACSC ʻa e 
ASD ʻo fou ʻi he  1300 CYBER1 (1300 292 371) pe ʻaki hono fakahū atu ʻo ha 
lipōti ʻi he cyber.gov.au/report.

ʻOku fakalotolahiʻi ʻe he ACSC ʻa e ASD ʻa e ngaahi kautahá kenau lipōti ʻa e ngaahi ʻekitivitī 
netiueka ngali kehé mo e ngaahi fakaʻilonga ʻo e maumauʻí ʻa ia ʻoku fekauʻaki mo e ngaahi kaihaʻa 
fakamatalá, ʻo tatau ai pē kapau ʻoku fakangatangata ʻa e meʻa naʻe hokó. ʻOkú mau ngāue ʻaki ʻa 
e fakamatala ʻokú ke ʻomaí ke fakaleleiʻi ʻaki ʻemau mahino ʻo kau ki he ngaahi founga ʻa e 
cyber threat actors’, ngaahi founga mo e founga ngāue, ʻa ia ʻokú ne tokoniʻi kimautolu kemau 
fakatokanga ki he ngaahi kautaha ʻAositelēlia kehe kuo tāketiʻi ʻi he founga tatau.  

https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/report-and-recover/report


Fakamatala Fakaʻataʻatā
Ko e ngaahi fakamatala ʻi he tohi fakahinohino ko ʻení ʻoku natula fakalukufua pea ʻoku 
ʻikai totonu ke lau koha fale’i fakalao ia pe fakafalala ki ai ka ʻi ai ha fa’ahinga me’a pe 
ha meʻa fakafokifā ʻe hoko.  ʻI ha meʻa mahuʻinga, ʻoku tonu ke ke fekumi ki ha fale’i 
fakapolofesinale totonu mo tauʻātaina ʻo felāveʻi mo e ngaahi tuʻunga ʻoku ke ʻi aí.
ʻE ʻikai ke tali ʻe he Kominiuelí ha fatongia pe ha moʻuá koeʻuhi ko ha maumau, mole 
pe fakamole ʻe hoko koeʻuhi ko ha fakafalala ʻi he fakamatala ʻoku ʻoatu ʻi he tohi 
fakahinohino koeni. 
Totonu ki he Hiki Tataú
© Kominiueli ʻo ʻAositelēlia 2025
Tukukehe ʻa e Silá mo ha feitu’u kehe ʻoku tu’u ai, ko e ngaahi fakamatala kotoa ʻoku 
tuku atu ʻi he tohí ni ʻoku fakamalumalu ia ʻi he Creative Commons Attribution 4.0 
International licence | creativecommons.org.
Ke ʻoua ʻe ʻi ai ha veiveiua, ko e ʻuhinga eni, ʻoku ngāue ʻaki pē ʻa e laiseni ko ʻení ki he 
ngaahi meʻa ʻoku ʻoatu ʻi he tohi ngāue ko ʻení.

ʻOku ʻatā ʻa e ngaahi fakaikiiki ʻo e ngaahi makatuʻunga takitaha ʻi he uepisaiti 
ʻa e Creative Commons ʻo hangē ko e Tuʻutuʻuni Fakalao ki he laiseni CC BY 4.0 | 
creativecommons.org.
Ngāue ʻaki ʻo e Silá
ʻOku fakaikiiki ʻa e ngaahi tuʻunga ʻa ia ʻe lava ʻo ngāue ʻaki ai ʻa e Silá ʻi he Potungāue ʻa 
e Palēmiá mo e uepisaiti Kapinetí Fakamatala mo e Ngaahi Fakahinohino ʻa e Sila ʻo e 
Kominiuelí | pmc.gov.au.

Ki ha fakamatala lahi ange, pē ke lipōti ha meʻa kau ki he malu 
fakaʻilekitulōniká, fetuʻutaki mai kia kimautolu: 

cyber.gov.au | 1300 CYBER1 (1300 292 371)

Númeru ne’e disponivel atu uza deit iha Austrália laran.

https://cyber.gov.au
https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/legalcode.en
https://creativecommons.org/licenses/by/4.0/legalcode.en
https://www.pmc.gov.au/resources/commonwealth-coat-arms-information-and-guidelines
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