
Ko e ngaahi founga ke 
maluʻi ʻaki hoʻo ngaahi 
meʻangāue Internet of 
Things

Kuo faʻu ʻe he Australian Cyber Security Centre ʻa e fakamatala ko ʻení ke tokoni ki 
hono fakatau mo e ngāue ʻaki malu ʻe he komiunitií ʻa e ngaahi meʻangāue Internet 
of Things (IoT). Ko e meʻangāue IoT ko ha meʻa fakaʻaho kotoa ʻa ia kuo tānaki atu ki 
ai ʻa e fakahoko ki he ʻinitanetí. Ko e ngaahi fakatātā ʻo e ngaahi meʻangāue IoT ʻoku 
kau ki ai ʻa e ngaahi monitoa iikí, ngaahi tulouni, ngaahi meʻafaitā maluʻi, ngaahi 
televīsone simaatí mo e ngaahi meʻa liliu ivi solá. ʻOku angamaheni ke ngāue ʻaki ʻe 
he meʻangāue IoT ʻi loto ʻi he ngaahi ʻapí mo e ngaahi pisinisí ʻa e Wi-Fi pe ngaahi 
netiueka telefoní, ʻo hangē ko e 4G pe 5G, ke fakahoko ki he ʻinitanetí.

ʻOku lahi ha ngaahi meʻangāue IoT ʻa ia ʻoku lahi taha hono maʻu ʻi he ngaahi ʻapi 
ʻAositelēliá mo e ngaahi pisinisí naʻe ʻikai fakakaukauʻi hono maluʻí ʻi hono faʻú. Kuo 
iku eni ki he tuʻu laveangofua ʻa e ngaahi meʻangāué ki hono maumauʻi ʻo fou ʻi he 
ʻinitanetí.  ʻE lava ʻe he ngaahi meʻa ʻoku hoko ko iá ʻo fakaʻatā ʻa e kakai faihia ʻi he 
ʻinitanetí ke nau aʻu ʻikai fakangofua ki hoʻo meʻangāué mo e teita tāutahá koeʻuhí 
ko ha ngaahi taumuʻa kākā.
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Kimuʻa ʻi hono fakatau 
ha meʻangāue IoT
ʻOku mahuʻinga ke fekumi fekauʻaki mo e ngaahi 
meʻangāué kimuʻa pea fakahoko ha fakatau, 
koeʻuhi ʻoku tuku atu ʻe he kakai foʻu koloá ha 
ngaahi tuʻunga kehekehe ʻo e maluʻí. Kimuʻa ʻi 
hono fakatau ha meʻangāue, fakahoa ʻa e ngaahi 
meʻangāue tatau mo ia kuo fakatau atu ʻe ha 
kakai foʻu koloa kehekehe. Ko e ngaahi meʻa ke 
fakakaukauʻí ʻoku kau ki ai ʻa e:

1.	 Ko e meʻangāué naʻe ngaohi ʻe ha ngaahi kautaha 
ʻiloa mo ongoongo lelei pea kuo fakatau atu ia ʻe 
ha falekoloa ʻiloa mo ongoongo leleí? ʻOku lahi ange 
ʻa e faingamālie ke ngaohi ʻe he ngaahi kautaha ʻiloa 
mo ongoongo leleí ha ngaahi meʻangāue ʻoku kau 
hono maluʻí ʻi hono fakakaukauʻí. ʻOku lahi ange ʻa e 
faingamālie ke fakatau atu pē ʻe he ngaahi falekoloa 
ʻiloa mo ongoongo leleí ʻa e ngaahi meʻangāue meí 
he ngaahi kautaha ʻiloa mo ongoongo leleí, pea ʻoku ʻi 
ai ʻenau seini-sapalai fefeka ange ʻokú ne fakapapauʻi 
ʻoku aʻu atu kia koe ʻa e meʻangāué ʻo fakatatau ki he 
taumuʻa ʻa e taha foʻu koloá.

2.	 ʻOku lava nai ke liliu ʻa e lea fakapulipulí? ʻOku lelei 
maʻupē ke liliu hoʻo lea fakapulipulí. Neongo iá, kapau 
ʻoku uta ʻa e meʻangāué ʻaki ha lea fakapulipuli vaivai 
ʻi he tuʻunga naʻe foʻu ʻakí, ʻoku hoko eni ʻo mahuʻinga 
ange.  Ko e meʻangāue ʻoku lelei hono maluʻí ʻoku 
totonu ke ʻi ai hono ngaahi lea fakapulipuli ʻoku 
makehe, ʻikai lava ʻo ʻiloʻi, faingataʻa pea ʻikai malava ke 
mateʻi, koeʻuhí ko e ngaahi founga faingofua taha ke 
ʻohofi ai ha meʻangāue ʻaki ʻa e ngaahi lea fakapulipuli 
vaivai ʻi he tuʻunga naʻe foʻu ʻakí.

3.	 ʻOku tuku atu ʻe he taha foʻu koloá ha ngaahi 
ʻaputeití? ʻOku mahuʻinga ke tuku atu ʻe he ngaahi 
kautahá ʻa e ngaahi ʻaputeiti ke ne fakaleleiʻi ʻa e 
ngaahi matavaivai ʻo e meʻangāué ʻi he taimi ʻoku 
ʻiloʻi aí. Hangē ko ʻení, kapau ʻoku ʻi ai ha ngaahi 
matavaivai ʻoku ʻiloʻi ʻi he polokalama ʻi he meʻangāué 
pe kuo faʻu ʻe he kau heka ʻinitanetí ha ngaahi founga 
foʻou ki hono maumauʻi hoʻo meʻangāué, ʻoku fie 
maʻu ʻa e ngaahi ʻaputeití ke nefakahoko ʻa e ngaahi 
monomonó.

4.	 Ko e hā ʻa e teita ʻe tānaki ʻe he meʻangāué pea 
ko hai ʻe vahevahe ki ai ʻa e teita ko iá? Ko e 
fakamatala fekauʻaki mo e teita ʻe tānakí mo e founga 
ʻe ngāue ʻaki aí ʻoku totonu ke ʻosi maaʻu ia ʻi he 
uepisaiti ʻa e taha foʻu koloá pe ʻi he ʻenau tuʻutuʻuni 
ngāue ki he totonu ki he meʻa fakafoʻituituí. ʻOku 
mahuʻinga ke fakakaukauʻi maʻupē ʻa e fakamatala ke 
tānaki ʻe he polokalama ʻinitanetí pe telefoni toʻotoʻó.

5.	 ʻOku fakahoko pē ʻe he meʻangāué ʻa ia ʻokú ke 
fie maʻu ia ke ne fakahokó? Ko hono fakatau ʻo ha 
meʻangāue ʻokú ne fakahoko ʻo hulu atu ʻi he meʻa 
ʻokú ke fie maʻú, kau ki ai ʻa e fakahoko ki he ʻinitanetí, 
ʻe ala fakasiʻisiʻi ai hoʻo maluʻí.  Ko e ngaahi ivi malava 
ʻo e meʻangāué ʻa ia ʻe ʻikai ke ke ngāue ʻakí ʻe lava ke 
ne fakalahi ʻa e tuʻu laveangofua ʻo e meʻangāué ki he 
ngaahi ʻohofi ʻo ʻikai ʻoatu ha lelei kiate koe.

Meʻangāue IoT
Fakakaukauʻi ha ngaahi fehuʻi faingofua ʻe niʻihi 
lolotonga hono fokotuʻu hoʻo meʻangāué, ke 
tokoniʻi koe ʻi hono tauhi ke malu hoʻo netiueká 
mo e teitá.

1.	 �̒Oku fie maʻu nai ke fakahoko ʻa e meʻangāué ki he 
ʻinitanetí? Koeʻuhí pē ʻoku lava ke fakahoko ia ʻoku 
ʻikai ʻuhinga ia ʻoku totonu ke fakahoko. Ko e ngaahi 
meʻangāue ʻa ia ʻoku ʻikai fakahoko ki he ʻinitanetí ʻoku 
siʻi ange ʻaupito ʻa e faingamālie ke maumauʻí. Kapau 
ʻe ʻikai ke ke ngāue ʻaki ʻa e ngaahi naunau ʻokufie 
maʻu ke fakahoko ki he ʻinitanetí, pea ʻoku totonu ke 
ke vakaiʻi pe ʻoku totonu ke fakahoko ia pe ʻikai. 

2.	 �̒Oku ʻi ha feituʻu malu ʻa e meʻangāué? Kapau ʻoku 
ʻikai fie maʻu ke fokotuʻu ʻa e meʻangāué ʻi ha feituʻu 
ʻoku ʻikai ke malu, ʻe lava ke fakasiʻisiʻi ʻa e faingamālie 
ʻo ha maumau fakafisikale ʻi hano fokotuʻu ia ʻi ha 
feituʻu ʻoku malú.

3.	 �Te u liiu ʻa e username mo e lea fakapulipulí meí 
he tuʻunga naʻe ʻuluaki ʻi aí? ʻOku mahuʻinga ke ke 
ngāue ʻaki ha lea fakapulipuli pe ha passphrase ʻoku 
mālohí. Kapau ʻoku ʻikai uta ʻa e meʻangāué fakataha 
mo ha lea fakapulipuli ʻoku makehe, ʻikai lava ke 
ʻiloʻi, faingataʻa pea ʻikai malava ke mateʻi ko e lea 
fakapulipuli ko iá ʻoku fie maʻu ia ke liliu. ʻOku tānaki 
pea pousi ʻi he ʻinitanetí ʻa e ngaahi username mo e 
lea fakapulipulí ʻi he tuʻunga naʻe ʻuluaki ʻi aí, ʻo hoko ai 
ke tuʻu laveangofua hoʻo meʻangāué. 

4.	 �̒Oku malu nai hono fokotuʻu ʻeku netiueka Wi-Fi, 
pea ʻokuʻi ai hano lea fakapulipuli ʻoku malu? Maluʻi 
hoʻo netiueka Wi-Fi mo e lautaá ke faingataʻa ange ʻa e 
aʻu ʻa e kakai ʻohofí ki hoʻo meʻangāuá mo hoʻo netiueká.  

Toe mahulu atu
Fokotuʻu ha netiueka Wi-Fi makehe ʻi hoʻo lautá ki he ngaahi 
meʻangāue IoT pē. ʻE ala ui eni ʻi hoʻo lauta Wi-Fi ko e netiueka 
‘guest’. Kapau ʻoku ʻikai fie maʻu ha fetuʻutaki ʻi he vahaʻa hoʻo 
ngaahi meʻangāue IoT, fakamoʻui ʻa e naunau ‘client isolation’. 
Ko hono tauhi ke mavahe hoʻo ngaahi meʻangāue IoT mei hoʻo 
teita pelepelengesí ʻokú ne fakapapauʻi ʻoku ʻikai fakaʻatā ai ha 
aʻu ki hoʻo ngaahi meʻangāue kehé pe teitá ʻaki hano maumauʻi 
ʻo ha meʻangāue IoT.

5.	 �Kuo tamateʻi ʻa e ngaahi naunau ʻo e meʻangāué ʻa 
ia ʻoku ʻikai ʻaongá? Kapau ʻoku ʻi ai ha ngaahi naunau 
ʻo hoʻo meʻangāué ʻoku ʻikai ke fie maʻu pe ʻikai ʻaonga 
(ʻo hangē ko e ngaahi meʻafaitā pe meʻa fakaleʻolahi 
leʻó), ʻoku totonu ke tamateʻi ʻeni kapau ʻe lava. 

Toe mahulu atu
Fakasio ha sētingi toe fokotuʻutuʻu ʻa ia ʻoku lave ai ki hono 
fakamoʻui ʻo e aʻu meí he mamaʻó ki he web administration 
interface ʻa e meʻangāué meí he LAN lōkoló pe WAN/ʻinitanetí 
Fakapapauʻi kuo seti ia ki he LAN lōkoló, tukukehe kapau ʻokú 
ke fie maʻu ʻe koe ʻa e aʻu meí he mamaʻó maʻa koe pē.
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Tauhi ʻo ha 
meʻangāue IoT
ʻOku ʻi ai ha ngaahi meʻa mahuinga ke manatuʻi ʻi 
he hili pē hono fokotuʻu hoʻo meʻangāue IoT pea 
ngāue ʻakí. ʻOku kau ki heni ʻa e:

1.	 Reboot maʻupē hoʻo ngaahi meʻangāué. ʻE lava ke 
ʻi ai ha ngaahi vailasi kapau ʻoku kamata ke tuai pe 
ʻikai toe ngāue lelei ʻa e meʻangāue IoT. Ko e lahi taha 
ʻo e meloueá ʻoku tauhi ia ʻi he memolií pea ʻe leva 
ke toʻo ngofua ia ʻaki ha meʻangāue reboot, ʻa ia, ko 
hono tamateʻi mo fakamoʻui ʻo e meʻangāué. Kapau 
ʻe kei hoko atu pē ʻa e tuai pe ʻikai ngāue lelei ʻa e 
meʻangāué hili hono fakahoko ha reboot, ʻahiʻahi ʻa 
hono fakafoki ki he tuʻunga naʻe ʻi ai ki muʻá kae ʻiloʻi 
pē ʻe ala tamateʻi heni ʻa e kotoa hoʻo teita ʻi he ʻakauni 
user mo e ngaahi sētingi fakatāutahá.

2.	 �Ngāue ʻaki maʻupē ʻa e ngaahi ʻaputeití. ʻOku 
ngāue ʻaki ʻe he ngaahi meʻangāue ʻe niʻihi ʻa e ngaahi 
ʻaputeití ʻiate ia pē. Ko e ngaahi meʻa ʻoku ʻikaí, vakaiʻi 
maʻupē ki he taha foʻu koloá pea ngāue ʻaki ʻa e 
ngaahi ʻaputeití ʻi he taimi ʻoku ʻatā ai ke ngāue ʻakí. 
ʻI he ʻikai toe ʻi ai ha ngaahi ʻaputeiti ʻe ngāue ʻaki ki 
hoʻo meʻangāué, fakakaukau ke ke ʻapukuleiti ki ha 
meʻangāue foʻou ange ʻa ia ʻoku ʻi ai hano ngaahi 
ʻaputeití. Ko e ngaahi meʻangāue ʻoku ʻikai ke aʻu ki he 
ngaahi ʻaputeiti fakamuimuitaha ki he maluʻí ʻe ʻikai 
ke maluʻi ia kapau ʻe ʻilo ha ngaahi matavaivai foʻou, 
pea ʻe ala hoko ʻa e ngaahi meʻangāue ko ʻení ko ha 
fakatuʻutāmaki ki hoʻo netiueká, totonu ki he meʻa 
fakafoʻituituí mo hoʻo teitá.

3.	 �Tamateʻi hoʻo meʻangāué ʻi he taimi ʻoku ʻikai ke 
ngāue ʻaki aí.  Ko hono tuku fakamoʻui mo fakahoko 
ki hoʻo netiueka Wi-Fi ʻo e ngaahi meʻangāue ʻoku 
ngāue ʻaki mo ʻikai tokangaʻí i ha ngaahi vahaʻa taimi 
lōlōa ʻe lava ke lahi ange ai ʻa e faingamālie ke ʻohofi 
hoʻo ngaahi meʻangāué. Ko e founga ʻe taha ke lava 
ʻo fakahoko ʻaki ení ko hono ngāue ʻaki ha maʻuʻanga 
ʻuhila ʻokú ne tala ʻa e taimí ke ne toki tufaki pē ʻa e 
ʻuhilá ki he meʻangāué lolotonga ha ngaahi houa kuo 
fakamahino pau.

4.	 �Siofi ha hiki lahi ʻi hoʻo ngāue ʻaki fakamāhina 
ʻo e ʻinitanetí pe ko e moʻuá. Ko ha ngaahi hiki 
lahi ʻi hono ngāue ʻaki ʻo e ʻinitanetí pe ko e ngaahi 
totongi moʻuá ʻe lava ke ne tala kuo maumauʻi ʻa hoʻo 
meʻangāué. Tukukehe ka fakatotoloʻi ʻeni ʻe ha vaʻa 
IT ʻi loto ʻi hoʻo pisinisí ʻoku totonu ke ngāue ʻaki ha 
fakafoki ki he tuʻunga naʻe ʻi ai ki muʻá (neongo iá ke 
ke ʻilo ʻe ala mate ai ʻa e kotoa hoʻo teita ʻi he ʻakauni 
user mo e ngaahi sētingi fakatāutahá), hoko ki ai mo e 
liliu hoʻo lea fakapulipulí. 

Fakaʻauha ʻo 
ha meʻangāue IoT
ʻE lava ʻe hono fakaʻauha ʻo e meʻangāué (ʻaki 
hono fakaʻauha pe fakatau atu ia) ke maʻu ai ʻe he 
kakai kehé ʻa e aʻu faingofua ki hoʻo fakamatala 
tāutahá pe teitá. Ngaahi founga ke taʻofi ʻaki ʻení 
ʻoku kau ai ʻa e:

1.	 Tamateʻi kotoa ʻa e teitá mo e fakamatala tāutahá. 
ʻOku totonu ke ʻoatu ʻe he taha foʻu koloá ha founga ke 
tamateʻi ʻaki hoʻo teitá mo e fakamatala tāutahá meí 
he meʻangāué mo e ngaahi polokalama fekauʻaki mo 
iá fakatouʻosi. ʻOku fakapapauʻi ʻe hono tamateʻi hoʻo 
fakamatala tāutahá ʻoku ʻikai ke aʻu ha taha ki ai hili 
hoʻo fakaʻauha ʻa e meʻangāué. Tamateʻi hoʻo ʻakauni 
ʻinitanetí kapau ʻoku ʻikai toe fie maʻu ia ʻo ʻikai ai ʻa e 
meʻangāue IoT.

2.	 �Fakahoko ʻa e fakafoki ki he tuʻunga naʻe ʻi ai ki 
muʻa ʻa e meʻangāué. ʻOku faʻu ʻa e toe fakafoki ki 
he tuʻunga naʻe ʻi ai ki muʻá ke ne tamateʻi ʻa e teita 
ʻoku tauhi ʻi he tauhiʻanga ʻo e telefoní pea fakafoki 
ʻa e ngaahi lea fakapulipulí, usernames mo e ngaahi 
tuʻunga naʻe ʻi ai ki muʻá. Vakaiʻi ʻa e tohi fakahinohino 
ʻa e taha ngāue ʻakí ki he meʻangāue pe ko e uepisaiti 
ʻa e taha foʻu koloá ki ha fakamatala ki he founga 
hono toe fakafoki ki he tuʻunga naʻe ʻi ai ki muʻá.

3.	 �Motuhi ʻa e meʻangāué meí he ngaahi telefoni 
toʻotoʻó mo e ngaahi meʻangāue kehe. Fakaʻauha ʻo 
ha meʻangāue ʻoku kei aʻu ki hoʻo ngaahi meʻangāue 
kehé, netiueká pe ngaahi ʻakauni ʻi he ʻinitanetí 
Fakapapauʻi ʻokú ke vakaiʻi hoʻo ngaahi meʻangāue 
kehé pea toʻo mo ha fakahoa mo e meʻangāue ʻokú ke 
fakaʻauhá. Toʻo ha ngaahi fakangofua kuo foaki ki he 
polokalama telefoni toʻotoʻó ʻa ia ʻoku ʻikai toe fie maʻú.

4.	 �Toʻo ha mītia ʻoku lava ʻo toʻo (e.g. ngaahi USB 
flash drive, ngaahi kaati memolī etc.) ʻa ia ʻoku 
fakapipiki ki he meʻangāué. ʻE ala ʻi ai ʻa e teita 
tāutaha ʻi he mītia ʻoku lava ʻo toʻó ʻa ia ʻoku ʻikai ke 
tamateʻi ʻaki hano toe fakafoki ki he tuʻunga naʻe ʻi 
ai ki muʻa ʻa e meʻangāué pea ʻoku totonu ke toʻo 
fakahangatonu, fakaʻauha fakahangatonu pea ʻave ʻo 
fakamavahe meí he meʻangāué. 
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Tokoni

Fetuʻutaki ki he Australian Signals Directorate’s Australian Cyber Security Centre 
ʻaki ʻa e ʻīmeili ki he asd.assist@defence.gov.au pe fetuʻutaki ki he Laine telefoni 
24/7 ki ha fiemaʻu tokoni fakavavevave ʻi he fika 1300 CYBER1 (1300 292 371).

Lipōti ʻa e hia ʻi he ʻinitanetí ki he ReportCyber ʻi he www.cyber.gov.au/report

Fetuʻutaki ki he IDCARE ʻo fou ʻi he ʻenau uepisaití www.idcare.org kapau kuo hoko 
kia koe hano kaihaʻasi ho fakamatala fakaʻilongaʻí. 

Vakai ki he www.cyber.gov.au ki ha faleʻi maʻau mo ho fāmilí. Lēsisita ki he Sēvesi 
Fakatokanga ACSC taʻetotongi ʻo kau ki he ngaahi fakamanamana fakamuimui ʻi 
he ʻinitanetí. 

Ke tau ngaohi a ʻAositelēlia ko e feituʻu malu taha ke fakahoko mei ai ki he ʻinitanetí.

Ki ha faleʻi ki he malu fakaʻilekitulōniká, vakai ki he www.cyber.gov.au

mailto:asd.assist%40defence.gov.au?subject=
Tel:1300 292 371
http://www.cyber.gov.au/report
http://www.idcare.org
http://www.cyber.gov.au


Fakamatala Fakaʻataʻatā
Ko e ngaahi fakamatala ʻi he tohi fakahinohino ko ʻení ʻoku natula fakalukufua pea ʻoku 
ʻikai totonu ke lau koha fale’i fakalao ia pe fakafalala ki ai ka ʻi ai ha fa’ahinga me’a pe 
ha meʻa fakafokifā ʻe hoko.  ʻI ha meʻa mahuʻinga, ʻoku tonu ke ke fekumi ki ha fale’i 
fakapolofesinale totonu mo tauʻātaina ʻo felāveʻi mo e ngaahi tuʻunga ʻoku ke ʻi aí.
ʻE ʻikai ke tali ʻe he Kominiuelí ha fatongia pe ha moʻuá koeʻuhi ko ha maumau, mole 
pe fakamole ʻe hoko koeʻuhi ko ha fakafalala ʻi he fakamatala ʻoku ʻoatu ʻi he tohi 
fakahinohino koeni. 
Totonu ki he Hiki Tataú
© Kominiueli ʻo ʻAositelēlia 2025
Tukukehe ʻa e Silá mo ha feitu’u kehe ʻoku tu’u ai, ko e ngaahi fakamatala kotoa ʻoku 
tuku atu ʻi he tohí ni ʻoku fakamalumalu ia ʻi he Creative Commons Attribution 4.0 
International licence | creativecommons.org.
Ke ʻoua ʻe ʻi ai ha veiveiua, ko e ʻuhinga eni, ʻoku ngāue ʻaki pē ʻa e laiseni ko ʻení ki he 
ngaahi meʻa ʻoku ʻoatu ʻi he tohi ngāue ko ʻení.

ʻOku ʻatā ʻa e ngaahi fakaikiiki ʻo e ngaahi makatuʻunga takitaha ʻi he uepisaiti ʻa e 
Creative Commons ʻo hangē ko e Tuʻutuʻuni Fakalao ki he laiseni CC BY 4.0 | 
creativecommons.org.
Ngāue ʻaki ʻo e Silá
ʻOku fakaikiiki ʻa e ngaahi tuʻunga ʻa ia ʻe lava ʻo ngāue ʻaki ai ʻa e Silá ʻi he Potungāue ʻa 
e Palēmiá mo e uepisaiti Kapinetí Fakamatala mo e Ngaahi Fakahinohino ʻa e Sila ʻo e 
Kominiuelí | pmc.gov.au.

Ki ha fakamatala lahi ange, pē ke lipōti ha meʻa kau ki he malu 
fakaʻilekitulōniká, fetuʻutaki mai kia kimautolu: 

cyber.gov.au | 1300 CYBER1 (1300 292 371)
Númeru ne’e disponivel atu uza deit iha Austrália laran.

https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/legalcode.en
https://creativecommons.org/licenses/by/4.0/legalcode.en
https://www.pmc.gov.au/resources/commonwealth-coat-arms-information-and-guidelines
https://www.cyber.gov.au/




Accessibility Report





		Filename: 

		Tips to secure your Internet of things devices_ton.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

