SMALL BUSINESS

RANSOMWARE PREVENTION CHECKLIST

Fill out this checklist to see if you’re ready for a ransomware attack.

Visit www.cyber.gov.au for more information.

On what devices/
Has the action platforms/services
been completed? | has the action

been completed?

Action

Completed by Date completed

Update your

devices and turn on Yes D No |:|
automatic updates

Setup regular

backups and Yes |:| No |:|
restoration testing

s Yes I no L
ottware ves [ no [
orotection e | Yes [ no ]
Disable macros ves ] NolJ
cuthentication | Yes[J no[J
::‘sasl::\i:':szs ves L] No []

Prepare your

Ransomware Backup
and Response Yes ] No [ N/A

Register
Extra measures for small businesses or advanced home networks
(Speak to an IT professional if you are unsure)
Secure your servers Yes D No |:|

Minimise your

external facing Yes D No D
footprint
Migrate to

. Yes D No D

cloud services

Provide employee

training and Yes D No |:| N/A
awareness
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https://www.cyber.gov.au
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