ADVANCED STEPS

Summary Checklist

Use this handy checklist

=
Q=
s=|. fto track your progress:

I have implemented the most effective I ensure | secure my loT devices:
[] p [] y

MFA methods on all my accounts. [_] Before purchasing an loT device.

I have secured my accounts usin When setting up an loT device.
[] y g [ gup

a password manager. L] When maintaining an loT device.

|:| I have improved my Wi-Fi router [ ] When disposing of an loT device.
security by:
Ih t ter’
[ ] Changing my router’s default username |:| ave e_ncryp ed my computer’s
hard drive.
and password.
[ ] Changing my default Wi-Fi username |:| I have extended my cyber secure
and password. thinking by ensuring | am:
L] Changing to the strongest Wi-Fi L] Taking control of my mailboxes.

encryption (WPA3 or WPA2). ] Continuing to learn more about

[ ] Updating my router’s firmware. cyber security.

[ ] Disabling remote management

and UPnP on my router. ( \A

[] Enabling Guest Wi-Fi.

For more information, or to report a cyber security incident, i Australian Government / cC pusiralion
~CSC

Cyber Security
Centre

contact us: Cyber.gOV.GU | 1300 CYBERI (]300 292 37]) < Australian Signals Directorate



http://cyber.gov.au
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