TIAIN NABI (SIGN-UP)
Nakon ara free tieweti n ara uebutiati ae
cyber.gov.au

RIBOTINI

Mwakuri n aonikai (cybercrime)
nakon te REPORTCYBER:
cyber.gov.au/report

REITAKI
N tarebonia 1300 CYBERI ke n nora te

uebutiati ae cyber.gov.au
Te nambwa aio e ti kona ni kabonganaki ioon Aotiteria.
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5. TARARUAIKO MAN
TAIAN AONIKAI

Taan aonikai a kakamanena te imeeri, SMS,
tareboniko ao te Social media n aonikaia
aomata bwa ko na kauka te attachment,
kona nora te uebutiati, rinanoa rinnakoan am
akaunti, rinanoan rongorongo aika kakawaki
ke ni karaai mwane ao taian bwaintangira
(gift KAATI (CARD)). Ana kaoti message ni
karaoi aia reitaki nakoim are aongkoa ngaia
temanna ke te rabwata ae ko kina, are ko na
kantaningaia bwa kona onimakinna.

Ni kunei taian scam message, kona tai ao niiango:

® Te Rabwata ae kinaki (Authority):
Te message are aongkoa ngaia temanna man te
rabwata ae kinaki?

Kawaekoaki (Urgency): Ko tuangaki bwa e aki tau
taina bwa ko riai n anga am kaeka?

Namakin (Emotion): Te message e na kanakoa
nanom, ni maku, kantaninga ke ni inganga?

Te tare (Scarcity): Te message e kaotia bwa e a tare
te bwai teuana?

Bwai aika riki (Current events): Te message
e irekereke ma rongorongo aika boou, botaki
aika bubura ke tai aika kaokoro inanon te ririki
(ribotinakin te tax)?

Tuoa te message bwa e katitika:

@ Okcirikaki nakon te bwai ae ko onimakinna.
Nora te uebutiati ae ataki, rinnakoa am
akaunti, ke n tarebonia aia nambwa naake a
kakanakoi katanoata. Tai kamanena taian link ke
rongorongom n te message ake ko na kanakoi ke n
anga ioon te tareboon.

Tuoa te rongorongo bwa e bon oioi man te tabo

ae kinaki ao n tua bwai aika aki riai n fuangko. Te
katoto, am bangke are ana aki riai n tuangko am
password.

Ibukin rongorongona riki ibukin kinakin taion scam
message, nakon te Australian Cyber Security Centre
(ACSC)’s Detecting Socially Engineered Messages
publication, ao ni kakarekei rongorongo n kariniko
(signing up) nakon ana tieweti te ACSC’s Alert Service n
te uebutiati ae cyber.gov.au.
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1. UPDATE AM DEVICE

Taan cybercriminal ana aekina (hack) am
device ni kamanena te kabanea ni kabwaka n
te tititem ke n app. Taian update iai nangoaia
(security upgrades) ibukin katamaroan

taian kabwaka n te tititem. Kamaeua taian
automatic updates bwa e na tauraoi ni maeu
irouna n akea manga kumekumeana.

Kamaeua te automatic updates iacon am device
nako:

@ Mobile

@ Loptop
@ Desktop

Tutuoi taian updates n am:

@ Apps

0 Buroukuraem

Q Smart devices ?
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2. KAMAEUATE
MULTI-FACTOR
AUTHENTICATION (MFA)

Te MFA e katamaroa nangoam man
karakan riki taian kamanomano mai
irouia cybercriminal n rinnakoi am files ao
akaunti.

Ni kammwakura MFA, ni moa man am akaunti
aika a kakawaki:

@ Imeeri akaunti

@ Bangke iaonrain ao akaunti ake a kawakin
mwin am bwakamwane

@ Social media

3. BACK UP AM DEVICE

Te backup bon karekean katoton
rongorongo (digital copy) ake a
kawakinaki n am device, n aron tamnei,
rongorongo, birim, ao data man taian
application. E kona ni kawakinaki inanon
te external storage device ke n te cloud.
Nanon te backing up bon karekean am
files ngkana e bua am device, kimoaki, ke n
uruaki.

Kateimatoa te back up n am device:
@& Mobile

@ Loptop

@ Desktop

@ Tablet

4. KARAOI AM
KIBUNTAEKA NI KARABA
(PASSPHRASES)

Ngkana te MFA akea, kamanenan te
kibuntaeka ni karaba (passphrase) bon tii
ngaia te anga ni kamanoi rongorongom ao
am akaunti mai irouia taan iowawa.

Kibuntaeka ni karaba (passphrase) e bon
kamanena aua ke iaona riki taian taeka aika
kakaokoro ibukin am password. Bita am
password nakon te kibuntaeka ni karaba
(passphrases), ni kakoaua raoi bwa:

@ Abwakina: ngkana e ananau te kibuntaeka
ni karaba, e a raoiroi riki. N aki kee iaan 14 te
man ni koroboki abwakina.

@ Kanganga uringakina: kamanenan taeka
aika irengan ae akea irekerekeia.

® Kakaokoro: n aki kamanenaaki am
kibuntaeka ni karaba n am akaunti ake

tabeua. @
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