SIGN UP
Wantaim kisim nating toksave sevis
bilong mipela cyber.gov.au

RIPOTIM
Ol cybercrime go long
REPORTCYBER:
cyber.gov.au/report

TOKSAVE LONG MIPELA
Ringim 1300 CYBERI o go long
cyber.gov.au

Dispela namba em yu ken yusim insait long Australia tasol.

BIHAINIM MIPELA
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5. LUKAUT LONG OL SCAMS

Ol cybercriminals save yusim email, SMS,
phone call na social media long giamanim

yu na bai yu opim ol attachment, go long ol
websait, tokim ol long ol akaunt infomesin
bilong yu, givim ol personal infomesin bilong
yu o salim moni o ol arapela gutpela samting
long ol. Dispela ol message o toktok em ken luk
olsem em ikam long ol manmeri o ogenaisesin
yu save gut long em.

Long luksave long ol scam messages, yu mas stop na
tingting:

@ Authority: Dispela message em luk olsem em kam
long wanpela bikman, bikmeri o official?

Urgency: Dispela message em tokim yu olsem taim
em sot na yu mas mekim samting hariap tasol?

o em mekim yu pret o yu tinging planti?

o
@& Emotion: Dispela message em mekim yu pilim wari
o

Scarcity: Dispela message em tokim yu olsem yu
ken kisim wanpela gutpela samting tasol ino gat
planti?

Current events: Dispela message em toktok long
ol samting em kamap nau tasol olsem long nius o
sampela kain bikpela event or samting em kamap
long ol kain taim bilong yia (olsem taim bilong
wokim takis)?

Sapos yu laik sekim message em gutpela o nogat:

@ Go bek na sekim samting yu save em orait
o gutpela. Go long official websait, go insait
long akaunt bilong yu, o ringim hamba bilong
ogenaisesen stret. Noken yusim ol links o arapela
kontekt infomesen yu kisim long dispela message ol
salim o ol givim yu long fon.

Sekim na lukim sapos ol official toksave em tokim
yu wanem samting em ol bai no nap askim yu. Kain
olsem, bank em tok olsem ol no nap askim long
password bilong yu.

Sapos yu laikim sampela moa infomesen long wei
bilong luksave long ol scam messages, go lukim
Detecting Socially Engineered Messages pablikesen na
kisim olgeta toksave taim you sign-up long alet sevis
bilong ACSC long cyber.gov.au.

OL ISI STEPS

LONG STRONGIM OL
DEVICE NA OL AKAUNT
BILONG YU.

LONG RAUSIM HEVI BILONG OL
CYBERCRIMINAL, BIHAINIM OL
DISPELA SAMTING

N AUSTRALIAN
SIGNALS
- H DIRECTORATE

/~ACSC#

Australian Signals Directorate




1. MEKIM UPDATE LONG
OL DEVICE BILONG YU

Ol cybercriminal bai yusim ol dua long system
o app bilong yu. Taim yu mekim update,
dispela em ken pasim ol dispela kain dua na
banisim gut. Taim yu tanim on automatic
update em ken mekim dispela samting kamap
em yet.

Tanim ON automatic update long olgeta device bilong
yu:

Q Mobile phone

@ Laptop

@ Desktop

Sekim olsem update em kamap long ol dispela samting
bilong yu:

@ Apps
@ Programs
Q Smart devices

G\UTOMATIC UPDATES @

2. TANIM ON MULTI-FACTOR
AUTHENTICATION (MFA)

MFA em bai strongim security bilong yu na
bai mekim hat moa long ol cybercriminal long
painim wei long go insait long ol file o akaunt
bilong yu.

Yusim MFA na stat wantain ol bikpela akaunt bilong yu:
0 Email akaunt

0 Online banking wantaim ol payment infomesin
bilong yu

0 Social media

3. MEKIM BACKUP LONG
OL DEVICE BILONG YU

Backup em olsem yu kisim infomesin na yu
mekim narapela kopi gen. Yu ken mekim
backup bilong ol poto, moni infomesin o
arapela kain pepa wok na yu putim long
external storage device o yu putim long
internet. Sapos yu mekim backup, bai yu ken
kisim infomesin bilong yu bek gen taim ol i
stilim o yu lusim infomesin o samting bagarap
long device bilong yu.

Makim taim we yu bai mekim backup long ol device
bilong yu.

0 Mobile phone
0 Laptop

@ Desktop

@ Tablet

4. YUSIM STRONGPELA
PASSPHRASES

Sapos yu painim olsem nogat MFA, yu ken
yusim strongpela passphrase long lukautim
infomesin na akaunt bilong yu long ol birua.

Wanpela passphrase em ken yusim fopela (4) o moa
wod olsem password. Senisim password bilong yu go
long passphrase, na sekim olsem:

@ Longpela: Sapos passphrase em longpela, em bai
hat moa long painim aut. Traim yusim kain olsem 14
0 moa namba o leta.

@& Mas hat long painim aut: Yusim ol kainkain wod em
ol no wankain.

@ Yusim wanpela passphrase long ol wanwan akaunt
tasol. Noken yusim wankain long ol arapela akaunt.
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