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5. CANH GIAC VAN DE
& >
LUA DAO
T6i pham mang dung email, tin nhan SMS, cac
cudc goi dién thoai va mang x3a hi dé lta quy
vi md tai liéu dinh kém, vao mot trang mang,

lam 6 chi tiét dang nhap tai khoan, lam 16 cac
thdng tin nhiy cdm hoac chuyén tién hoac

DANG KY phiéu qua ting. Cac tin nhdn dudc soan ra dé
DUNG DICH VU CANH trong c6 vé nhu dudc gtii tif cac ca nhan hoic
. * x i t6 chiic ma quy vi cho la minh c6 biét ho, hoic
BAO MIEN PHI TAI quy vi cho la minh nén tin tuéng ho.
CYBER.GOV.AU DE phat hién tin nhan lUa ddo, hdy ngling lai va suy
nghi:
@ Ngudi cé tham quyén: Tin nhin nay cé tu nhan
TRiNH BAO [a cGia ngudi nao dd la vién chic khéng? . ‘ = =
~ @ Khan cap: Ngugi ta cé bao la quy vi chi ¢ it thdi < X = ) A B
TOlI PHAM MANG CHO REPORTCYBER: gian dé hdi am khdng? . -

CYBER.GOV.AU/REPORT @ Tinh cdm: Tin nhan c6 lam cho quy vi hoang

~ N
h6t, sg hai, hi vong hodc to mo khong? . DE DANG

@ Khan hiém: Tin nhin c6 chao m&i quy vi mén gi

LIEN LAC dang 1t khan hiém khong? : DE GIJ* AN TOAN CHO THIET

@ sukién hién tai: Thong diép cé lién quan dén

GOI SO 1300 CYBERI HOAC tin tic thdi su, su kién [6n hodc thai diém cu thé . Bl VA TA| KHOAN CUA QUY VI
VAO TRANG MANG CYBER GOV.AU trong nam (nhu mua khai thué) khdng? : .

Sé dién thoai nay chi dé st dung trong nuéc Uc ma thoi.

Kiém tra xem tin nhan c6 hdp phap khéng:

GIAM NGUY CO LAM MUC TIEU

@ Quay tré lai véi cai gi d6 ma quy vi 6 thé tin

tudng. Vao trang mang chinh thiic, ddng nhap R CHO TO| PHAM MA[\IG §ANG
~ . ~ vao tai khoan ctia quy vi hodc goi t8i s6 dién ¥ CAC BUOC DUOI bAY
THEO DOI CHUNG TOI thoai ho quang cdo. Khong st dung dudng dan e —nt -

hodc chi tiét lién lac dugc ghi trong tin nhan

ho gt cho quy vi hodc bao cho quy vi qua dién
thoai.

@ Kiém tra xem liéu c6 ngudn chinh thiic nao da ]
béo cho quy vi nhitng diéu ho khdng bao gis hoi DE biét thém théng tin vé cach phét hién cic tin nhan "
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1.CAP NHAT THIET
BI CUA QUY \"

T6i pham mang xam nhap vao thiét bi bang
cach khai thac cac diém yéu da biét ciia hé
thdng hoidc iing dung. Viéc cdp nhat bao gém
ca cac cap nhat an toan nham khac phuc cac
diém yéu do. Hay bat chdic nang cap nhat tu
ddong dé dudc cap nhat ma quy vi khéng can
lam gi ca.

Bat ché dd cap nhat tu ddng trén tat ca cac thiét bi
cla quy vi:

@ bién thoai di dong

@ May tinh x4ch tay

@ May tinh dé ban

Thudng xuyén kiém tra cap nhat déi vdi:

@ Cécingdung

@ Céc chudng trinh

@ Céc thiét bj théng minh

GAP NHAT TU DONG @

2. BAT TINH NANG XAC
THUC PAYEU TO (MFA)

Multi-Factor Authentication (MFA) ting cudng
an ninh bang cach lam cho t8i pham mang khé
ti€p can ho so hoic tai khoan cia quy vi hen.

H3y kich hoat MFA, bat dau tif nhiing tai khoan quan
trong nhat clia quy vi:
@ Cac tai khoan email

@ Giao dich ngéan hang truc tuyén va cic tai khoan
6 luu chi tiét thanh toan

V] Mang xa hoi

3. SAO LUU CAC THIET BI
CUAQUY VI

Sao luu la ban sao dién tif cac thong tin dudc
lWu trit trén thiét bi cia quy vi chdng han nhu

anh, tai liéu, video va dif liéu tif cac iing dung.

Ban sao dudc luu tai thiét bi luu trit bén ngoai
hodc trén dam may. Sao luu tuc la quy vi co
thé khéi phuc dudc hé sd trong truéng hgp
thiét bi bi that lac, bi ldy cap hodc bi hu hai.
Thudng xuyén sao luu thiét bi cta quy vi:

@ bién thoai di dong

@ May tinh xéach tay

@ May tinh dé ban

@ May tinh bang

4, BAT MOT CuM MAT
KHAU AN TOAN

Trong trudng hdp khdng cé MFA, thi cum mat
khau an toan thudng c6 thé la cach duy nhat
bao vé thdng tin va cac tai khoan cta quy vi
chdng lai tdi pham.

Cum mét khau an toan st dung bon tir bat ky trg
l&n [am mat khau. D&i mat khau cia quy vi thanh
cum mat khau, dam bao cum mat khau can phai:
@ Dai: cum mat khau cang dai bao nhiéu cang tat
bay nhiéu. Hay lam cum mat khau dai it nhat
14 chit
@ Khé doan: Hay st dung hén hgp cac tif bat ky
khong lién quan véi nhau
@ bocnhat: Khéng nén tai st dung cum mat khau
cho nhiéu tai khoan
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