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Viéc lén mang giup quy vi giii lién lac véi ban bé va gia
dinh, hoc héi vé cac dé tai va ca chdi game.

Cling giéng nhu viéc phai cai day an toan trudc khi lai xe, quy vi nén
thuc hién cac budc trudc khi diing internet dé dugc an toan haon.

Trung tdm An ninh Mang Uc (Australian Cyber Security Centre - ACSC)
mudn dam bao moi ngudi déu dugc an toan khi lén mang.

Tai liéu nay dé cap mét s6 thong lé ¢ ban vé an ninh mang ma quy vi
c6 thé thuc hién nham bao vé ban than khi dung internet.

/~CSC

Australian
Cyber Security
Centre

Trung tdm An ninh Mang Uc (ACSC), truc thudc Téng cuc Tin hiéu Uc (Australian Signals Directorate
- ASD), cung cap hudng dan, hé trg va cach ling phé van hanh nham phong tranh, phat hién va xt
ly cdc méi de doa trén mang déi véi Uc. Cong viéc clia Trung tdm ACSC 1a gidp lam cho nuéc Uc trd
thanh ngi an toan nhat khi két néi trén mang.

Muén biét thém chi tiét vé an ninh mang, vé cac hudng dan va |5i khuyén, hdy vao trang cyber.gov.au
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Chi dan 1: Cap nhat

thiét bi cta quy vi CAP NHAT
HOAN TAT

ACSC Homepage | Cyber.gov.au
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https://www.cyber.gov.au
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QUY VI €O BIET:
Cac ban cap nhat ciing
6 thé bd sung cac tinh
nang mdi cho thiét bi cta
ban va giup thiét bi chay

nhanh han.
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Cach St dung Internet An toan

o Chi dan 2: Bat chdc néng
5 xacthucdayeuto

Chuic nang xac thuc da yéu to cho tai khoan cua
quy vi giéng nhu ¢ clfa lUdi an toan cho nha quy
Vi.

Ctfa luGi bao vé quy vi khéng dé tdi pham tim cach
ddt nhap vao nha.

Khi bat chic nang xac thuc da yéu t6, quy vi can phai cho

nhiéu chi tiét thi mdi ti€p cin dugc tai khoan cta minh. Vi du,
quy vi cé thé can ghi mat khau va ma s & tin nhan dién thoai
thi mdi dang nhap dugc vao tai khoan mang xa héi ctia minh.

Nhiéu l&p xac thuc lam cho viéc xdm nhép cua tin tdc khd
han. Chiing cé thé xoay x& dé doan dugc mdt phan chang

han nhu mét phan mat khau clia quy vi, nhung ching van can
phai cé cac manh ghép khac nita ctia hinh ghép thi mdi tiép
can dudc vao tai khoan cua quy vi.

D€ biét thém thong tin, hdy tim 'Multi-factor
authentication' (Xac thuc da yéu té) hoac 'MFA'
trén trang mang cyber.gov.au

ACSC Homepage | Cyber.gov.au
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XAC THYC
DPAYEU TO

Cach St dung Internet An toan

Chi dan 3: Sao luu
thiét bi

Thuc hién ‘sao luu’ 1a khi quy vi sao mot
ban cac hé sd quan trong ctia minh va dua
vao ndi an toan. Giéng nhu sao chup cac
anh quy dé cat vao ndi an toan phong khi
bi mat ban gac.

Khi quy vi sao luu may tinh, dién thoai hodc may
tinh bang, cac ban sao ctia h6 sc cua quy vi dugc
luu truc tuyén hodc dudc luu 8 mét thiét bi khac. Co

ban sao luu cac ho sd quan trong va cac hinh anh
dudc quy vi yéu quy sé& lam cho quy vi yén tam.

Néu cé diéu gi khéng hay xay ra déi vdi thiét bi hodc
néu quy vi bi tin tic tdn cbng thi quy vi c6 thé dé
dang khoi phuc ho sg tu sao luu.

DE biét thém thdng tin, hdy tim 'Backups’
(Sao luu) trén trang mang cyber.gov.au

ACSC Homepage | Cyber.gov.au
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GHI NHG: QUY VI CO BIET:

Néu quy vi can trg gitip dé bat chiic ning xac thuc da yéu té, hdy nhd ban
hodc ngudi nha gilp quy vi.

Thudng xuyén sao luu thiét bi ciia minh nghia [a quy vi ludn ludn tiép
can dudc cac ho sd mdi nhat cia minh.
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. Chi dan 4: Dung cum mat khau

Quy vi trinh bao lifa ddo cang nhanh bao nhiéu,
thi chung t6i cang hanh déng dudc kip thgi bay
nhiéu.

Khi cé6 mat khau la quy vi cé khda cho tai khoan,
nhung c6 cum mét khau la quy vi c6 ca hé théng bao
vé an toan! Cum mat khau manh hdn va la phién ban
an toan haon ctia mat khau.

NEu quy vi tin rang ai dé dang dung internet dé [lfa dao
quy vi, tot nhat la hdy ch ddng va than trong thay vi mao
hiém dé bi lgi dung.

Néu quy vi khdng thé bat MFA dudc, hdy dung cum mat ‘ MAT KHAU
kh&u dé bdo vé tai khoan ctia minh. Cum mét khau st dung 000000
bon tu bat ky trg [én lam mat khau. Nhu vay sé rat kho cho
tin tdc dodn ra nhung lai dé nhé déi véi quy vi.

Néu diéu dé nghe hay dén miic khdng thé c6 that, thi chic
14 vay dé. Trong khi mét tin nhan ¢é thé bao la quy vi viia
dudgc tring giadi hodc may tinh cta quy vi bi vi rat, thi tin
nhan dé khdng phai [a doc nhat cho quy vi dau.

Khi quy vi tao cum méat kh3u, hdy lam cho no:

« Dai. Cang dai cang t6t. Nham tdi d6 dai tdi thiéu a 14 chil.
B&n tu bat ky trd [én ma quy vi nhé dugc thi that la tuyét.
Chédng han nhu ‘mau tim con vit khoai tay cai thuyeén’.

Tin nhan dé c6 thé bat ngudn tu ké lira ddo va ching
muén |gi dung quy vi.

H3y nhé rang, nhitng ké lfa ddo thudng gia danh mot

« Khé doan. Cum tif cang khé doan bao nhiéu cang tét bay nhiéu. ngudi hodc té chlic ma ban tin tudng. Hay ho nghi néu ban
C4c cau cd thé tao thanh cum méat kh3u rat hay nhung chiing lai . . " nhan dudc tin nhan c¢é vé nhu la tif ai d6 ma ban tin tudng
dé doan han. M6t hdn hgp bdn tif bat ky trd [én s& lam cho cum QUY VI CO BIET: nhung ho lai st dung s6 dién thoai, dia chi email hodc hé
mét khdu dugc manh han. : sé mang x3 hoi mdi. Trude khi ban tra (i, hdy xac minh

chi email nghe quen quen. H3y than trong néu: xem ”%”5‘ hfjéc t6 fhfrcﬂdang r:hén 'fin chAo ban C(:) thifc su

« Ddc nhat. BUng st dung lai cdc cum méat ma cta ban. St dung « ngudi ta bao quy vi hﬁykhé’}l tru’b’ng ding la ngudi hf? noi'khong, bang caSh lién lacvd[ho qua
cdc cum mat ma khac nhau cho cac tai khoan khac nhau. Néu thanh todn mat hod dan mot phuang thic khac mé)ban 6 thé tin tudng. Vi du: néu
ban gdp khé khan trong viéc nhé tat ca cdc cum mat ma cua ; ban nhan dugc mot tin nhan ¢d vé nhu la tU mot trong
minh, hdy xem xét dén viéc sti dung l3p trinh quan ly mat ma. Vdi nhiing dlfa con cdia ban, nhung lai dén tif mt s6 mdi,
[&p trinh quan ly mat m3, ban chi cdn nhd mét mat ma, lap trinh dling voi trd 13i. Trudc tién hiy gdi cho ho mét tin nhan

Tin tic rat quy quyét va c6 thé diing mét cdi tén va dia

« ngudi ta bao quy vi hdy déi chi tiét hoac
mat khau cla quy vi
« ngudi ta bao quy vi hdy nhap chuét dé vao

qtﬂjén ly mat r315 s:é ki phiin c?zn lai. Tim kiém ‘password mapager’ dudng din holic d& mé tii lidu dinh kém trén m?.ngﬁxéféi dé k.ié'mAtra xem c6 phai ho d& thuc su
(lap trinh quan ly mat ma) trén trang mang cyber.gov.au dé dudc thay doi s6 dién thoai khong.
hudng dan thém.

H3y tim hiéu thém vé cach tao cdc cum mat ma an toan bang cach tim kiém
'Passphrases' (Cum mat ma) trén trang mang cyber.gov.au
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Cach St dung Internet An toan

Cach St dung Internet An toan

A 4 n =
Két luan
Bay gid, sau khi da dudc trang bi kién thic dé su

dung internet an toan han, quy vi c6 thé ty tin luUSt
mang va tiép tuc tdn hudng thdi gian [én mang.

Tro chdi 6 chii
an ninh mang

H&y nhd 13, t&i pham mang luén ludn nghira cac kiéu mdi dé tan
c6ng moi ngugi.

-

Khéng bao giG uéng phi khi thinh thoang nang cao kién thic
ctia minh vé an ninh mang va hoc hoi nhiing cach mgi
dé gilf an toan.

Quy vi mudn biét thém cach giil an toan trén mang?
Hay thi xem cac chi dan dugi day.

.
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Cac huéng dan bo sung

DE c6 thém chi tiét, vui long kiém tra loat bai An toan Mang Ca nhan: ba ban hudng dan
dudc soan thado nham gilip ngudi Uc binh thudng hiéu dugc cac van dé cd ban vé an ninh
mang va cach quy vi ¢ thé hanh dong dé tu bao vé chdng lai cadc moi de doa pho bién

trén mang.

Cach St dung Internet An toan

Luuy

My i CSC R

]

HUGNG DAN CHO NGUGI CAO NIEN

cEEe

-----

My i L CGC R

NEXT STEPS

My i COC R

ADVANCED STEPS

Quy vi ¢ thé tiép can tat ca ba ban hudng dan nay tai cyber.gov.au

Cac cau tra I3i chdi 6 chit

1. online, 2. passphrase, 3. hacker, 4. Wi-Fi, 5. ACSC, 6. webpage, 7. report, 8. antivirus, 9. scam,

10. updates, 11. email, 12. backup, 13. cyber, 14. security, 15. device

How to Use the Internet Securely - A Guide for Seniors | Cyber Security Hotline 1300 CYBERI
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Tuyén bé mién trif trach nhiém

Tai liéu trong tap huéng dan nay chi mang tinh chat téng quat va khéng nén
dudc coi la Gi khuyén phap ly hodc dua vao dé dudc ho trg trong bat ky hoan
canh hay tinh huéng khan cap cu thé nao. D6i véi bat ky van dé quan trong nao,
quy vi nén tim kiém |3i khuyén chuyén mén, doc ap, va thich hgp lién quan dén
hoan canh cta minh.

Chinh pht Lién bang khéng chiu trach nhiém hay trach nhiém phap ly nao déi
vGi bat ky thiét hai, mat mat hodc phi tén nao phat sinh do viéc dua vao thong
tin trong tap hudng dan nay.

Ban quyén

© Chinh phu Lién bang Uc Ndm 2023

Ngoai trif Quéc huy va néu cé quy dinh khac, tat ca tai liéu trinh bay trong
an pham nay dugc cung cdp theo gidy phép Quéc té Creative Commons
Attribution4.0 (Thifa nhan sy Sang tao Chung4.0)
(www.creativecommons.org/licenses).

DE tranh ho nghi, diéu nay c6 nghia la gidy phép nay chi ap dung vdi cac tai liéu
nhu dudc néu trong tap hudng dan nay ma thai.

Chi tiét vé cac diéu kién gidy phép lién quan cé san trén trang mang Creative
Commons, cling nhu ma phap ly day du cho gidy phép CC BY 4.0
(www.creativecommons.org/licenses).

SU dung Quéc huy

Cac diéu khoan ma theo dé Quéc huy c6 thé dudc st dung, dudc trinh bay chi
tiét trén trang mang ctia BG Thu tudng va Noi cac
(www.pmc.gov.au/government/commonwealth-coat-arms).

Mudn biét thém thong tin hoac trinh bao su ¢6 an ninh mang, hay lién
lac v@i chung toi tai:
cyber.gov.au | 1300 CYBER1 (1300 292 371)

S8 dién thoai nay chi dé st dung trong nudc Uc ma thoi.

N AUSTRALIAN
SIGNALS
2\ = DIRECTORATE

Australian Government / C C C Australian
Cyber St it
NN yber Security

Australian Signals Directorate Centre



https://creativecommons.org/licenses/
http://www.pmc.gov.au/government/commonwealth-coat-arms
http://cyber.gov.au

