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Introduction 
The Australian Signals Directorate (ASD) has developed prioritised mitigation strategies, in the form of the Strategies 
to Mitigate Cyber Security Incidents, to help organisations protect themselves against various cyber threats. The 
most effective of these mitigation strategies are the Essential Eight. 

The Essential Eight has been designed to protect organisations’ internet-connected information technology networks. 
While the principles behind the Essential Eight may be applied to enterprise mobility and operational technology 
networks, it was not designed for such purposes and alternative mitigation strategies may be more appropriate to 
defend against unique cyber threats to these environments. 

The Essential Eight Maturity Model, first published in June 2017 and updated regularly, supports the 
implementation of the Essential Eight. It is based on ASD’s experience in producing cyber threat intelligence, 
responding to cyber security incidents, conducting penetration testing and assisting organisations to implement the 
Essential Eight. 

The Essential Eight 
The mitigation strategies that constitute the Essential Eight are: 

 patch applications 

 patch operating systems 

 multi-factor authentication 

 restrict administrative privileges 

 application control 

 restrict Microsoft Office macros 

 user application hardening 

 regular backups. 

Implementing the Essential Eight 
The Essential Eight Maturity Model articulates requirements for the implementation of the Essential Eight. 

https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/strategies-mitigate-cyber-security-incidents
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
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Assessing implementations of the Essential Eight 
Assessments against the Essential Eight should be conducted using the Essential Eight Assessment Process Guide. 

Further information 
Further information on the Essential Eight Maturity Model and its implementation is available in the Essential Eight 
Maturity Model FAQ publication. 

Contact details 
If you have any questions regarding this guidance you can write to us or call us on 1300 CYBER1 (1300 292 371).  

 

https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-assessment-process-guide
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-maturity-model-faq
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-maturity-model-faq
https://www.cyber.gov.au/about-us/about-asd-acsc/contact-us


 

 

Disclaimer 

The material in this guide is of a general nature and should not be regarded as legal advice or relied on for assistance 
in any particular circumstance or emergency situation. In any important matter, you should seek appropriate 
independent professional advice in relation to your own circumstances. 

The Commonwealth accepts no responsibility or liability for any damage, loss or expense incurred as a result of the 
reliance on information contained in this guide. 

Copyright 

© Commonwealth of Australia 2023. 

With the exception of the Coat of Arms, the Australian Signals Directorate logo and where otherwise stated, all 
material presented in this publication is provided under a Creative Commons Attribution 4.0 International licence 
(www.creativecommons.org/licenses). 

For the avoidance of doubt, this means this licence only applies to material as set out in this document. 

 

The details of the relevant licence conditions are available on the Creative Commons website as is the full legal code 
for the CC BY 4.0 licence (www.creativecommons.org/licenses). 

Use of the Coat of Arms 

The terms under which the Coat of Arms can be used are detailed on the Department of the Prime Minister and 
Cabinet website (www.pmc.gov.au/government/commonwealth-coat-arms). 

 

 

For more information, or to report a cyber security incident, contact us: 

cyber.gov.au | 1300 CYBER1 (1300 292 371) 
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