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https://www.ncsc.gov.uk/collection/developers-collection/principles
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https://csrc.nist.gov/Projects/ssdf
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(Prmcmles ond Approaches for Secure by Design Softwore)
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https://www.ncsc.gov.uk/blog-post/introducing-our-new-machine-learning-security-principles
https://www.cisa.gov/sites/default/files/2023-10/SecureByDesign_1025_508c.pdf
https://www.cisa.gov/sites/default/files/2023-10/SecureByDesign_1025_508c.pdf
https://www.cisa.gov/sites/default/files/2023-10/SecureByDesign_1025_508c.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/KI/Practical_Al-Security_Guide_2023.pdf?__blob=publicationFile&v=5
https://www.mofa.go.jp/files/100573471.pdf
https://www.mofa.go.jp/files/100573471.pdf
https://www.mofa.go.jp/files/100573473.pdf
https://www.mofa.go.jp/files/100573473.pdf
https://www.mofa.go.jp/files/100573473.pdf
https://aiverifyfoundation.sg/what-is-ai-verify/
https://www.enisa.europa.eu/publications/multilayer-framework-for-good-cybersecurity-practices-for-ai
https://www.enisa.europa.eu/publications/multilayer-framework-for-good-cybersecurity-practices-for-ai
https://www.iso.org/standard/81118.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/CloudComputing/AIC4/AI-Cloud-Service-Compliance-Criteria-Catalogue_AIC4.pdf?__blob=publicationFile&v=4
https://www.nccoe.nist.gov/ai/adversarial-machine-learning
https://www.nccoe.nist.gov/ai/adversarial-machine-learning
https://atlas.mitre.org/
https://www.safe.ai/ai-risk
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/KI/AI-in-lLanguage-processing.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/KI/AI-in-lLanguage-processing.pdf?__blob=publicationFile&v=2
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naovlA30uile Adversarial Robustness Toolbox (IBM)
CleverHans Tnsuningidsinsouln (University of Toronto)
TextAttack TaeuniIngadenesadiy (University of Virginia)
Prompt Bench Tagluiasson (Microsoft)
Counterfit inglutasson (Microsoft)
Al Verify #igeruwsuide Infocomm yUszinadualus (Infocomm Media Development Authority, Singapore)
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Lme\msmsﬂmmamIm NCSC (NCSC Risk Management Guidance)
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https://adversarial-robustness-toolbox.readthedocs.io/en/latest/
https://cleverhans-lab.github.io/
https://textattack.readthedocs.io/en/latest/0_get_started/basic-Intro.html
https://github.com/microsoft/promptbench
https://github.com/Azure/counterfit
https://github.com/IMDA-BTG/aiverify
https://www.cisa.gov/cpg
https://www.ncsc.gov.uk/collection/caf
https://sot.mitre.org/framework/system_of_trust.html
https://www.nist.gov/itl/ai-risk-management-framework
https://www.iso.org/standard/27001
https://www.iso.org/iso-31000-risk-management.html/
https://www.ncsc.gov.uk/collection/risk-management
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8. A MITRE ATLAS mﬁL%sJufwa\aLm%a\‘]ﬁﬁmlﬁﬁﬁu 101 (Adversarial Machine Learning 101)

9. GitHub: RCE PoC d#5U Tensorflow 1astdiaieas Lambda Adusumsiey (RCE PoC for Tensorflow using a malicious

Lambda layer)

10. sLsA: msunilesenuauysaivevdvlssaud tudnnarswusensing in 1 (Safeguarding artifact integrity across any
software supply chain)

1. METI (nsensavidsBIfia n1sen LLa:qmamﬂssmadiﬁjﬂu 11 2023) IFweunsuuinefigedn ‘Guide of Introduction of
Software Bill of Materials (SBOM) for Software Management’

12. 5359910 Google: mm%sjui%’ﬂa\am%a\i (Machine Learning): ffmsmsﬁmmamﬁmjaéw%uwﬁm\immﬁm (The High
Interest Credit Card of Technical Debt)

13. Tramer uazmsuz I 2016 msvluslunanisiBausuoansovuu Prediction APl (Stealing Machine Learning Models via

Prediction APIs)

14. Boenisch © 2020 mstaudanuiudiushuosmsidousueanse (meufi 1) (Attacks against Machine Learning Privacy
- Part1): Tutpanislausinuuenefueie IBM-ART Framework (Model Inversion Attacks with the IBM-ART Framework)

15. rﬂusj’%’mmmmaﬂ’um\maamﬁamﬂmua%’uﬁamﬁ (NCsC) § 2020 sanuuvuazase Public Key Infrastructure fitaast
uypausa (Design and build a privately hosted Public Key Infrastructure)



https://www.cisa.gov/resources-tools/resources/secure-by-design
https://www.cisa.gov/sites/default/files/2023-10/SecureByDesign_1025_508c.pdf
https://www.cisa.gov/sites/default/files/2023-10/SecureByDesign_1025_508c.pdf
https://www.ceps.eu/ceps-publications/reconciling-the-ai-value-chain-with-the-eus-artificial-intelligence-act/
https://www.ceps.eu/ceps-publications/reconciling-the-ai-value-chain-with-the-eus-artificial-intelligence-act/
https://www.iso.org/obp/ui/#iso:std:iso-iec:22989:ed-1:v1:en
https://www.nist.gov/artificial-intelligence/executive-order-safe-secure-and-trustworthy-artificial-intelligence
https://owasp.org/www-community/Threat_Modeling
https://atlas.mitre.org/resources/adversarial-ml-101/
https://github.com/Splinter0/tensorflow-rce
https://github.com/Splinter0/tensorflow-rce
https://slsa.dev/
https://slsa.dev/
https://www.meti.go.jp/english/press/2023/0728_001.html
https://www.meti.go.jp/english/press/2023/0728_001.html
https://research.google/pubs/pub43146/
https://research.google/pubs/pub43146/
https://www.usenix.org/conference/usenixsecurity16/technical-sessions/presentation/tramer
https://www.usenix.org/conference/usenixsecurity16/technical-sessions/presentation/tramer
https://franziska-boenisch.de/posts/2020/12/model-inversion/
https://franziska-boenisch.de/posts/2020/12/model-inversion/
https://www.ncsc.gov.uk/collection/in-house-public-key-infrastructure
https://www.ncsc.gov.uk/collection/in-house-public-key-infrastructure
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