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Introduction

Socially engineered messages present a significant threat to individuals and organisations due to their
ability to assist malicious actors with compromising accounts, devices, systems or sensitive information.
This publication offers guidance on identifying socially engineered messages delivered by email, SMS,
instant messaging or other direct messaging services offered by social media applications.

What are socially engineered messages?

Socially engineered messages are messages sent by malicious actors in an attempt to direct users into
performing specific actions such as opening an attachment, visiting a website, revealing account
credentials, providing sensitive information or transferring money. To increase the likelihood of users
performing malicious actors’ desired actions, the malicious actor will go to lengths to make their messages
appear as if they are legitimate and from a trustworthy source. As a result, socially engineered messages
are likely to be work-related, infer a sense of urgency or target a specific interest of users. They may also
appear to come from someone known to users such as a colleague, senior manager or authoritative part of
their organisation (e.g. the information technology, human resources or finance areas).

Who do socially engineered messages target?

While socially engineered messages can be received by anyone, malicious actors often prioritise the
targeting of certain users due to either their profile, access to sensitive information, ability to make changes
to systems, authority to undertake risky business activities (such as transferring large sums of money) or
their job’s requirement to routinely interact with unfamiliar people. Broadly, this can include:

e high profile individuals
e senior managers and their staff
e system administrators

e staff members from human resources, sales, marketing, finance and legal areas.
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It should be emphasised that other users should not consider themselves immune to receiving socially
engineered messages. Malicious actors may message as many users as possible hoping that at least one
message will be successful.

How can socially engineered messages be
identified?

While socially engineered messages can be very convincing, there are things to look for to assist in
differentiating them from legitimate messages. Users should consider the following questions.

Is the sender asking you to open an attachment or access a
website?

When messages contain links to websites, users should browse to the website themselves rather than
clicking on the link in the message or directly copying or typing the link into a web browser. Malicious
actors can use a number of techniques (such as single letter substitutions) to either obfuscate or trick users
into accessing a malicious website that they think is legitimate. Never enter credentials into websites if
directed there by a link in a message.

When opening attachments from messages, users should be cautious and exercise judgment. If unsure, use
a known out-of-band contact method for the sender (e.g. a phone number) to confirm their intent to attach
files to the message.

Is the sender asking you to perform a specific activity for them?

Often malicious actors will be unable to achieve their goals without interacting with users. This may be due
to existing controls or the complex nature in which malicious actors are attempting to compromise a
system. For example, if Microsoft Office macros are disabled malicious actors may provide users with step-
by-step instructions on how to enable them in order for their malicious code to execute when the user
opens a Microsoft Word document. Users should treat any requests to change the configuration of systems
or perform specific actions as highly suspicious.

Alternatively, a form of social engineering known as CEO fraud involves malicious actors masquerading as
an organisation’s CEO and requesting large transfers of money, often when they know the actual CEO will
be uncontactable and unable to refute the request.

Is the sender asking for information they wouldn’t necessarily
have a need to know?

One of the easiest ways of performing social engineering is for malicious actors to simply ask users for the
information they want by exploiting user’s natural desire to be helpful. Often malicious actors will
masquerade as someone users might expect to have a legitimate requirement to access the information
being asked for. For example, a colleague asking for copies of documents that they accidentally deleted.
Alternatively, malicious actors may choose to masquerade as someone that users may not necessarily know
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but could be reasonably expected to have a requirement to access the information they are requesting,
such as a new starter with the information technology help desk or a staff member working on the same
project but from a different office.

Users should never disclose credentials such as passwords to other people. Furthermore, users should be
suspicious of any requests for sensitive information from people that they do not interact with on a regular
basis. Even if users know the person requesting sensitive information, they should still consider whether
that person has a legitimate need to know that information, as malicious insiders often leverage their
contacts in order to gather information or privileges they shouldn’t have access to.

Is the sender offering unexpected ‘support’?

Malicious actors may also contact you unexpectedly offering help, often claiming there is an issue with your
account, device or a service you use. These messages can pressure you to link devices by scanning a Quick
Response code, share account registration or verification codes, install software or follow steps that give
them access to your device or information. In some cases, this can allow them to capture login or other
sensitive details without your knowledge. Treat any unsolicited offer of ‘support’ with caution.

Is the message suspiciously written?

While malicious actors may go to lengths to make their messages appear as if they were legitimate and
from a relevant and trustworthy source, another malicious actor may lack the skills or motivation to do so.
Incorrect spelling and capitalisation, abnormal tone and language, or the absence of a specific addressee
can indicate that a message is likely to be a socially engineered message.

How should socially engineered messages be
handled?

If you suspect that you’ve received a socially engineered message, do not delete or forward it. Contact your
organisation’s information technology help desk or security team and seek advice on how to proceed.

Contact details

If you have any questions regarding this guidance you can write to us or call us on 1300 CYBER1 (1300 292
371).
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Disclaimer

The material in this guide is of a general nature and should not be regarded as legal advice or relied on for assistance
in any particular circumstance or emergency situation. In any important matter, you should seek appropriate
independent professional advice in relation to your own circumstances.

The Commonwealth accepts no responsibility or liability for any damage, loss or expense incurred as a result of the
reliance on information contained in this guide.

Copyright

© Commonwealth of Australia 2026

With the exception of the Coat of Arms and where otherwise stated, all material presented in this publication is
provided under a Creative Commons Attribution 4.0 International license
(https://creativecommons.org/licenses/by/4.0/).

For the avoidance of doubt, this means this license only applies to material as set out in this document.

The details of the relevant license conditions are available on the Creative Commons website as is the full legal code
for the CC BY 4.0 license (https://creativecommons.org/licenses/by/4.0/legalcode.en).

Use of the Coat of Arms

The terms under which the Coat of Arms can be used are detailed on the Department of the Prime Minister and
Cabinet website (https://www.pmc.gov.au/resources/commonwealth-coat-arms-information-and-guidelines).
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